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Abstract— Protocolsfor distrib uted hash tables (DHTS) incor-
porate featuresto achieve low latency for lookup requestsin the
face of churn, continuouschangesin membership. Theseprotocol
featurescan include a directedidenti er space,parallel lookups,
pro-active ooding of membership changes, and stabilization
protocols for maintaining accurate routing. In addition, DHT
protocolshave parametersthat can be tuned to achieve differ ent
tradeoffs betweenlookup latency and communication costdue to
maintenancetraf c. The relative importance of the featuresand
parameters is not well understood, becausemost previous work
evaluates protocols on static networks.

This paper presentsa performance versus cost framework
(PVC) that allows designersto compare the effects of different
protocol featuresand parameter values.PVC views a protocol as
consuming a certain amount of network bandwidth in order to
achieve a certain lookup latency, and helps reveal the ef ciency
with which protocolsuseadditional network resourcesto impr ove
latency. To demonstrate the value of PVC, this paper simulates
Chord, Kademlia, Kelips, OneHop, and Tapestry under differ ent
workloads and uses PVC to understand which features are
more important under churn. PVC analysis shows that the key
to ef ciently using additional bandwidth is for a protocol to
adjust its routing table size. It also shaws that routing table
stabilization is wasteful and can be replacedwith opportunistic
learning thr ough normal lookup traf c. Theseinsights combined
demonstratethat PVC is a valuable tool for DHT designers.

|I. INTRODUCTION

Designinga DHT lookup protocol for static networks is
well-understood.Typical designsforward lookups for keys
throughroutingtablesthatpointto otherhosts DifferentDHTs
form different topologies with these routing tables, which
resultin differentasymptotictradeofs of the amountof per
node state and the numberof network hops during lookups.
Most DHTs nd low latengy neighborsusingtechniquessuch
asProximity NeighborSelection(PNS)[1]. With afew excep-
tions [2]—-[5], mostprevious work evaluatedookup lateng in
a staticnetwork, asdescribedn SectionVI on relatedwork.

Lookup lateng aloneis not sufcient to evaluateprotocols
under churn, where nodes continuouslyjoin and leave the
network, becausethe lateny metric does not accountfor
the cost of maintaining the state required to achiese low
lateng. Evaluating lookup performancein static networks
tendsto favor protocolsthat keeplarge routing tables,since
they pay no penaltyto keepthe tablesup to date,and more
routing entriesgenerallyresultsin lower lookup hop-counts
and latencies Large routing tablesincur costs,however: they
require maintenancdrafc to keepthem up to date, and if
they becomeout of datethen staleentriesmay causetimeout

delays.Thusan evaluationcriterion for DHT protocolsunder
churnshouldre ect the relationshipbetweernlateny andcost

One of the main contributions of this paperis a simple
performanceversuscost framevork (PVC)! PVC measures
cost as the amountof network trafc thata DHT's lookups
andmaintenancéraf ¢ incur. For its performancenetric, PVC
measureghe failure rate and latengy of DHT lookups.PVC
helpsdesignercomparethe effectsof differentdesignchoices
in eachDHT through the systematicexploration of various
combinationsof protocol parameterslt is often misleadingto
evaluatethe performancebene ts of any onedesignchoicein
isolation,asall designchoicesmprove performancetthe cost
of extra communicationsTo designbetterDHTSs, we needto
understanavhich designchoiceis more ef cient thanothersat
usingextracommunicatiorbits. For example the methodology
allows a comparisorof faststabilizationand parallellookups
in away thatconsidershoth their ability to reducelateny and
thefactthatboth techniquesncreasebandwidthconsumption.

Another contribution of this paperis an extensve PVC-
basedsimulation study of a wide range of DHT protocols
(Chord [7], Kademlia [8], Kelips [9], OneHop [10], and
Tapestry[11]). The study exploreshow the protocols' design
choicesand parametersaffect their ef ciency under churn.
Tablel summarizeshe papersobsenationsaboutDHT design
choicesand parametersThis casestudy of existing DHTs
using PVC revealsthat the key to efcient bandwidthuseis
for a DHT nodeto adjustits routing table sizein responseo
extra bandwidthandchurn.PVC alsoshaws thatopportunistic
learningthroughexisting DHT lookuptrafc is moreefcient
than active routing table stabilization. These results taken
togetherdemonstratehe value of PVC as a tool to design
and evaluateDHT protocols.

This study doesnot modelstorageor transmissiorof DHT
data.Underhigh churn,thecostof keepingDHT dataavailable
might dwarf the routing table maintenancecost. A different
setof techniqguesuchasreplicationwith lazy repair[12] can
be usedto reduceDHT data maintenancecost under churn.
Additionally, the simulatorusedin this study doesnot model
gueuingdelayor pacletloss,andthuscannotevaluateprotocol
featuresintendedto reducecongestion.

Therestof the paperis organizedasfollows. Sectionll mo-
tivatesand presentsPVC. Sectionlll summarizeshe salient
propertiesof the DHTSs this papercomparesand SectionlV
describeghe experimentalmethodology SectionV evaluates

1We introduceda preliminary versionof PVC in a position paper[6].



Section | Insights

\Y Minimizing lookup lateny requirescomplex workload-dependerparametetuning.

V-A The ability of a protocolto controlits bandwidthusagehasa directimpacton its scalabilityandperformanceainderdifferentnetwork
sizes.

V-B DHTs that distinguishbetweenstateusedfor the correctnes®f lookupsandstateusedfor lookup performancecan more ef®ciently
achiere low lookup failure ratesunderchurn.

V-C The strictnessof a DHT protocols routing distancemetric, while usefulfor ensuringprogressduring lookups, limits the numberof
possiblepaths,causingpoor performancaunderpathologicalnetwork conditionssuchas non-transitre connecitiity.

V-D Increasingrouting table size to reducethe numberof expectedlookup hopsis a more cost-e®cient way to copewith churn-related
timeoutsthan stabilizing more often.

V-E Issuing copiesof a lookup along mary pathsin parallelis more effective at reducinglookup lateny due to timeoutsthan faster
stabilizationundera churnintensve workload.

V-F Learningaboutnenv nodesduring the lookup processcan essentiallyeliminatethe needfor stabilizationin someworkloads.

V-G Increasingthe rate of lookupsin the workload, relative to the rate of churn, favors all designchoicesthat reducethe overall lookup
traf®c. For example,one shoulduseextra stateto reducelookup hops(and henceforwardedlookup traf®c). Lesslookup parallelism
is alsopreferredasit generatesessredundantiookup traf®c.

TABLE |

INSIGHTSOBTAINED BY USING PV C TO EVALUATE A SET OF PROTOCOLS (CHORD, KADEMLIA, KELIPS, ONEHOP AND TAPESTRY).

theimpactof differentdesigndecisionson performanceunder
churn.SectionVI relateshis papers studyto previousstudies.
Finally, SectionVIl summarizeur ndings.

Il. PVC: A PERFORMANCE VS. COST FRAMEWORK

The goal of PVC is to addresgwo challengesn evaluating
lookup protocols for DHTs. First, most protocols can be
tunedto have low lookup lateng/ by including featuressuch
as aggressie membershipmaintenancefaster routing state
refreshesparallellookups,or a morethoroughexploration of
the network to nd low lateng neighbors.Not only do these
featuresmale straightforward comparisonsf the performance
of differentDHT protocolsdif cult, but they alsocomplicate
theevaluationof new featuressinceprotocolfeaturegypically
improve lookup performanceby consumingresourcesThusa
comparisorof DHT protocolsmustevaluatethe ef ciency with
which they exploit additionalresourcedo reducelateng. A
goodframework shouldusea metricwhich quanti esthe cost
aswell asthe performancepf protocols.

The secondchallengeis coping with each protocol's set
of tunable parameterge.g., stabilizationinterval, etc.). The
bestparametewaluesfor a given workload are often hard to
predict, so there is a dangerthat a performanceevaluation
might re ect the evaluators parameterchoicesmore than it
re ects theunderlyingalgorithm.In addition,parametersften
correspondto a given protocol feature. A good framework
should allow designersto judge the extent to which each
parameter(and thus eachfeature)contributesto an ef cient
performancevs. costtradeof.

A. The PVC Apprac

In responséo thesetwo challengeswe proposePVC, aper
formancevs. costframewnork and evaluationmethodologyfor
assessin@HT protocols,comparingdifferentdesignchoices
and evaluatingnew features.

PVC usesthe average number of bytes sent per node
per unit time as the cost metric. This cost accountsfor all
messagesent by a node, including periodic routing table
refreshtraf c, lookup trafc, and join trafc. PVC ignores

statestoragecosts(e.g., the size of eachnodes routing table)
becausecommunicationis typically far more expensve than
storage.The main cost of stateis often the communication
costnecessaryor maintainingthe correctnes®f that state.

In PVC, nodestry to forward lookupsto the noderesponsi-
ble for the lookup key. The identity of the responsiblenodeis
returnedto the senderasthe resultof the lookup. A lookupis
consideredailed if it returnsthe wrong nodeamongthe cur-
rent setof participatingnodes(i.e. thosethat have completed
the join procedurecorrectly) at the time the senderrecevves
the lookup reply, or if the senderreceives no reply within
sometimeoutwindow. PVC usestwo metricsto characterize
a DHT's performancemedianlateng of successfulookups
and lookup failure rate. PVC only incorporatedookup hop-
countindirectly, to the extentthatit contributesto lateng. In
the presencef churn,routing tablestendto becomeincorrect
or outof date,causingookupsto suffer timeoutsor completely
fail. DHTs oftenrecover from lookup timeoutsby retryingthe
lookup throughan alternateneighbor

In the interestof a fair comparisonDHTSs shouldfollow a
few commonguidelinesfor dealingwith lookup timeouts.In
PVC experiments,all protocolstime out individual messages
afteraninterval of threetimesthe round-triptime to thetarget
node, thoughmore sophisticatedechniquesare possible[3],
[4], [13], [14]. Following the conclusionsof previous stud-
ies [3], [4], a node encounteringa timeout to a particular
neighborduring a lookup doesnot immediatelydeclarethat
neighbordead;thelookup proceeddo analternatenodeif one
exists,andrecovery doesnotbegin for thefailedneighboruntil
several RPCtimeoutsto that neighboroccur

All protocolsretry lookupsfor up to a maximum of four
secondsafter which PVC declareghat the lookup hasfailed.
This de nition of failure is arbitrary: a shorter maximum
time would decreasewveragelateny while increasingfailure
rate,while alongermaximumwould increaseaveragelateng
while decreasinghe failure rate. Further eachfailed lookup
contritutes a disproportionatefour secondsto the average
lookup lateng statistic. For these reasonsPVC measures
lookup failure rate and median lookup lateny as separate
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Fig. 1. Performances. costtradeof in Kelips, churnintensive work-

load. Eachpoint representshe medianlookup lateng of successful
lookups vs. the communicationcost achieved for a unique set of

parametervalues. The corvex hull (solid line) representghe best
achievable performance/costombinations.

performancemetrics.

PVC needsa workload. The amounta protocol mustcom-
municateto keepnoderouting tablesup to date dependson
how frequentlynodesjoin and crash(the churnrate).For the
most part, the total bandwidthconsumedby a protocol is a
balancebetweentable maintenanceraf ¢ and lookup trafc,
so the main characteristicof a workload is the relationship
betweenlookup rate and churn rate. This paperinvestigates
two workloads, one that is churn intensive and one that is
lookup intensve.

B. Ovenll Corvex Hulls

To nd the bestperformance/codradeof for a DHT with
mary tunable parametersPVC systematicallysimulatesthe
DHT with different combinationsof parametewvalues.PVC
measureshe performancend costfor eachcombinationihis
paper showns the results as graphswith average bandwidth
usageon the x-axis and median lookup lateng or failure
rate on the y-axis. For example, Figure 1 shovs bandwidth
and lateny for Kelips with differentparameteicombinations
undera particularworkload. Thereis no singlebestparameter
combinationfor this workload. Instead thereis a setof most
ef cient combinationsfor eachcost,thereis asmallestachies-
able lookup lateng, and for eachlookup lateng, thereis a
smallestachiezablecommunicatiorcost. The curve connecting
thesemostef cient pointsis the overall corvex hull segment
(shovn by thesolid line in Figurel). PVC usescorvex hullsto
nd the bestperformance/cogradeofs for a given workload.
It is possiblethatbettercombinationsexist but that PVC failed
to nd them.

The corvex hull in Figure 1 outlines the most ef cient
parametercombinationsfound by PVC. A DHT operator
would have to adjusttheseparametersnanuallyin theabsence
of a self-tuningprotocol[4], [15].

C. ParameterCorvex Hulls

Figure 1 shavs the combinedeffect of mary parameters.
PVC can also be usedto evaluate whethera particular pa-
rameteris more important to tune than othersin order to

achieve the best performance/costradeof. This is done by
calculatinga set of corvex hulls, one for eachvalue of the
parameteunderstudy Eachcorvex hull is generatedby xing
the parametenf interestandvarying all others.The positions
of theseparameterconvex hulls relative to the overall corvex
hull indicatesthe relative “importance” of the parameterthe
performancebene t obtainableby tuning the parameterto
consumemore bandwidth.

Figure 2 presentgparameteicorvex hulls for two different
parameterseachcomparedwith the overall convex hull. The
parametelin Figure 2(a) hasa single bestvalue (32) for this
workload.Theparametem Figure2(b) is comparatiely much
more importantto tune.No single parameteiconvex hull lies
entirely alongthe overall hull; rather the overall hull is made
up of sggmentsfrom differentparameteihulls. This suggests
the parametershould be tuned basedon the applications
desiredlateng/bandwidthtradeof.

One can quantify the importanceof a particularparameter
valueby calculatingthe areabetweerntheparametes hulls and
the overall corvex hull over a x ed rangeof the x-axis (the
costrangeof interest) Figure3 shavs anexample.Thesmaller
the area,the more closely a parametehull approximateghe
bestoverall hull. The minimum areaover all of a parametes
valuesindicateshow importantit is to tunethe parameterThe
bigger the minimum area,the more importantthe parameter
sincethereis a larger potentialfor inef ciency by settingthe
parameterto a single value. Figure 2(a) shovs a parameter
with nearly zero minimum area,while Figure 2(b) showvs a
parametemwith a large minimum area.Hence, it is relatively
moreimportantto tunethe latter.

Thereis arelationshipbetweerthis notion of parameterm-
portanceandthe ef ciency of DHT mechanismsSupposehat
animportantparameteaffectshow muchnetwork bandwidth
a particular DHT mechanismconsumes;for example, the
parametemight controlhow oftena DHT stabilizests routing
table entries. If more network capacity becomesavailable,
thenary re-tuningof the DHT's parameterso make bestuse
of the new capacitywill likely requiretuning this important
parameterThatis, importantparameterhave the mosteffect
on the DHT's ability to use extra communicationbandwidth
to achieve low lateng, andin that senseémportantparameters
correspondo ef cient DHT mechanisms.

I1l. PROTOCOL OVERVIEWS

This paper studiesdesign choicesmade by ve existing
protocols: Tapestry[11], Chord[7], Kelips[9], Kademlia[8]
and OneHop[10]. This sectionprovides brief overviews of
eachDHT, identifying protocol parameterghat relate to the
designchoicesunderstudy

A. Tapestry

TheID spacein Tapestryis structuredasa tree. A Tapestry
nodelD canbe viewed as a sequencef | baseb digits. The
node the maximum number of matching pre x digits with
the key is the node responsiblefor the key. In a network
of n nodes,eachnodes routing table containsapproximately
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Fig.3. Theef®cieng of paramlwith avalueof 2 (from Figure2(a))
comparedwith the ef®cieng of the overall corvex hull. The striped
area betweenthe two curves representsthe ef®cieng/ difference
betweenparaml1=2andthe bestcon®gurationshetweena costrange
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Parameter Range

Base b 2-128
Stabilizationintenal tstab 18 sec— 19 min
Numberof backupnodes N edun 1-8
Numberof nodescontacted Ny epair 1-10

during repair

TABLE Il
TAPESTRY PARAMETERS

log,(n) levels, eachwith b distinct ID pre xes.Nodesin the
mt™ level sharea pre x of lengthm 1 digits, but differ in the
mt digit. Eachentry may containup to n;equn Nodes sorted
by lateng. The closestof thesenodesis the entry's primary
neighbor the otherssene asbadup neighbos. Tapestryuses
a nearesheighboralgorithm[16] to populateits routing table
entrieswith nearbynodes.

Nodesforwardalookupby resolvingsuccessie digitsin the
lookupkey (pre x-basedrouting). Whenno moredigits canbe
resoled, analgorithmknown assurrogaterouting determines
exactly which nodeis responsibldor the key [11]. Routingin

Tapestryis recursve.

For lookupsto be correct, at least one neighborin each
routing pre x mustbe alive. Tapestrychecksthe livenessof
each primary neighbor every tgap, Seconds.If the node is
foundto be dead,the next closestbackupin thatentry (if one
exists) becomeghe primary. Whena nodedeclaresa primary
neighbordead,it contactssome numberof other neighbors
(nrepair ) askingfor a replacementTable Il lists Tapestrys
parametervariedin our simulations.

B. Chod

Chordstructuredts identi ers in a circle. The noderespon-
siblefor akey y is its successofi.e., the rst nodewhoselD
is equalto k, or follows y in the ID space)using consistent
hashing[17]. In Chord, a lookup for a key terminatesat the
key's predecessqgrthe nodewhoselD mostclosely precedes
the key and it returnsthe successoms the lookup's value.
A nodein baseb Chordkeeps(b 1)log,(n) ngers whose
IDs lie at exponentiallyincreasingfractionsof the ID space
away from itself. Each node keepsa successofist of ngycc
nodes.Chord usesthe Proximity Neighbor Selection(PNS)
methoddiscussedn [1], [13], [18]. To obtain eachi™ PNS
nger, a noderetrievesthe successolist of ngycc nodesfrom
a nodewith 1D (le)i+1 away from itself and choosesthe
nodeclosestin network lateng to itself asthei™ PNS nger.
Chordcanrouteeitheriteratively or recursvely [7]; this paper
presentgesultsfor the latter

A Chord node checksall its ngers for livenessevery
tiing er S€CONdsFor each nger found dead,the nodeissues
a lookup for a replacementPNS nger. A node separately
stabilizesits successotist periodically (tsycc) by retrieving
and meging its successorspredecessoand successolists.
Table Il lists the Chord parametersthat we vary in our
simulations.



Parameter Range

Base b 2-128

Finger stabilizationintenal tfing er 18 sec— 19 min
Numberof successors Nsucc 8,16,32
Successostabilizationintenal  tsycc 18 sec— 4.8 min

TABLE 1lI
CHORD PARAMETERS

Parameter Range

Gossipintenal tgossip 10 sec— 19 min

Groupration I'gr oup 8, 16, 32

Contactration I contact 8, 16, 32

Contactsper group N contact 2,8,16,32

Routingentry timeout  tout 6, 18, 30 min
TABLE IV

KELIPS PARAMETERS

C. Kelips

Kelips divides the identi er spaceinto g P n groups.A
nodes groupis its ID modulo g. Each nodes routing table
containsan entry for eachother nodein its own group, and
Ncontact - coONtact” nodes‘romrfzachof theforeigrp groups.Thus
anodes routing tablesizeis " n (" n 1) nodes
in a network of n nodes.

Kelips does not de ne an explicit mapping of a given
key to its responsiblenode.Kelips replicateskey/value pairs
amongall nodeswithin a key's group and a lookup termi-
nateswheneer it reachesa node storing the corresponding
key/value pair. Lookups for non-eistent keys have higher
latengy than lookups that do have values stored under the
keys aslookupscannotterminateef ciently by reachingtheir
responsiblenodes For this reasonthe variantof Kelipsin this
paperde nes lookupsonly for IDs of nodethat are currently
in the network. The originating node executesa lookup for a
key by askinga contactin thekey's groupfor targetkey's node
ID, andthen(iteratively) contactingthatnode.If thatfails, the
originator tries routing the lookup through other contactsfor
that group, and then through randomly chosenrouting table
entries.In a static network, a Kelips lookup shouldtake two
hops.

Nodes gossip periodically every tgossip SecondsA node
choosesone random contactand one node within the same
groupto sendarandomlist of r¢; oy NOdesfrom its own group
and reontact  CONtact nodes. Routing table entries that have
not beenrefreshedor toy: secondsxpire. Nodeslearnround
trip times (RTTs) and livenessinformation from eachRPC,
and preferentially route lookups through low RTT contacts.
g@v lists the parametersve usefor Kelips. We useg =

1000 32 in our Kelips simulationswith n = 1000 nodes.

N+ Neontact

D. Kademlia

Kademlia structuresits ID spaceas a tree. The distance
betweentwo keysin ID spaces their exclusive or, interpreted
as an integer The k nodeswhoseIDs are closestto a key
y storea replicaof y. A nodes routing table keepslog,(n)
buckets that eachstoresup to k nodelDs sharingthe same
binary pre x of a certainlength.

Parameter Range

Nodesper entry k 2-32

Parallel lookups 1-32

Numberof IDs returned Ny 2-32

Stabilizationintenal tstab 4 —-19min
TABLE V

KADEMLIA PARAMETERS

Parameter Range

Slices Nslices 3,58

Units Nunits 3,5,8

Ping/Aggrgationintenal  tgap 4 sec— 64 sec
TABLE VI

ONEHOP PARAMETERS

Kademlia performs iterative lookups: a node x starts a
lookup for key y by sendingparallel lookup RPCsto the

nodesin x's routing table whose IDs are closestto vy.
A node replies to a lookup RPC by sending back a list
of the nyg nodesit believes are closestto y in ID space.
Node x always tries to keep outstandingRPCs.A lookup
terminateswhen somenode replies with key y, or until the
last k nodeswhoseIDs are closestto y did not return ary
new node ID closerto y. Like Kelips, Kademlia also does
not have an explicit mappingof a key to its responsiblenode,
thereforeterminatinglookups for non-eistent keys requires
extra communicationwith the last k nodes.For this reason,
we alsousenodelDs aslookupkeysin Kademliaexperiments
and the last stepin a lookup is an RPC to the target node.
Our Kademliaimplementationfavors proximatennodes.With
eachlookup RPC,a nodelearnsRTT informationfor existing
routing neighborsor previously unknovn nodesto be stored
in its routing bucket. A nodeperiodically (tstan ) examinesall
of its routing bucketsand performsa lookup for eachbucket's
binary pre x if therehasnot beena lookup throughit since
thelaststabilization Kademlias stabilizationonly ensureghat
at leastone entry in eachbucket was alive in the pasttgp
secondswhile stabilizationin Tapestry(Chord) ensuresall
routing entrieswere alive in the pasttsap (tfing er) S€CONdS.
Table V summarizeghe parameterssaried in our Kademlia
simulations.

E. OneHop

In OneHop,a node knows aboutevery other nodein the
network in order to maintain a lookup hop-countof one,
thereforethereis no parameterdetermininghow much state
a node keeps. Similar to Chord, OneHop [10] assignsa
key to its successomnode on the ID circle using consistent
hashing [17]. The ID spaceis divided into ngjce slices
and eachslice is further divided into nynit units. Each unit
and slice has a correspondingleader OneHop pro-actiely
disseminatesnformation regardingall join and crashevents
to all nodesin the systemthrough the hierarchy of slice
leadersand unit leaders A nodeperiodically (tsian ) pingsits
successoand predecessoand noti es its slice leaderof the
death of successor/predecessér newly joined node sends
a live noti cation event to its slice leader A slice leader



aggregyatesnoti cations within its sliceandperiodically (tstap )
informsall otherslice leadersaboutnoti cations sincethe last
update.A slice leaderdisseminatesoti cations from within
its slice and from other slicesto eachunit leaderin its own
slice. Noti cations are further propagatedo all nodeswithin
a unit through piggy-backingon eachnode$s ping messages.
Table VI summarizegshe OneHopparameteryaried.

Table VIl summarizeghe correspondenceetweendesign
choicesandparametersor all the protocolsusedin this paper

IV. EXPERIMENTAL METHODOLOGY

We implementedthe ve DHTs in a discrete-gent paclet
level simulator p2psim. The simulatednetwork, unlessoth-
erwisenoted,consistsof 1024 nodeswith a pairwiselateng
matrix derivedfrom measuringheinter-nodelatenciesof 1024
DNS senersusingthe King method[19]. The medianround-
trip delay betweennode pairsis 156 ms and the averageis
178 ms. Sinceeachlookup for a randomkey mustterminate
at a speci ¢, randomnodein the network, the medianlateng
of the topology senes as a lower bound for the median
DHT lookup lateng. The simulator does not simulate link
transmissiorrate or queuingdelays,becausdahe experiments
involve only key lookupsas opposedo dataretrieval.

Eachnodealternatelycrashesandre-joinsthe network; the
interval betweensuccessie eventsfor eachnodeis exponen-
tially distributedwith a meanof onehour. The choiceof mean
sessiontime is consistentwith past studiesof peerto-peer
networks [20]. Eachtime a node joins, it usesa different
IP addressand DHT identi er. We experimentedwith two
typesof workloads:churn intensiveand lookup intensive In
the churn intensive workload, eachnode issueslookups for
randomkeys atintervals exponentiallydistributedwith a mean
of 600 secondsIn the lookup intensve workload, the lookup
interval meanis 9 secondsUnlessotherwisenoted,all gures
arefor simulationsdonein the churnintensive workload.Each
simulationrunsfor six hoursof simulatedtime; statisticsare
collectedonly during the secondhalf of the simulation.

For all the graphsbelow, the x-axis shawvs the total number
of bytessentby all nodesdivided by the sum of the amounts
of time that the nodeswere up. Thatis, the x-axis shavs the
averagebytesper secondsentby live nodes.This includesall
messagesentby nodes suchaslookup,join androutingtable
maintenancérafc. The sizein bytesof a messagés counted
as 20 bytes (for paclet overhead)plus 4 bytes for eachIP
addressor nodeidenti er mentionedin the messageThe y-
axis indicateslookup performanceeither in median lookup
lateng or failure rate.

V. RESULTS

We ran simulationsof eachprotocolwith all combinations
of the parametergnumeratedn Sectionlll. Figures4 and5
presentthe corvex hulls of all ve DHTs for failure rate and
latengy, respectiely. The corvex hulls' overall characteristics
aresimilarin thesensehatbothfailurerateandlookuplateng
decreasasthe protocolsconsumeamore bandwidth.However,
at ary x ed bandwidthcost,the bestachiezable failure rates
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or latenciesof different DHTs can differ signi cantly. For
example,at 10 bytes/node/sPneHopachiezes 160ms median
lookup latengy and Kademlia achieves 450ms with the best
parametersettings.

The corvex hulls in Figures4 and 5 are essentiallythe
result of an exhaustve searchfor the bestparametewalues.
Evenon a single protocol's corvex hull, the parametervalues
that provide the most ef cient lateng/bandwidthor failure
rate/bandwidthradeof are differentin differentregions.

In a real deployment, the protocol designeror deployer
would have to tune the parametersnanuallyto nd the best
valuesor settlefor defaultvalues.TablesVIll andIX summa-
rize the importanceof tuning eachparameteof eachprotocol
with respectto failure rate and lookup latengy, respectiely.
The table lines are ranked mostimportantto leastimportant,
as judged by the areabetweenthe overall convex hull and
the parametercorvex hull for the bestparametervalue (see
Sectionll-C). The areabetweenhulls measureghe relative
importanceof parameteron average over a range of costs
(1 100 bytes/node/s).To malke the effects of tuning a
particularparametemoreconcretewe alsoexaminethe actual
performanceangeachiezed by differentparametesettingsat
a speci ¢ bandwidthcost.In TablesVIll andIX, the bestand



Design Choices Tapestry Chord Kademlia | Kelips OneHop
Separatiorof lookup correctness
from performance - tsucc - - -
Amount of state b, N edun b k N contact -
Freshnessf state tstab tting er {stab tgossip tstab
Lookup parallelism - - , Neell - -
Learningnen nodesfrom lookups | - - yes - yes
TABLE VIl
DESIGN CHOICES AND THEIR CORRESPONDING PARAMETERS.
Tapestry Chord Kelips Kademlia
param | best |  worst param |  best |  worst param |  best |  worst param | best | worst
1 Tstab 18s:0.005 | 1152s:0.079| tsucc 18s:0.002 | 288s:0.062 | tgossip 10s:0.000 | 1152s:0.435| niey 4:0.006 2:0.239
2 N edun 8:0.005 1:0.037 tfing er 144s:0.002| 1152s:0.006| N contact 8:0.000 32:0.006 k 2:0.006 32:0.052
3 | Nt epair 3:0.005 1:0.006 b 16:0.002 8:0.003 tout 360s:0.000| 1800s:0.000 4:0.006 1:0.042
4 2:0.005 128:0.096 | Nsucc 8:0.002 32:0.003 | rcontact 2:0.000 32:0.001 tstab 1152s:0.006| 288s:0.199
5 I'group 2:0.000 32:0.001
TABLE VI

THE RELATIVE IMPORTANCE OF EACH PARAMETER ON A DHT' S FAILURE RATE VS. COST TRADEOFF.
Eachprotocols parametersre ranked mostimportantto leastimportant,as determinedby the minimum areadifferencebetweenary of
a parametes valuesandthe overall corvex hull (seeFigure 3), for costsrangingbetweenl and 100 bytes/node/sTo give intuition as
to how eachparameteaffectsthe failure rate, we pick an examplebandwidthvalue (40 bytes/node/sandin the best columnshav the
valuefor that parameteresultingin the lowestfailure rate, followed by the lowestfailure rate achieved at that bandwidth.Similarly, the
worst columnshaws the value for that parameteresultingin the highestfailure rate, followed by the bestfailure rate achieved with
that value while tuning other parametergreely.

Tapestry Chord Kelips Kademlia
param | best | worst param | best | worst param | best | worst param | best | worst

1 b 32:181 128:199 b 32:186 2:226 tgossip 18s:185 | 1152s:667 | nNie 8:247 32:519
2 tstab 1445:181 | 11525:195| tring er | 725:186 | 11525:218| I contact 32:185 2:192 16:247 1:383

3 Ny edun 4:181 1:190 tsuce 18s:186 | 288s:197 tout 720s:185 | 1800s:189 k 16:247 2:383
4 | Ny epair 5:181 1:186 N suce 32:186 8:190 group 2:185 32:186 tstab 1152s:247 | 288s:421
5 N contact 16:185 2:278

TABLE IX

THE RELATIVE IMPORTANCE OF EACH PARAMETER ON A DHT'SLATENCY VS. COST TRADEOFF.
Shaws the sameresultsas Table VIII, but usingmedianlookup lateny (in ms) asthe performancemetric.

worst columnsshav thefailure ratesandlatenciesachieved at
anexamplebandwidthcostof 40 bytes/node/gprecededy the
valuesof thatparametethatachieve thoseperformancesvhile
setting other parametergo their bestvalues The datashav
the signi cance of the effect of tuning a particularparameter
on the bestfailurerateandlateng. For example,changingthe
Chordbaseb doesnot affect failure ratemuch,while changing
bfrom 16to 2 increasedateny from 186 millisecondsto 226.

The following subsectionsxplain the effect of tuning the
parametersand the implicationsfor protocol design; Table |
summarizeghe conclusions.

A. WhenTo Use OneHop

Figures4 and5 shav that OneHophasthe bestoverall per
formancewith afailureratecloseto 0% anda medianlatencgy
of about160 ms. The latteris closeto the minimum possible
lateng imposedby the underlying simulatednetwork's 156
ms medianround trip time. A natural questionis whether
OneHopis thereforethe bestDHT protocol. The answerlies
in the fact that OneHops pernodebandwidthconsumptioris
proportionalto the churnrate andthe numberof nodesin the
network. This makes OneHopprimarily attractize in small or
low-churnsystems.

OneHopeffectively hasonly one performance/codtadeof.
Figure 5 shows that OneHop has a minimum bandwidth

consumptionat 7:5 bytes/node/sand it reachesreachesits

best performancesoon thereafter OneHop cannot consume
lessbandwidththanthis numberbecausét alwayspro-actively

noti es all nodesof all events.Therefore OneHops minimum

bandwidthconsumptiorscaledinearly with churnrateandthe

sizeof the network. To demonstrat¢his property we evaluated
OneHopin a network of 3000 nodeg andshaw the resultsin

Figure 6.

Figure 6 shows that the OneHops minimum bandwidth
consumption(the leftmost point of the OneHopcurwe) has
a bandwidthcostof approximately21 bytes/node/$or 3000
nodenetworks. The threefoldincreasean the numberof nodes
triples the total number of join/leave events that must be
deliveredto every nodein the network, causingOneHopto
triple its bandwidthconsumptiorfrom 7:5 to 21 bytes/node/s.
For comparisonwe alsoinclude Chordin Figure 6. The per
nodestateandlookup hop countof Chordscalesas O(log n)
and hencethe corvex hull of the 3000-node Chord network
is shifted from the one for the 1024nodenetwork by only a
small amounttowardsthe upperright. Therefore for a 3000
nodenetwork, OneHopis only preferableto Chordwhenthe

2As we do not have King datafor our 3000 node topology we derive
our 3000-node pairwise latenciesfrom the distancebetweentwo random
pointsin a Euclideansquare.The medianlateny is the sameasthat of our
1024-nodenetwork.
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Fig. 6. Overall corvex hulls for Chord and OneHopin 1024- and
3000-nodenetworks, underchurnintensve workload.

deploymentscenaricallows a communicatiorcostgreaterthan
20 bytesper nodeper second.

Another aspectof OneHops performances that slice and
unit leadersuseabout8 to 10 times more network bandwidth
than the average.Chord, Kelips, Tapestryand Kademlia, on
the other hand, have more uniform bandwidthconsumption:
the 95" -percentilenodeusesno more thantwice the average
bandwidth.Thereforejf nonodein the network canhandlethe
bandwidthrequiredof slice or unit leaders,onewould prefer
a symmetricprotocolto OneHop.

SinceOneHops parameterslon't allow signi cant tuningof
the performance/cogsradeof, we do not includethis protocol
in the restof our analysis.

B. Sepaation of LookupCorrectnessrom Performance

Figure4 shavs thatChordprovidesa lower failure ratethan
the other protocolswhenthe amountof bandwidthis limited.
The following PVC parameteanalysisexplains why.

Table VIl shaws thatthe mostimportantChord parameter
in termsof failure rates,is the successostabilizationinterval
(tsucc). This parametergoverns how often a Chord node
checksthatits successors still alive, and thusthe amountof
time it takesa Chordnodeto realizethatits successors dead
and should be replacedwith the next live nodein ID space.
Thereasorthatts,. hasthelargesteffectonfailurerateis that
the correctnessf the Chordlookup protocoldependonly on
successopointers,and not on the rest of the Chord routing
table [7]. Thusit is enoughto stabilize only the successors
frequentlyif a low lookup failure rateis required.

The other protocolsdo not have ary similar entry in their
routing tables that is sufcient for correctnessall routing
information is equally important. Thus if one wishesa low
lookup failure rate, the entire routing table must be stabilized
frequently The expenseof this stabilizationleadsto a less
attractive failure rate/bandwidthradeof at low bandwidths.

C. Copingwith Non-transitive Networks

The exibility and network-independenceof the PVC
framawork alsoallows comparisorof speci ¢ aspectof DHT
protocolsunderanomalousmetwork conditions.For example,
DHT protocolstypically have explicit provisionsfor handling

0.1 ‘ ‘ ;
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Fig. 7. Overall corvex hulls for lookup failure rates for Chord
and Tapestryunderconnectedand non-transitve networks, underthe
churnintensve workload.

node failure. Theseprovisions usually handle network parti-
tions in a reasonablavay: the nodesin eachpartition agree
with eachother that they are alive, and agreethat nodesin

the other partitions are dead. Network failures that are not
partitions are harderto handle, since they causenodesto

disagreeon which nodesare alive. For example,if node A

canreachB, andB canreachC, but A cannotreachC, then
they will probablydisagreeon how to divide thekey ID space
amongthe nodes.A network that beharesin this manneris

saidto be non-transitve.

In orderto measurehe effectsof this kind of network fail-
ureon DHTSs, we createda topologyexhibiting non-transitvity
by discardingall paclets between5% of the node pairs in
our standardl024-nodetopology in a mannerconsistentvith
the obsened 4% of broken pairs[21] on PlanetLab{22]. The
existenceof PlanetLabnodesthat can communicateon only
one of Internet-1and Internet-2, combinedwith nodesthat
can communicateon both networks, producesnon-transitve
connectvity betweennodes.We ran both Chordand Tapestry
churnintensie experimentausingthis topology andmeasured
the resulting failure rates of the protocols. Both protocols
employ recursve lookup,andthusnodesalwayscommunicate
with a relatively stable set of neighbors, eliminating the
problemthatoccursin iterative routing (e.g., Kelips,Kademlia
and OneHop)in which a node hearsabouta next hop from
anothernode,but cannotcommunicatewith that next hop.

We disable the standardjoin algorithms for both Chord
and Tapestryin thesetests,and replacethem with an oracle
algorithmthatimmediatelyandcorrectlyinitializesthe stateof
all nodesin the network whenerer a new nodejoins. Without
this modi cation, nodesoften fail to join at all in a non-
transitve network. Our goal is to start by investigatingthe
effect of non-transitvity on lookups, leaving the effect on
join for future work. This modi cation changeghe bandwidth
consumptiorof the protocols,so theseresultsare not directly
comparablao Figure4.

Figure 7 shows the effect of non-transitvity on the failure
rates of Tapestryand Chord. Table X shavs the parameter
rankings and the performancerange of different parameter



Tapestry Chord
‘ param |  best worst ‘ param | best |  worst
1 tstab 18s:0.013 | 1152s:0.075| tsucc 18s:0.029 | 288s:0.048
2 b 16:0.013 2:0.024 tfing er 18s:0.029 | 1152s:0.031
3 | Nredun 4:0.013 1:0.023 Nsuce 32:0.029 8:0.031
4 | Nt epair 1:0.013 10:0.014 b 2:0.029 128:0.035
TABLE X

THE RELATIVE IMPORTANCE OF CHORD/TAPESTRY PARAMETERS
ON FAILURE RATE VS. COST TRADEOFF, NON-TRANSITIVE.

The bestandworst parametessettingsare for a ®xed bandwidth
budgetof 80 bytes/node/sat this costmost of the failuresare due
to network non-transitvity ratherthanchurn.

settingsunderthe non-transitve network. Figure 7 shows that
Chord's failure rate increasesnore than Tapestrys with non-
transitvity; we can use PVC parameteranalysisto explain
this behaior. Recall that, for the fully-connected network
(seeTable VIIl), basewas the leastimportantparameteffor
Tapestryin termsof failure rate.However, TableX shavsthat
for the non-transitve network, basebecomes moreimportant
parameterrankingsecondbehindstabilizationinterval (which
is still necessaryto cope with churn). For Chord, however,
baseremainsan unimportantparameter

We can explain this phenomenorby examiningthe way in
which the two protocolsenforcethe structureof their routing
tables. The Chord lookup algorithm assumesthat the ring
structureof the network is correct.If a Chordnoden; cannot
talk to its correctsuccesson, but cantalk to the next node
nz, thenni mayreturnns for lookupsthatreally shouldhave
foundn,. Thiserrorcanariseif network connectvity is broken
betweeneven a single nodepair.

Tapestrys surrogaterouting, on the otherhand,allows for a
degreeof lenieny during the last few hopsof routing. Strict
progressaccordingto the pre x-matching distancemetric is
not well de ned once the lookup reachesa node with the
largestmatchingpre x in the network. This meansthat even
if the mostdirect pathto the owner of a key is broken due
to non-transitvity, surrogaterouting may nd anothey more
circuitous, path to the owner. This option is not available in
Chordss strict linked-list structure which only allows keys to
be approachedrom one direction aroundthe ring. Tapestry
doessuffer somefailures,however. If alookupreaches node
that knows of no other nodesmatchinga pre x of the same
size with the key as itself, it will declareitself the owner,
despitethe existenceof an unreachablewner somavhereelse
in the network. A biggerbaseresultsin morenodesmatching
the key with the samelargestmatchingpre x andhencegives
more opportunityto surrogaterouting to route aroundbroken
network connectvity.

In summarywhile existing DHT designsarenot speci cally
provisionedto copewith non-transitvity, someprotocolsare
better at handling it than others. Future techniquesto cir-
cumwent broken connectvity may be adaptedfrom existing
algorithms.

D. Extra Statels Betterthan Faster Stabilization

Table IX shaws the relative importanceof each protocol
parameterfor lookup lateng. For both Tapestryand Chord,
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Fig. 8. Chord,underthe churnintensie workload. Eachline traces
the corvex hull of all experimentswith a ®xed baseb value while
varying all otherparameters.
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Fig. 9. Kelips,underthe churnintensive workload.Eachline traces
the convex hull of all experimentswith a ®xed neonact  Value while
varying all otherparameters.

base(b) is the parametewhosevaluemostneedsto be tuned.
Figure8 shawvs the Chordparametecorvex hulls for different
basevalues.At the left side of the graph, where bandwidth
consumptionis small, smallerbasesshouldbe usedto reduce
stabilizationcommunicationcost. When more bandwidthcan
be consumedlargerbasedower the lateng by decreasinghe
lookup hop-count.

A protocol could try to lower lateng by stabilizing faster
rather than by increasingrouting table size via the base
parameterFasterstabilizationshould decreasehe likelihood
of lookuptimeouts.Tapestryand Chordwould stabilizefaster
by decreasinghe tsiap andtring er parametersrespectiely.
The high importancerank of b in Table IX suggestghat this
approachwould not be asef cient asincreasingbase.With a
churnrate of 1 hour meannodelifetime, stabilizingto check
neighborlivenessevery 72s or 144s is sufcient to achieve a
low lookup timeout probability for both Tapestryand Chord.
Stabilizing fasterto use additional bandwidth provides little
extra bene t.

The Kelips parametetthat controlsthe amountof allowed
pernode state,Neontact , doesnot appearto be an important
parameter Figure 9 shavs the parametercorvex hulls for



differentvaluesof Ncontact  iN Kelips. Large valuesof Neontact
(i.e., Ngontact > 16) approachthe overall corvex hull per
formance,andthustuning ncontact  (ONCe a reasonablevalue
hasbeenchosenfor somecost) affects the performance/cost
tradeof very little. This is becausecontact 0nly determines
the amountof allowed stateand the actualamountof state
acquiredby eachnodeis determineddy how fastnodesgossip
(tgossip ) Which is the mostimportantparametein Kelips.

Figure9 shavs thatmaximizingthe amountof allowedstate
(ncontact = 32) achievesthe bestlateng/costtradeof overthe
entire costrangefor Kelips. In contrast,Figure 8 shaws that
oneneedsto tunethe amountof allowed stateby varyingb in
Chord to approachthe overall hull. This differencebetween
KelipsandChord/Tapestryis dueto differencesn theirrouting
structure.In Chord/Tapestry base(b) not only determineghe
numberof neighborsa node keeps,but also the part of the
ID spacein which theseneighborsmustlie. In contrast,the
numberof contactsa Kelipsnodekeepsfor eachforeigngroup
determinesonly the amountof allowed state,and not the ID
spacedistribution of this state.Hence,it is always bene cial
to allow asmary contactsfor eachforeign group as possible
asaparticularcontactis no moreor lessimportantthanothers.

Kelips' routing structureis e xible enoughfor eachnode
to obtain complete state, thereforeit achieves low lateng
comparableéo OneHopwith sufcient bandwidthconsumption
(Figure 5). However, unlike Chord/Tapestry Kelips' routing
Btr_ucturlgiinot e xible enoughto allow routiBg_stateIessthan

n+ ( n 1) asanode needsFSo keep  n statefor all
nodeswithin a groupandat least” n 1 contacts,one for
eachforeign group. If the pernoderouting stateis lessthan
this requiredminimum, Kelips' lookups have to go through
randomly chosennodes,resulting in signi cantly increased
latencies For this reasonKelips' lookup lateng is morethan
Chord's at low bandwidthin Figure5.

E. Parallel Lookupls More Ef cient than Stabilization

Kademlia has the choice of using bandwidth for either
stabilizationor parallel lookups.Both approacheseducethe
effect of timeouts: stabilizationby eliminating stale routing
table entries,and parallel lookupsby overlappingactvity on
somepathswith timeoutson others.

Table IX shaws that stabilizationis an inefcient way to
reduceKademlias lateng: the bestvalue for tg, is always
the maximumstabilizationinterval. niey and , which control
the degree of lookup parallelism, are the most important
parametergor lateng. Largervaluesof keepmorelookups
in ight, which decreaseghe likelihood that all progress
is blocked by a timeout. Larger valuesof ny; causeeach
lookup stepto returnmore potentialnext hopsandthuscause
more opportunitiesfor future parallelism.Thus, we conclude
that parallel lookups reduce latengy more efciently than
stabilization,underthe churnintensve workload.

F. Learningfrom LookupsCan ReplaceStabilization

TableVIll shavsthatKademliaStg,y parameteis nomore
effective at reducingfailuresthan at reducinglateng; again,

Kademlia (no learn)

param | best worst
T temp | 288s:0.036] 11525.0.122
2 4:0.036 1:0.096
3 Ntell 4:0.036 2:0.474
4 k 2:0.036 32:0.146
TABLE Xl

THE RELATIVE IMPORTANCE OF KADEMLIA'S PARAMETERS ON
FAILURE RATE VS. COST TRADEOFF, WITH LEARNING DISABLED.

The bestand worst parametessettingsare for a ®xed bandwidth
budgeof 80 bytes/node/sas Kademliawithout learningneeds
much more bandwidthto attain low failure rates.
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Fig. 10. Overall convex hulls for mediansuccessfulookup lateng
for all DHTSs, underthe lookup intensive workload.

themostef cient settingis the maximumstabilizationinterval.
This suggestghat Kademlia obtainsinformation about new
nodesthroughwaysotherthanstabilization.Indeed Kademlia
relieson lookup traf ¢ to learnaboutnew neighbors:a node
learnsaboutup to ny; new neighborsfrom eachlookup hop.
Thisturnsoutto beamoreef cient way to keeproutingtables
up-to-datehanexplicit stabilization.For comparisonTableXI
includesresultsfrom Kademliawith learningdisabled.With
no learning,tuningthe stabilizationinterval is moreimportant,
anda fasterstabilizationrateis requiredfor the lower lookup
failures.

G. Effectof a Lookup-intensivé\brkload

The lookup intensie workload involves eachnodeissuing
a lookup requestevery 9 secondsalmost67 timesthe rate of
the churnintensive workload usedin the precedingsections.
As a result, the lookup traf ¢ dominatesthe total bandwidth
consumptionFigure 10 shons the overalllateng convex hulls
of all protocolsunderthe lookup intensve workload.

PVC parameteanalysisshavs a decreasén theimportance
of tuning the Tapestry/Chordaseparamete(h) with alookup
intensive workload. A large base (32 or 64) is the best
for the lookup intensve workload under a wide range of
bandwidthcosts sinceit reduceghe numberof lookup hopsto
approximately2:8 one-way hops.Fewer hopstranslateinto a
largebandwidthdecreaseggiventhelarge percentagef lookup
trafc. For baseslarger than 64, thereis little reductionto
the already-lav averagelookup hop-count.Therefore latengy
reductiondueto decreasinghe numberof timeoutsbecomes



relatively more important, especiallybecausehe amountof
stabilizationtraf c canbemuchlessthantheamountof lookup
traf c. As aresult,for bothChordandTapestrytsia, becomes
the mostimportantparameteto tune.

For Kademlia, becomeghe mostimportantparameteto
tune.Furthermorea smaller of 2 obtainsthe besttradeof in
thelookup intensive workload,asopposedo thelarger of 8
that optimizeslateng for the churnintensive workload. Since
Kademlias stabilizationprocessdoesnot actively checkthe
livenesof eachrouting table entry, stabilizationis ineffective
at reducing timeouts during lookups. Therefore,to achieve
low lookup lateng, someamountof lookup parallelism(i.e.,

> 1) is still neededHowever, aslookup trafc dominates
in the lookup intensive workload, lookup parallelismis quite
expensve asit multipliesthe alreadylarge amountsof lookup
traf c. This partially explainswhy, in Figure 10, the overall
corvex hull of Kademliasuffers more from the lookup inten-
sive workload thanthe other protocols.

VI. RELATED WORK

This paperbuilds on previous DHT studiesby explicitly
accountingfor the bandwidthconsumedo achieve a certain
lookup lateng and providing a detailedcomparisonof mul-
tiple protocolsusing PVC. The comparisorusing PVC sheds
light on which protocolfeaturesand parametergareimportant
for achieving low lateng underhigh churn.

Many existing DHT protocolproposalsncludeperformance
evaluations[7]-[11], [23]. In generaltheseevaluationshave
focusedon hop-countandlateng without churn,or the ability
to maintainrouting table correctnessn the faceof churn, but
have rarely examinedlookup performanceén thefaceof churn.
Similarly, mostdesignstudiesexplore tradeofs in the context
of staticnetworks[1], [13], [24].

Liben-Nowell et al. [2] give a theoreticalanalysisof Chord
in a network with churn.The conceptof half-life is introduced
to measurethe rate of membershipchangesit is shavn that
(log n) stabilizationnoti cations are required per half-life
to ensureefcient lookup with O(log n) hops. The analysis
focusesonly on the asymptoticcommunicationcost due to
Chordstabilizationtraf c, whereasour studyexploresa much
broadersetof parametersnd protocols.

Rheaet al. [3] presentBamboo,a DHT protocol designed
to handlenetworks with high churnef ciently andgracefully
Bamboousesactive probing with accurateT CP-like timeouts
andspecializedoutingtablestabilizationstrategiesto perform
well underchurn.In a similar vein, Castroet al. [4] describe
how they optimize their Pastry implementation MSPastry to
handleconsistentoutingunderchurnwith low overheadLlike
thesepapers,our study is careful to separatedetectionof a
failed nodefrom recovering from failuresduring lookup.

Rheaet al. compareBambooagainstPastry and Chord, but
do not explore the parameterspacesof those protocols;our
study explores a wider rangeof protocolsand demonstrates
that parametetuning canhave a large effect on performance.
On the otherhand,our simulatordoesnot allow us to model

bandwidthcongestionwhich provedto be animportantfactor
in the comparisongloneby Rheaet al.

Lam and Liu [5] presentjoin and recovery algorithmsfor
a hypercube-base®HT, and shav through experimentation
that their protocol gracefully handlesboth massie changes
in network size and various ratesof churn. While our work
focuseson lookup lateny and correctnesslam and Liu
explore K-consisteng, a much stronger notion of network
consisteng that captureswhether or not the network has
knowledgeof mary alternatepathsbetweennodes.

VIlI. CONCLUSIONS

Evaluating DHT protocolsin the presenceof churnis a
challenge.Methodologiesdevelopedfor static networks can
be misleading, since they don't accountfor the resources
consumedo obtainlow lateng. This paperintroducesPVC, a
performancess. costframewnork thatexplicitly accountgor the
network bandwidtha DHT consumesgo achieve betterlookup
performance.

DHTs incorporatemary featuresto improve lookup perfor
manceat extra communicationcostin the faceof churn.lIt is
misleadingto evaluatethe performancéene ts of anindivid-
ual designchoicealonebecausether competingchoicescan
be moreefcient at usingbandwidth.PVC presentdesigners
with a methodologyto determinethe relative importanceof
tuning differentprotocolparametersinderdifferentworkloads
andnetwork conditions.As parametersftencontrolthe extent
to which a given protocol feature is enabled,PVC allows
designergo judgewhethera protocolfeatureis moreef cient
at using additionalbandwidththan othersvia the analysisof
the correspondingprotocol parameters.

Using PVC and simulationsof a set of DHT protocols
with a wide rangeof designchoices,we obtaineda number
of insights about protocol design,which are summarizedn
Tablel. For example,PVC shaws thatto mostef ciently use
additionalbandwidth,a DHT nodeneedsto expandits routing
table. Learningopportunisticallycan replacestabilizationfor
acquiringnew state.

We hope that other designerswill nd PVC useful in
designingand evaluating new DHT featuresand protocols.
The sourcecode and simulation scenariosfor this paperare
available online at:
http://pdos.lcs.mit.edu/p2psim
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