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Abstract— Protocols for distrib uted hash tables (DHTs) incor-
porate featuresto achieve low latency for lookup requestsin the
faceof churn, continuouschangesin membership.Theseprotocol
featurescan include a dir ectedidenti�er space,parallel lookups,
pro-active �ooding of membership changes, and stabilization
protocols for maintaining accurate routing. In addition, DHT
protocolshave parameters that can be tuned to achieve differ ent
tradeoffs betweenlookup latency and communication costdue to
maintenancetraf�c. The relative importance of the featuresand
parameters is not well understood, becausemost previous work
evaluates protocolson static networks.

This paper presents a performance versus cost framework
(PVC) that allows designersto compare the effects of differ ent
protocol featuresand parameter values.PVC viewsa protocol as
consuming a certain amount of network bandwidth in order to
achieve a certain lookup latency, and helps reveal the ef�ciency
with which protocolsuseadditional network resourcesto impr ove
latency. To demonstrate the value of PVC, this paper simulates
Chord, Kademlia, Kelips, OneHop, and Tapestry under differ ent
workloads and uses PVC to understand which features are
more important under churn. PVC analysis shows that the key
to ef�ciently using additional bandwidth is for a protocol to
adjust its routing table size. It also shows that routing table
stabilization is wasteful and can be replacedwith opportunistic
learning thr ough normal lookup traf�c. Theseinsights combined
demonstrate that PVC is a valuable tool for DHT designers.

I . INTRODUCTION

Designinga DHT lookup protocol for static networks is
well-understood.Typical designsforward lookups for keys
throughroutingtablesthatpoint to otherhosts.DifferentDHTs
form different topologies with these routing tables, which
result in differentasymptotictradeoffs of the amountof per-
nodestateand the numberof network hopsduring lookups.
Most DHTs �nd low latency neighborsusingtechniquessuch
asProximity NeighborSelection(PNS)[1]. With a few excep-
tions [2]–[5], mostprevious work evaluateslookup latency in
a staticnetwork, asdescribedin SectionVI on relatedwork.

Lookup latency aloneis not suf�cient to evaluateprotocols
under churn, where nodescontinuously join and leave the
network, becausethe latency metric does not account for
the cost of maintaining the state required to achieve low
latency. Evaluating lookup performancein static networks
tendsto favor protocolsthat keep large routing tables,since
they pay no penalty to keepthe tablesup to date,and more
routing entriesgenerallyresults in lower lookup hop-counts
and latencies.Large routing tablesincur costs,however: they
require maintenancetraf�c to keep them up to date, and if
they becomeout of datethenstaleentriesmay causetimeout

delays.Thusan evaluationcriterion for DHT protocolsunder
churnshouldre�ect the relationshipbetweenlatency andcost.

One of the main contributions of this paper is a simple
performanceversuscost framework (PVC).1 PVC measures
cost as the amountof network traf�c that a DHT's lookups
andmaintenancetraf�c incur. For its performancemetric,PVC
measuresthe failure rate and latency of DHT lookups.PVC
helpsdesignerscomparetheeffectsof differentdesignchoices
in eachDHT through the systematicexploration of various
combinationsof protocolparameters.It is often misleadingto
evaluatethe performancebene�ts of any onedesignchoicein
isolation,asall designchoicesimproveperformanceat thecost
of extra communications.To designbetterDHTs, we needto
understandwhich designchoiceis more ef�cient thanothersat
usingextracommunicationbits.For example,themethodology
allows a comparisonof faststabilizationandparallel lookups
in a way thatconsidersboth their ability to reducelatency and
thefact thatboth techniquesincreasebandwidthconsumption.

Another contribution of this paper is an extensive PVC-
basedsimulation study of a wide range of DHT protocols
(Chord [7], Kademlia [8], Kelips [9], OneHop [10], and
Tapestry[11]). The studyexploreshow the protocols' design
choicesand parametersaffect their ef�ciency under churn.
TableI summarizesthepaper'sobservationsaboutDHT design
choicesand parameters.This casestudy of existing DHTs
using PVC revealsthat the key to ef�cient bandwidthuse is
for a DHT nodeto adjustits routing tablesize in responseto
extra bandwidthandchurn.PVC alsoshows thatopportunistic
learningthroughexisting DHT lookup traf�c is moreef�cient
than active routing table stabilization. These results taken
togetherdemonstratethe value of PVC as a tool to design
andevaluateDHT protocols.

This studydoesnot modelstorageor transmissionof DHT
data.Underhighchurn,thecostof keepingDHT dataavailable
might dwarf the routing table maintenancecost. A different
setof techniquessuchasreplicationwith lazy repair[12] can
be usedto reduceDHT datamaintenancecost underchurn.
Additionally, the simulatorusedin this studydoesnot model
queuingdelayor packet loss,andthuscannotevaluateprotocol
featuresintendedto reducecongestion.

Therestof thepaperis organizedasfollows.SectionII mo-
tivatesand presentsPVC. SectionIII summarizesthe salient
propertiesof the DHTs this papercompares,and SectionIV
describesthe experimentalmethodology. SectionV evaluates

1We introduceda preliminaryversionof PVC in a positionpaper[6].



Section Insights
V Minimizing lookup latency requirescomplex workload-dependentparametertuning.
V-A Theability of a protocolto control its bandwidthusagehasa direct impacton its scalabilityandperformanceunderdifferentnetwork

sizes.
V-B DHTs that distinguishbetweenstateusedfor the correctnessof lookupsandstateusedfor lookup performancecanmoreef®ciently

achieve low lookup failure ratesunderchurn.
V-C The strictnessof a DHT protocol's routing distancemetric, while useful for ensuringprogressduring lookups,limits the numberof

possiblepaths,causingpoor performanceunderpathologicalnetwork conditionssuchasnon-transitive connectivity.
V-D Increasingrouting tablesize to reducethe numberof expectedlookup hopsis a morecost-ef®cient way to copewith churn-related

timeoutsthanstabilizingmoreoften.
V-E Issuing copiesof a lookup along many pathsin parallel is more effective at reducinglookup latency due to timeoutsthan faster

stabilizationundera churn intensive workload.
V-F Learningaboutnew nodesduring the lookup processcanessentiallyeliminatethe needfor stabilizationin someworkloads.
V-G Increasingthe rateof lookupsin the workload,relative to the rateof churn,favors all designchoicesthat reducethe overall lookup

traf®c. For example,oneshoulduseextra stateto reducelookup hops(andhenceforwardedlookup traf®c). Lesslookup parallelism
is alsopreferredas it generateslessredundantlookup traf®c.

TABLE I

INSIGHTS OBTAINED BY USING PVC TO EVALUATE A SET OF PROTOCOLS (CHORD, KADEMLIA , KELIPS, ONEHOP AND TAPESTRY).

the impactof differentdesigndecisionson performanceunder
churn.SectionVI relatesthis paper'sstudyto previousstudies.
Finally, SectionVII summarizesour �ndings.

I I . PVC: A PERFORMANCE VS. COST FRAMEWORK

The goalof PVC is to addresstwo challengesin evaluating
lookup protocols for DHTs. First, most protocols can be
tunedto have low lookup latency by including featuressuch
as aggressive membershipmaintenance,faster routing state
refreshes,parallel lookups,or a morethoroughexplorationof
the network to �nd low latency neighbors.Not only do these
featuresmake straightforwardcomparisonsof theperformance
of differentDHT protocolsdif�cult, but they alsocomplicate
theevaluationof new features,sinceprotocolfeaturestypically
improve lookup performanceby consumingresources.Thusa
comparisonof DHT protocolsmustevaluatetheef�ciency with
which they exploit additional resourcesto reducelatency. A
goodframework shouldusea metricwhich quanti�es thecost,
aswell as the performance,of protocols.

The secondchallengeis coping with each protocol's set
of tunableparameters(e.g., stabilization interval, etc.). The
bestparametervaluesfor a given workload areoften hard to
predict, so there is a dangerthat a performanceevaluation
might re�ect the evaluator's parameterchoicesmore than it
re�ects theunderlyingalgorithm.In addition,parametersoften
correspondto a given protocol feature.A good framework
should allow designersto judge the extent to which each
parameter(and thus eachfeature)contributes to an ef�cient
performancevs. cost tradeoff.

A. ThePVC Approach

In responseto thesetwo challenges,we proposePVC, a per-
formancevs. cost framework andevaluationmethodologyfor
assessingDHT protocols,comparingdifferentdesignchoices
andevaluatingnew features.

PVC uses the average number of bytes sent per node
per unit time as the cost metric. This cost accountsfor all
messagessent by a node, including periodic routing table
refresh traf�c, lookup traf�c, and join traf�c. PVC ignores

statestoragecosts(e.g., the sizeof eachnode's routing table)
becausecommunicationis typically far more expensive than
storage.The main cost of state is often the communication
costnecessaryfor maintainingthe correctnessof that state.

In PVC, nodestry to forward lookupsto thenoderesponsi-
ble for the lookupkey. The identity of the responsiblenodeis
returnedto thesenderasthe resultof the lookup.A lookup is
consideredfailed if it returnsthe wrong nodeamongthe cur-
rent setof participatingnodes(i.e. thosethat have completed
the join procedurecorrectly) at the time the senderreceives
the lookup reply, or if the senderreceives no reply within
sometimeoutwindow. PVC usestwo metricsto characterize
a DHT's performance:medianlatency of successfullookups
and lookup failure rate. PVC only incorporateslookup hop-
count indirectly, to the extent that it contributesto latency. In
thepresenceof churn,routing tablestendto becomeincorrect
or outof date,causinglookupsto suffer timeoutsor completely
fail. DHTs oftenrecover from lookuptimeoutsby retryingthe
lookup throughan alternateneighbor.

In the interestof a fair comparison,DHTs shouldfollow a
few commonguidelinesfor dealingwith lookup timeouts.In
PVC experiments,all protocolstime out individual messages
afteran interval of threetimestheround-triptime to thetarget
node,thoughmore sophisticatedtechniquesare possible[3],
[4], [13], [14]. Following the conclusionsof previous stud-
ies [3], [4], a node encounteringa timeout to a particular
neighborduring a lookup doesnot immediatelydeclarethat
neighbordead;thelookupproceedsto analternatenodeif one
exists,andrecoverydoesnotbegin for thefailedneighboruntil
several RPCtimeoutsto that neighboroccur.

All protocolsretry lookups for up to a maximum of four
seconds,after which PVC declaresthat the lookup hasfailed.
This de�nition of failure is arbitrary: a shorter maximum
time would decreaseaveragelatency while increasingfailure
rate,while a longermaximumwould increaseaveragelatency
while decreasingthe failure rate. Further, eachfailed lookup
contributes a disproportionatefour secondsto the average
lookup latency statistic. For these reasonsPVC measures
lookup failure rate and median lookup latency as separate
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Fig. 1. Performancevs.costtradeoff in Kelips,churnintensive work-
load. Eachpoint representsthe medianlookup latency of successful
lookups vs. the communicationcost achieved for a unique set of
parametervalues.The convex hull (solid line) representsthe best
achievable performance/costcombinations.

performancemetrics.
PVC needsa workload.The amounta protocolmustcom-

municateto keepnoderouting tablesup to datedependson
how frequentlynodesjoin andcrash(the churnrate).For the
most part, the total bandwidthconsumedby a protocol is a
balancebetweentable maintenancetraf�c and lookup traf�c,
so the main characteristicof a workload is the relationship
betweenlookup rate and churn rate. This paperinvestigates
two workloads,one that is churn intensive and one that is
lookup intensive.

B. Overall Convex Hulls

To �nd the bestperformance/costtradeoff for a DHT with
many tunableparameters,PVC systematicallysimulatesthe
DHT with different combinationsof parametervalues.PVC
measurestheperformanceandcostfor eachcombination;this
paper shows the results as graphswith averagebandwidth
usageon the x-axis and median lookup latency or failure
rate on the y-axis. For example,Figure 1 shows bandwidth
and latency for Kelips with differentparametercombinations
undera particularworkload.Thereis no singlebestparameter
combinationfor this workload.Instead,thereis a setof most
ef�cient combinations:for eachcost,thereis asmallestachiev-
able lookup latency, and for eachlookup latency, there is a
smallestachievablecommunicationcost.Thecurveconnecting
thesemost ef�cient points is the overall convex hull segment
(shown by thesolid line in Figure1). PVCusesconvex hulls to
�nd the bestperformance/costtradeoffs for a given workload.
It is possiblethatbettercombinationsexist but thatPVC failed
to �nd them.

The convex hull in Figure 1 outlines the most ef�cient
parametercombinationsfound by PVC. A DHT operator
would have to adjusttheseparametersmanuallyin theabsence
of a self-tuningprotocol [4], [15].

C. ParameterConvex Hulls

Figure 1 shows the combinedeffect of many parameters.
PVC can also be used to evaluatewhethera particular pa-
rameter is more important to tune than others in order to

achieve the best performance/costtradeoff. This is done by
calculatinga set of convex hulls, one for eachvalue of the
parameterunderstudy. Eachconvex hull is generatedby �xing
the parameterof interestandvarying all others.The positions
of theseparameterconvex hulls relative to the overall convex
hull indicatesthe relative “importance”of the parameter:the
performancebene�t obtainableby tuning the parameterto
consumemorebandwidth.

Figure2 presentsparameterconvex hulls for two different
parameters,eachcomparedwith the overall convex hull. The
parameterin Figure2(a) hasa singlebestvalue (32) for this
workload.Theparameterin Figure2(b) is comparatively much
more importantto tune.No singleparameterconvex hull lies
entirely alongthe overall hull; rather, the overall hull is made
up of segmentsfrom differentparameterhulls. This suggests
the parametershould be tuned basedon the application's
desiredlatency/bandwidthtradeoff.

One can quantify the importanceof a particularparameter
valueby calculatingtheareabetweentheparameter'shullsand
the overall convex hull over a �x ed rangeof the x-axis (the
costrangeof interest).Figure3 showsanexample.Thesmaller
the area,the more closely a parameterhull approximatesthe
bestoverall hull. The minimum areaover all of a parameter's
valuesindicateshow importantit is to tunetheparameter. The
bigger the minimum area,the more important the parameter
sincethereis a larger potentialfor inef�ciency by settingthe
parameterto a single value. Figure 2(a) shows a parameter
with nearly zero minimum area,while Figure 2(b) shows a
parameterwith a large minimum area.Hence,it is relatively
more importantto tune the latter.

Thereis a relationshipbetweenthis notionof parameterim-
portanceandtheef�ciency of DHT mechanisms.Supposethat
an importantparameteraffectshow muchnetwork bandwidth
a particular DHT mechanismconsumes;for example, the
parametermight controlhow oftenaDHT stabilizesits routing
table entries. If more network capacity becomesavailable,
thenany re-tuningof the DHT's parametersto make bestuse
of the new capacitywill likely require tuning this important
parameter. That is, importantparametershave the mosteffect
on the DHT's ability to useextra communicationbandwidth
to achieve low latency, andin that senseimportantparameters
correspondto ef�cient DHT mechanisms.

I I I . PROTOCOL OVERVIEWS

This paper studiesdesign choicesmade by � ve existing
protocols:Tapestry[11], Chord [7], Kelips [9], Kademlia[8]
and OneHop[10]. This sectionprovides brief overviews of
eachDHT, identifying protocol parametersthat relate to the
designchoicesunderstudy.

A. Tapestry

The ID spacein Tapestryis structuredasa tree.A Tapestry
nodeID canbe viewed as a sequenceof l base-b digits. The
node the maximum number of matching pre�x digits with
the key is the node responsiblefor the key. In a network
of n nodes,eachnode's routing tablecontainsapproximately
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Fig. 2. Convex hull segmentsfor two differentparameters,in comparisonwith the overall convex hull. The left graphshows a parameter
that hasa single ®xed value that achieves bestperformance.The right graphshows a parameterthat must take on different valuesto
achieve differentbestperformance/costtradeoffs.
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Parameter Range
Base b 2 – 128
Stabilizationinterval tstab 18 sec– 19 min
Numberof backupnodes n r edun 1 – 8
Numberof nodescontacted n r epair 1 – 10
during repair

TABLE II

TAPESTRY PARAMETERS

logb(n) levels, eachwith b distinct ID pre�xes.Nodesin the
mth level sharea pre�x of lengthm� 1 digits,but differ in the
mth digit. Eachentrymay containup to nr edun nodes,sorted
by latency. The closestof thesenodesis the entry's primary
neighbor; the othersserve asbackupneighbors. Tapestryuses
a nearestneighboralgorithm[16] to populateits routing table
entrieswith nearbynodes.

Nodesforwarda lookupby resolvingsuccessivedigits in the
lookupkey (pre�x-basedrouting). Whennomoredigitscanbe
resolved,analgorithmknown assurrogaterouting determines
exactly which nodeis responsiblefor thekey [11]. Routingin

Tapestryis recursive.

For lookups to be correct, at least one neighbor in each
routing pre�x must be alive. Tapestrychecksthe livenessof
each primary neighbor every tstab seconds.If the node is
found to be dead,thenext closestbackupin thatentry (if one
exists) becomesthe primary. Whena nodedeclaresa primary
neighbordead, it contactssomenumberof other neighbors
(nr epair ) asking for a replacement.Table II lists Tapestry's
parametersvaried in our simulations.

B. Chord

Chordstructuresits identi�ers in a circle. Thenoderespon-
sible for a key y is its successor(i.e., the �rst nodewhoseID
is equal to k, or follows y in the ID space)using consistent
hashing[17]. In Chord,a lookup for a key terminatesat the
key's predecessor, the nodewhoseID most closely precedes
the key and it returns the successoras the lookup's value.
A nodein base-b Chord keeps(b � 1) logb(n) �ngers whose
IDs lie at exponentially increasingfractionsof the ID space
away from itself. Eachnodekeepsa successorlist of nsucc

nodes.Chord usesthe Proximity Neighbor Selection(PNS)
methoddiscussedin [1], [13], [18]. To obtain eachi th PNS
�nger, a noderetrievesthe successorlist of nsucc nodesfrom
a node with ID ( b� 1

b ) i +1 away from itself and choosesthe
nodeclosestin network latency to itself asthe i th PNS�nger.
Chordcanrouteeitheriteratively or recursively [7]; this paper
presentsresultsfor the latter.

A Chord node checks all its �ngers for livenessevery
t f ing er seconds.For each�nger found dead,the nodeissues
a lookup for a replacementPNS �nger. A node separately
stabilizesits successorlist periodically (tsucc ) by retrieving
and merging its successors'predecessorand successorlists.
Table III lists the Chord parametersthat we vary in our
simulations.



Parameter Range
Base b 2 – 128
Fingerstabilizationinterval t f ing er 18 sec– 19 min
Numberof successors nsucc 8,16,32
Successorstabilizationinterval tsucc 18 sec– 4.8 min

TABLE III

CHORD PARAMETERS

Parameter Range
Gossipinterval tgossip 10 sec– 19 min
Groupration r gr oup 8, 16, 32
Contactration r contact 8, 16, 32
Contactsper group ncontact 2, 8, 16, 32
Routingentry timeout tout 6, 18, 30 min

TABLE IV

KELIPS PARAMETERS

C. Kelips

Kelips divides the identi�er spaceinto g �
p

n groups.A
node's group is its ID modulo g. Each node's routing table
containsan entry for eachother nodein its own group, and
ncontact “contact”nodesfrom eachof theforeigngroups.Thus
a node's routing tablesizeis

p
n + ncontact � (

p
n � 1) nodes

in a network of n nodes.
Kelips does not de�ne an explicit mapping of a given

key to its responsiblenode.Kelips replicateskey/value pairs
amongall nodeswithin a key's group and a lookup termi-
nateswhenever it reachesa node storing the corresponding
key/value pair. Lookups for non-existent keys have higher
latency than lookups that do have values stored under the
keys aslookupscannotterminateef�ciently by reachingtheir
responsiblenodes.For this reason,thevariantof Kelips in this
paperde�nes lookupsonly for IDs of nodethat arecurrently
in the network. The originatingnodeexecutesa lookup for a
key by askingacontactin thekey'sgroupfor targetkey'snode
ID, andthen(iteratively) contactingthatnode.If that fails, the
originator tries routing the lookup throughother contactsfor
that group, and then through randomly chosenrouting table
entries.In a static network, a Kelips lookup shouldtake two
hops.

Nodes gossip periodically every tgossip seconds.A node
choosesone randomcontactand one node within the same
groupto sendarandomlist of r gr oup nodesfrom its own group
and r contact contact nodes.Routing table entries that have
not beenrefreshedfor tout secondsexpire. Nodeslearnround
trip times (RTTs) and livenessinformation from eachRPC,
and preferentially route lookups through low RTT contacts.
Table IV lists the parameterswe usefor Kelips. We useg =p

1000� 32 in our Kelips simulationswith n = 1000nodes.

D. Kademlia

Kademlia structuresits ID spaceas a tree. The distance
betweentwo keys in ID spaceis their exclusive or, interpreted
as an integer. The k nodeswhoseIDs are closestto a key
y storea replica of y. A node's routing table keepslog2(n)
buckets that eachstoresup to k node IDs sharingthe same
binary pre�x of a certainlength.

Parameter Range
Nodesper entry k 2 – 32
Parallel lookups � 1 – 32
Numberof IDs returned n tell 2 – 32
Stabilizationinterval tstab 4 – 19 min

TABLE V

KADEMLIA PARAMETERS

Parameter Range
Slices nslices 3,5,8
Units nunits 3,5,8
Ping/Aggregation interval tstab 4 sec– 64 sec

TABLE VI

ONEHOP PARAMETERS

Kademlia performs iterative lookups: a node x starts a
lookup for key y by sendingparallel lookup RPCs to the
� nodes in x's routing table whose IDs are closest to y.
A node replies to a lookup RPC by sending back a list
of the ntell nodesit believes are closestto y in ID space.
Node x always tries to keep� outstandingRPCs.A lookup
terminateswhen somenode replies with key y, or until the
last k nodeswhoseIDs are closestto y did not return any
new node ID closer to y. Like Kelips, Kademlia also does
not have an explicit mappingof a key to its responsiblenode,
thereforeterminating lookups for non-existent keys requires
extra communicationwith the last k nodes.For this reason,
we alsousenodeIDs aslookupkeys in Kademliaexperiments
and the last step in a lookup is an RPC to the target node.
Our Kademlia implementationfavors proximatenodes.With
eachlookupRPC,a nodelearnsRTT informationfor existing
routing neighborsor previously unknown nodesto be stored
in its routing bucket. A nodeperiodically(tstab ) examinesall
of its routingbucketsandperformsa lookupfor eachbucket's
binary pre�x if therehasnot beena lookup throughit since
thelaststabilization.Kademlia'sstabilizationonly ensuresthat
at leastone entry in eachbucket was alive in the past t stab

seconds,while stabilization in Tapestry(Chord) ensuresall
routing entrieswere alive in the pasttstab (t f ing er ) seconds.
Table V summarizesthe parametersvaried in our Kademlia
simulations.

E. OneHop

In OneHop,a node knows about every other node in the
network in order to maintain a lookup hop-count of one,
thereforethere is no parameterdetermininghow much state
a node keeps. Similar to Chord, OneHop [10] assignsa
key to its successornode on the ID circle using consistent
hashing [17]. The ID space is divided into nslice slices
and eachslice is further divided into nunit units. Each unit
and slice has a correspondingleader. OneHop pro-actively
disseminatesinformation regardingall join and crashevents
to all nodes in the system through the hierarchy of slice
leadersandunit leaders.A nodeperiodically (t stab ) pings its
successorand predecessorand noti�es its slice leaderof the
death of successor/predecessor. A newly joined node sends
a live noti�cation event to its slice leader. A slice leader



aggregatesnoti�cations within its sliceandperiodically(t stab )
informsall otherslice leadersaboutnoti�cations sincethe last
update.A slice leaderdisseminatesnoti�cations from within
its slice and from other slicesto eachunit leaderin its own
slice. Noti�cations are further propagatedto all nodeswithin
a unit throughpiggy-backingon eachnode's ping messages.
TableVI summarizesthe OneHopparametersvaried.

Table VII summarizesthe correspondencebetweendesign
choicesandparametersfor all theprotocolsusedin this paper.

IV. EXPERIMENTAL METHODOLOGY

We implementedthe � ve DHTs in a discrete-event packet
level simulator, p2psim.The simulatednetwork, unlessoth-
erwisenoted,consistsof 1024nodeswith a pairwiselatency
matrixderivedfrom measuringtheinter-nodelatenciesof 1024
DNS serversusingthe King method[19]. The medianround-
trip delay betweennode pairs is 156 ms and the averageis
178 ms. Sinceeachlookup for a randomkey must terminate
at a speci�c, randomnodein the network, the medianlatency
of the topology serves as a lower bound for the median
DHT lookup latency. The simulator does not simulate link
transmissionrateor queuingdelays,becausethe experiments
involve only key lookupsasopposedto dataretrieval.

Eachnodealternatelycrashesandre-joinsthe network; the
interval betweensuccessive eventsfor eachnodeis exponen-
tially distributedwith a meanof onehour. Thechoiceof mean
sessiontime is consistentwith past studiesof peer-to-peer
networks [20]. Each time a node joins, it usesa different
IP addressand DHT identi�er. We experimentedwith two
typesof workloads:churn intensiveand lookup intensive. In
the churn intensive workload, eachnode issueslookups for
randomkeys at intervalsexponentiallydistributedwith a mean
of 600 seconds.In the lookup intensive workload,the lookup
interval meanis 9 seconds.Unlessotherwisenoted,all �gures
arefor simulationsdonein thechurnintensive workload.Each
simulationruns for six hoursof simulatedtime; statisticsare
collectedonly during the secondhalf of the simulation.

For all the graphsbelow, the x-axis shows the total number
of bytessentby all nodesdivided by the sumof the amounts
of time that the nodeswereup. That is, the x-axis shows the
averagebytesper secondsentby live nodes.This includesall
messagessentby nodes,suchaslookup,join androutingtable
maintenancetraf�c. Thesizein bytesof a messageis counted
as 20 bytes (for packet overhead)plus 4 bytes for eachIP
addressor nodeidenti�er mentionedin the message.The y-
axis indicateslookup performanceeither in median lookup
latency or failure rate.

V. RESULTS

We ran simulationsof eachprotocolwith all combinations
of the parametersenumeratedin SectionIII. Figures4 and5
presentthe convex hulls of all � ve DHTs for failure rateand
latency, respectively. The convex hulls' overall characteristics
aresimilar in thesensethatbothfailurerateandlookuplatency
decreaseastheprotocolsconsumemorebandwidth.However,
at any �x ed bandwidthcost, the bestachievable failure rates
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or latenciesof different DHTs can differ signi�cantly. For
example,at 10 bytes/node/s,OneHopachieves160msmedian
lookup latency and Kademlia achieves 450ms with the best
parametersettings.

The convex hulls in Figures 4 and 5 are essentiallythe
result of an exhaustive searchfor the bestparametervalues.
Even on a singleprotocol's convex hull, the parametervalues
that provide the most ef�cient latency/bandwidthor failure
rate/bandwidthtradeoff aredifferent in differentregions.

In a real deployment, the protocol designeror deployer
would have to tune the parametersmanuallyto �nd the best
values,or settlefor default values.TablesVIII andIX summa-
rize the importanceof tuning eachparameterof eachprotocol
with respectto failure rate and lookup latency, respectively.
The table lines are ranked most importantto leastimportant,
as judged by the areabetweenthe overall convex hull and
the parameterconvex hull for the best parametervalue (see
SectionII-C). The areabetweenhulls measuresthe relative
importanceof parameterson average over a range of costs
(1 � 100 bytes/node/s).To make the effects of tuning a
particularparametermoreconcrete,wealsoexaminetheactual
performancerangeachievedby differentparametersettingsat
a speci�c bandwidthcost.In TablesVIII andIX, thebest and



DesignChoices Tapestry Chord Kademlia Kelips OneHop
Separationof lookup correctness
from performance - tsucc - - -
Amount of state b, n r edun b k ncontact -
Freshnessof state tstab t f ing er tstab tgossip tstab
Lookup parallelism - - � , n tell - -
Learningnew nodesfrom lookups - - yes - yes

TABLE VII

DESIGN CHOICES AND THEIR CORRESPONDING PARAMETERS.

Tapestry Chord Kelips Kademlia
param best worst param best worst param best worst param best worst

1 t stab 18s:0.005 1152s:0.079 t succ 18s:0.002 288s:0.062 t g ossip 10s:0.000 1152s:0.435 n tell 4:0.006 2:0.239
2 n r edun 8:0.005 1:0.037 t f ing er 144s:0.002 1152s:0.006 n contact 8:0.000 32:0.006 k 2:0.006 32:0.052
3 n r epair 3:0.005 1:0.006 b 16:0.002 8:0.003 t out 360s:0.000 1800s:0.000 � 4:0.006 1:0.042
4 b 2:0.005 128:0.096 n succ 8:0.002 32:0.003 r contact 2:0.000 32:0.001 t stab 1152s:0.006 288s:0.199
5 r g r oup 2:0.000 32:0.001

TABLE VIII

THE RELATIVE IMPORTANCE OF EACH PARAMETER ON A DHT' S FAILURE RATE VS. COST TRADEOFF.
Eachprotocol's parametersareranked most importantto leastimportant,asdeterminedby the minimum areadifferencebetweenany of
a parameter's valuesand the overall convex hull (seeFigure3), for costsrangingbetween1 and100 bytes/node/s.To give intuition as
to how eachparameteraffects the failure rate,we pick an examplebandwidthvalue (40 bytes/node/s)and in the best columnshow the
valuefor that parameterresultingin the lowest failure rate,followed by the lowest failure rateachieved at that bandwidth.Similarly, the

worst columnshows the value for that parameterresultingin the highestfailure rate, followed by the bestfailure rateachieved with
that valuewhile tuning other parametersfreely.

Tapestry Chord Kelips Kademlia
param best worst param best worst param best worst param best worst

1 b 32:181 128:199 b 32:186 2:226 t g ossip 18s:185 1152s:667 n tell 8:247 32:519
2 t stab 144s:181 1152s:195 t f ing er 72s:186 1152s:218 r contact 32:185 2:192 � 16:247 1:383
3 n r edun 4:181 1:190 t succ 18s:186 288s:197 t out 720s:185 1800s:189 k 16:247 2:383
4 n r epair 5:181 1:186 n succ 32:186 8:190 r g r oup 2:185 32:186 t stab 1152s:247 288s:421
5 n contact 16:185 2:278

TABLE IX

THE RELATIVE IMPORTANCE OF EACH PARAMETER ON A DHT' S LATENCY VS. COST TRADEOFF.
Shows the sameresultsasTableVIII, but usingmedianlookup latency (in ms) as the performancemetric.

worst columnsshow thefailureratesandlatenciesachievedat
anexamplebandwidthcostof 40bytes/node/s,precededby the
valuesof thatparameterthatachievethoseperformanceswhile
settingother parametersto their bestvalues. The datashow
the signi�cance of the effect of tuning a particularparameter
on thebestfailurerateandlatency. For example,changingthe
Chordbaseb doesnot affect failureratemuch,while changing
b from 16 to 2 increaseslatency from 186millisecondsto 226.

The following subsectionsexplain the effect of tuning the
parametersand the implications for protocol design;Table I
summarizesthe conclusions.

A. WhenTo UseOneHop

Figures4 and5 show thatOneHophasthebestoverall per-
formance,with a failureratecloseto 0% anda medianlatency
of about160 ms.The latter is closeto the minimum possible
latency imposedby the underlying simulatednetwork's 156
ms median round trip time. A natural questionis whether
OneHopis thereforethe bestDHT protocol.The answerlies
in the fact that OneHop's per-nodebandwidthconsumptionis
proportionalto the churnrateandthe numberof nodesin the
network. This makesOneHopprimarily attractive in small or
low-churnsystems.

OneHopeffectively hasonly oneperformance/costtradeoff.
Figure 5 shows that OneHop has a minimum bandwidth

consumptionat 7:5 bytes/node/sand it reachesreachesits
best performancesoon thereafter. OneHop cannot consume
lessbandwidththanthisnumberbecauseit alwayspro-actively
noti�es all nodesof all events.Therefore,OneHop'sminimum
bandwidthconsumptionscaleslinearly with churnrateandthe
sizeof thenetwork. To demonstratethisproperty, weevaluated
OneHopin a network of 3000nodes2 andshow the resultsin
Figure6.

Figure 6 shows that the OneHop's minimum bandwidth
consumption(the leftmost point of the OneHopcurve) has
a bandwidthcostof approximately21 bytes/node/sfor 3000-
nodenetworks.The threefoldincreasein thenumberof nodes
triples the total number of join/leave events that must be
delivered to every node in the network, causingOneHopto
triple its bandwidthconsumptionfrom 7:5 to 21 bytes/node/s.
For comparison,we also includeChord in Figure6. The per-
nodestateandlookup hop countof ChordscalesasO(log n)
and hencethe convex hull of the 3000-nodeChord network
is shifted from the one for the 1024-nodenetwork by only a
small amounttowardsthe upperright. Therefore,for a 3000-
nodenetwork, OneHopis only preferableto Chordwhenthe

2As we do not have King data for our 3000 node topology, we derive
our 3000-node pair-wise latenciesfrom the distancebetweentwo random
points in a Euclideansquare.The medianlatency is the sameas that of our
1024-nodenetwork.
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Fig. 6. Overall convex hulls for Chord and OneHopin 1024- and
3000-nodenetworks, underchurn intensive workload.

deploymentscenarioallowsa communicationcostgreaterthan
20 bytesper nodeper second.

Another aspectof OneHop's performanceis that slice and
unit leadersuseabout8 to 10 timesmorenetwork bandwidth
than the average.Chord, Kelips, Tapestryand Kademlia,on
the other hand,have more uniform bandwidthconsumption:
the 95th -percentilenodeusesno morethantwice the average
bandwidth.Therefore,if nonodein thenetwork canhandlethe
bandwidthrequiredof slice or unit leaders,onewould prefer
a symmetricprotocol to OneHop.

SinceOneHop'sparametersdon't allow signi�cant tuningof
theperformance/costtradeoff, we do not includethis protocol
in the restof our analysis.

B. Separation of LookupCorrectnessfrom Performance

Figure4 shows thatChordprovidesa lower failureratethan
the otherprotocolswhenthe amountof bandwidthis limited.
The following PVC parameteranalysisexplainswhy.

TableVIII shows that the mostimportantChordparameter,
in termsof failure rates,is the successorstabilizationinterval
(tsucc ). This parametergoverns how often a Chord node
checksthat its successoris still alive, andthusthe amountof
time it takesa Chordnodeto realizethat its successoris dead
and shouldbe replacedwith the next live nodein ID space.
Thereasonthattsucc hasthelargesteffecton failurerateis that
thecorrectnessof theChordlookupprotocoldependsonly on
successorpointers,and not on the rest of the Chord routing
table [7]. Thus it is enoughto stabilize only the successors
frequentlyif a low lookup failure rate is required.

The other protocolsdo not have any similar entry in their
routing tables that is suf�cient for correctness;all routing
information is equally important.Thus if one wishesa low
lookup failure rate,the entirerouting tablemustbe stabilized
frequently. The expenseof this stabilization leads to a less
attractive failure rate/bandwidthtradeoff at low bandwidths.

C. Copingwith Non-transitiveNetworks

The �e xibility and network-independenceof the PVC
framework alsoallows comparisonof speci�c aspectsof DHT
protocolsunderanomalousnetwork conditions.For example,
DHT protocolstypically have explicit provisionsfor handling
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Fig. 7. Overall convex hulls for lookup failure rates for Chord
andTapestryunderconnectedandnon-transitive networks,underthe
churn intensive workload.

nodefailure. Theseprovisions usually handlenetwork parti-
tions in a reasonableway: the nodesin eachpartition agree
with eachother that they are alive, and agreethat nodesin
the other partitions are dead.Network failures that are not
partitions are harder to handle, since they causenodes to
disagreeon which nodesare alive. For example, if node A
canreachB, andB canreachC, but A cannotreachC, then
they will probablydisagreeon how to divide thekey ID space
amongthe nodes.A network that behaves in this manneris
said to be non-transitive.

In orderto measurethe effectsof this kind of network fail-
ureonDHTs,wecreateda topologyexhibiting non-transitivity
by discardingall packets between5% of the node pairs in
our standard1024-nodetopology, in a mannerconsistentwith
the observed 4% of broken pairs [21] on PlanetLab[22]. The
existenceof PlanetLabnodesthat can communicateon only
one of Internet-1and Internet-2,combinedwith nodesthat
can communicateon both networks, producesnon-transitive
connectivity betweennodes.We ran both ChordandTapestry
churnintensiveexperimentsusingthis topology, andmeasured
the resulting failure rates of the protocols. Both protocols
employ recursive lookup,andthusnodesalwayscommunicate
with a relatively stable set of neighbors, eliminating the
problemthatoccursin iterative routing(e.g., Kelips,Kademlia
and OneHop)in which a nodehearsabouta next hop from
anothernode,but cannotcommunicatewith that next hop.

We disable the standardjoin algorithms for both Chord
and Tapestryin thesetests,and replacethem with an oracle
algorithmthatimmediatelyandcorrectlyinitializesthestateof
all nodesin the network whenever a new nodejoins. Without
this modi�cation, nodesoften fail to join at all in a non-
transitive network. Our goal is to start by investigatingthe
effect of non-transitivity on lookups, leaving the effect on
join for futurework. This modi�cation changesthebandwidth
consumptionof the protocols,so theseresultsarenot directly
comparableto Figure4.

Figure7 shows the effect of non-transitivity on the failure
ratesof Tapestryand Chord. Table X shows the parameter
rankings and the performancerange of different parameter



Tapestry Chord
param best worst param best worst

1 t stab 18s:0.013 1152s:0.075 t succ 18s:0.029 288s:0.048
2 b 16:0.013 2:0.024 t f ing er 18s:0.029 1152s:0.031
3 n r edun 4:0.013 1:0.023 n succ 32:0.029 8:0.031
4 n r epair 1:0.013 10:0.014 b 2:0.029 128:0.035

TABLE X

THE RELATIVE IMPORTANCE OF CHORD/TAPESTRY PARAMETERS

ON FAILURE RATE VS. COST TRADEOFF, NON-TRANSITIVE.
The best andworst parametersettingsare for a ®xed bandwidth

budgetof 80 bytes/node/s;at this costmostof the failuresaredue
to network non-transitivity ratherthanchurn.

settingsunderthe non-transitive network. Figure7 shows that
Chord's failure rate increasesmorethanTapestry's with non-
transitivity; we can use PVC parameteranalysisto explain
this behavior. Recall that, for the fully-connectednetwork
(seeTable VIII), basewas the least importantparameterfor
Tapestry, in termsof failurerate.However, TableX shows that
for thenon-transitivenetwork, basebecomesa moreimportant
parameter, rankingsecondbehindstabilizationinterval (which
is still necessaryto cope with churn). For Chord, however,
baseremainsan unimportantparameter.

We canexplain this phenomenonby examiningthe way in
which the two protocolsenforcethe structureof their routing
tables. The Chord lookup algorithm assumesthat the ring
structureof thenetwork is correct.If a Chordnoden1 cannot
talk to its correctsuccessorn2 but can talk to the next node
n3, thenn1 mayreturnn3 for lookupsthat really shouldhave
foundn2. Thiserrorcanariseif network connectivity is broken
betweeneven a singlenodepair.

Tapestry's surrogaterouting,on theotherhand,allows for a
degreeof leniency during the last few hopsof routing. Strict
progressaccordingto the pre�x-matching distancemetric is
not well de�ned once the lookup reachesa node with the
largestmatchingpre�x in the network. This meansthat even
if the most direct path to the owner of a key is broken due
to non-transitivity, surrogaterouting may �nd another, more
circuitous,path to the owner. This option is not available in
Chord's strict linked-list structure,which only allows keys to
be approachedfrom one direction aroundthe ring. Tapestry
doessuffer somefailures,however. If a lookupreachesa node
that knows of no other nodesmatchinga pre�x of the same
size with the key as itself, it will declareitself the owner,
despitetheexistenceof anunreachableownersomewhereelse
in thenetwork. A biggerbaseresultsin morenodesmatching
thekey with thesamelargestmatchingpre�x andhencegives
moreopportunityto surrogaterouting to routearoundbroken
network connectivity.

In summary, while existingDHT designsarenot speci�cally
provisionedto copewith non-transitivity, someprotocolsare
better at handling it than others. Future techniquesto cir-
cumvent broken connectivity may be adaptedfrom existing
algorithms.

D. Extra StateIs Better than FasterStabilization

Table IX shows the relative importanceof eachprotocol
parameterfor lookup latency. For both Tapestryand Chord,
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Fig. 8. Chord,underthe churn intensive workload.Eachline traces
the convex hull of all experimentswith a ®xed baseb value while
varying all otherparameters.
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Fig. 9. Kelips, underthe churn intensive workload.Eachline traces
the convex hull of all experimentswith a ®xed ncontact valuewhile
varying all otherparameters.

base(b) is theparameterwhosevaluemostneedsto be tuned.
Figure8 shows theChordparameterconvex hulls for different
basevalues.At the left side of the graph,where bandwidth
consumptionis small, smallerbasesshouldbe usedto reduce
stabilizationcommunicationcost.Whenmore bandwidthcan
beconsumed,largerbaseslower the latency by decreasingthe
lookup hop-count.

A protocol could try to lower latency by stabilizing faster,
rather than by increasing routing table size via the base
parameter. Fasterstabilizationshoulddecreasethe likelihood
of lookup timeouts.TapestryandChordwould stabilizefaster
by decreasingthe tstab and t f ing er parameters,respectively.
The high importancerank of b in Table IX suggeststhat this
approachwould not be asef�cient as increasingbase.With a
churnrateof 1 hour meannodelifetime, stabilizing to check
neighborlivenessevery 72s or 144s is suf�cient to achieve a
low lookup timeoutprobability for both Tapestryand Chord.
Stabilizing fasterto use additional bandwidthprovides little
extra bene�t.

The Kelips parameterthat controls the amountof allowed
per-nodestate,ncontact , doesnot appearto be an important
parameter. Figure 9 shows the parameterconvex hulls for



differentvaluesof ncontact in Kelips.Largevaluesof ncontact

(i.e., ncontact > 16) approachthe overall convex hull per-
formance,and thus tuning ncontact (oncea reasonablevalue
hasbeenchosenfor somecost) affects the performance/cost
tradeoff very little. This is becausencontact only determines
the amountof allowed stateand the actual amountof state
acquiredby eachnodeis determinedby how fastnodesgossip
(tgossip ) which is the most importantparameterin Kelips.

Figure9 shows thatmaximizingtheamountof allowedstate
(ncontact = 32) achievesthebestlatency/costtradeoff over the
entire cost rangefor Kelips. In contrast,Figure 8 shows that
oneneedsto tunetheamountof allowedstateby varyingb in
Chord to approachthe overall hull. This differencebetween
KelipsandChord/Tapestryis dueto differencesin their routing
structure.In Chord/Tapestry, base(b) not only determinesthe
numberof neighborsa node keeps,but also the part of the
ID spacein which theseneighborsmust lie. In contrast,the
numberof contactsa Kelipsnodekeepsfor eachforeigngroup
determinesonly the amountof allowed state,and not the ID
spacedistribution of this state.Hence,it is always bene�cial
to allow asmany contactsfor eachforeign groupaspossible
asa particularcontactis nomoreor lessimportantthanothers.

Kelips' routing structureis �e xible enoughfor eachnode
to obtain completestate, therefore it achieves low latency
comparableto OneHopwith suf�cient bandwidthconsumption
(Figure 5). However, unlike Chord/Tapestry, Kelips' routing
structureis not �e xible enoughto allow routingstatelessthanp

n + (
p

n � 1) as a node needsto keep
p

n state for all
nodeswithin a group and at least

p
n � 1 contacts,one for

eachforeign group. If the per-noderouting stateis lessthan
this requiredminimum, Kelips' lookups have to go through
randomly chosennodes,resulting in signi�cantly increased
latencies.For this reason,Kelips' lookup latency is morethan
Chord's at low bandwidthin Figure5.

E. Parallel LookupIs More Ef�cient than Stabilization

Kademlia has the choice of using bandwidth for either
stabilizationor parallel lookups.Both approachesreducethe
effect of timeouts:stabilizationby eliminating stale routing
table entries,and parallel lookupsby overlappingactivity on
somepathswith timeoutson others.

Table IX shows that stabilizationis an inef�cient way to
reduceKademlia's latency: the bestvalue for tstab is always
themaximumstabilizationinterval. n tell and� , which control
the degree of lookup parallelism, are the most important
parametersfor latency. Largervaluesof � keepmorelookups
in �ight, which decreasesthe likelihood that all progress
is blocked by a timeout. Larger valuesof n tell causeeach
lookup stepto returnmorepotentialnext hopsandthuscause
more opportunitiesfor future parallelism.Thus,we conclude
that parallel lookups reduce latency more ef�ciently than
stabilization,underthe churn intensive workload.

F. Learningfrom LookupsCan ReplaceStabilization

TableVIII showsthatKademlia's tstab parameteris nomore
effective at reducingfailuresthan at reducinglatency; again,

Kademlia (no learn)
param best worst

1 tstab 288s:0.036 1152s:0.122
2 � 4:0.036 1:0.096
3 n tell 4:0.036 2:0.474
4 k 2:0.036 32:0.146

TABLE XI

THE RELATIVE IMPORTANCE OF KADEMLIA' S PARAMETERS ON

FAILURE RATE VS. COST TRADEOFF, WITH LEARNING DISABLED.
The bestandworst parametersettingsare for a ®xed bandwidth
budgeof 80 bytes/node/s,asKademliawithout learningneeds

muchmorebandwidthto attain low failure rates.

 0
 50

 100
 150
 200
 250
 300
 350
 400
 450
 500

 0  20  40  60  80  100m
ed

. s
uc

ce
ss

fu
l l

oo
ku

p 
la

te
nc

y 
(m

s)
average live node bw (bytes/node/s)

Kademlia
Chord
Kelips

Tapestry
OneHop

Fig. 10. Overall convex hulls for mediansuccessfullookup latency
for all DHTs, underthe lookup intensive workload.

themostef�cient settingis themaximumstabilizationinterval.
This suggeststhat Kademlia obtains information about new
nodesthroughwaysotherthanstabilization.Indeed,Kademlia
relieson lookup traf�c to learnaboutnew neighbors:a node
learnsaboutup to ntell new neighborsfrom eachlookup hop.
This turnsout to bea moreef�cient way to keeproutingtables
up-to-datethanexplicit stabilization.For comparison,TableXI
includesresultsfrom Kademliawith learningdisabled.With
no learning,tuningthestabilizationinterval is moreimportant,
anda fasterstabilizationrate is requiredfor the lower lookup
failures.

G. Effect of a Lookup-intensiveWorkload

The lookup intensive workload involveseachnodeissuing
a lookup requestevery 9 seconds,almost67 timesthe rateof
the churn intensive workload usedin the precedingsections.
As a result, the lookup traf�c dominatesthe total bandwidth
consumption.Figure10shows theoverall latency convex hulls
of all protocolsunderthe lookup intensive workload.

PVC parameteranalysisshows a decreasein theimportance
of tuningtheTapestry/Chordbaseparameter(b) with a lookup
intensive workload. A large base (32 or 64) is the best
for the lookup intensive workload under a wide range of
bandwidthcosts,sinceit reducesthenumberof lookuphopsto
approximately2:8 one-way hops.Fewer hopstranslateinto a
largebandwidthdecrease,giventhelargepercentageof lookup
traf�c. For baseslarger than 64, there is little reduction to
the already-low averagelookup hop-count.Therefore,latency
reductiondue to decreasingthe numberof timeoutsbecomes



relatively more important,especiallybecausethe amountof
stabilizationtraf�c canbemuchlessthantheamountof lookup
traf�c. As a result,for bothChordandTapestry, t stab becomes
the most importantparameterto tune.

For Kademlia,� becomesthe most importantparameterto
tune.Furthermore,a smaller� of 2 obtainsthebesttradeoff in
the lookup intensive workload,asopposedto the larger� of 8
thatoptimizeslatency for thechurnintensive workload.Since
Kademlia's stabilizationprocessdoesnot actively check the
livenessof eachrouting tableentry, stabilizationis ineffective
at reducing timeouts during lookups. Therefore,to achieve
low lookup latency, someamountof lookup parallelism(i.e.,
� > 1) is still needed.However, as lookup traf�c dominates
in the lookup intensive workload, lookup parallelismis quite
expensive asit multiplies thealreadylargeamountsof lookup
traf�c. This partially explains why, in Figure 10, the overall
convex hull of Kademliasuffers morefrom the lookup inten-
sive workload than the otherprotocols.

VI . RELATED WORK

This paperbuilds on previous DHT studiesby explicitly
accountingfor the bandwidthconsumedto achieve a certain
lookup latency and providing a detailedcomparisonof mul-
tiple protocolsusingPVC. The comparisonusingPVC sheds
light on which protocolfeaturesandparametersareimportant
for achieving low latency underhigh churn.

Many existingDHT protocolproposalsincludeperformance
evaluations[7]–[11], [23]. In generaltheseevaluationshave
focusedon hop-countandlatency without churn,or theability
to maintainrouting tablecorrectnessin the faceof churn,but
have rarelyexaminedlookupperformancein thefaceof churn.
Similarly, mostdesignstudiesexplore tradeoffs in the context
of staticnetworks [1], [13], [24].

Liben-Nowell et al. [2] give a theoreticalanalysisof Chord
in a network with churn.Theconceptof half-life is introduced
to measurethe rate of membershipchanges.It is shown that

(log n) stabilizationnoti�cations are requiredper half-life
to ensureef�cient lookup with O(log n) hops.The analysis
focusesonly on the asymptoticcommunicationcost due to
Chordstabilizationtraf�c, whereasour studyexploresa much
broadersetof parametersandprotocols.

Rheaet al. [3] presentBamboo,a DHT protocol designed
to handlenetworks with high churnef�ciently andgracefully.
Bamboousesactive probingwith accurateTCP-like timeouts
andspecializedroutingtablestabilizationstrategiesto perform
well underchurn.In a similar vein, Castroet al. [4] describe
how they optimize their Pastry implementation,MSPastry, to
handleconsistentroutingunderchurnwith low overhead.Like
thesepapers,our study is careful to separatedetectionof a
failed nodefrom recovering from failuresduring lookup.

Rheaet al. compareBambooagainstPastryandChord,but
do not explore the parameterspacesof thoseprotocols;our
study exploresa wider rangeof protocolsand demonstrates
that parametertuning canhave a large effect on performance.
On the otherhand,our simulatordoesnot allow us to model

bandwidthcongestion,which provedto beanimportantfactor
in the comparisonsdoneby Rheaet al.

Lam and Liu [5] presentjoin and recovery algorithmsfor
a hypercube-basedDHT, and show through experimentation
that their protocol gracefully handlesboth massive changes
in network size and various ratesof churn. While our work
focuseson lookup latency and correctness,Lam and Liu
explore K-consistency, a much strongernotion of network
consistency that captureswhether or not the network has
knowledgeof many alternatepathsbetweennodes.

VI I . CONCLUSIONS

Evaluating DHT protocols in the presenceof churn is a
challenge.Methodologiesdevelopedfor static networks can
be misleading,since they don't account for the resources
consumedto obtainlow latency. This paperintroducesPVC, a
performancevs.costframework thatexplicitly accountsfor the
network bandwidtha DHT consumesto achieve betterlookup
performance.

DHTs incorporatemany featuresto improve lookup perfor-
manceat extra communicationcost in the faceof churn.It is
misleadingto evaluatetheperformancebene�ts of an individ-
ual designchoicealonebecauseothercompetingchoicescan
be moreef�cient at usingbandwidth.PVC presentsdesigners
with a methodologyto determinethe relative importanceof
tuningdifferentprotocolparametersunderdifferentworkloads
andnetwork conditions.As parametersoftencontroltheextent
to which a given protocol feature is enabled,PVC allows
designersto judgewhethera protocolfeatureis moreef�cient
at using additionalbandwidththan othersvia the analysisof
the correspondingprotocolparameters.

Using PVC and simulationsof a set of DHT protocols
with a wide rangeof designchoices,we obtaineda number
of insights about protocol design,which are summarizedin
Table I. For example,PVC shows that to mostef�ciently use
additionalbandwidth,a DHT nodeneedsto expandits routing
table.Learningopportunisticallycan replacestabilizationfor
acquiringnew state.

We hope that other designerswill �nd PVC useful in
designingand evaluating new DHT featuresand protocols.
The sourcecodeand simulationscenariosfor this paperare
availableonline at:
http://pdos.lcs.mit.edu/p2psim .
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