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Abstract

L* is atechniquéor building multi-userdistributeddata
structuresout of untrustedpeerto-peerdistributed hash
tables(DHTSs). L* usesmultiple logs, onelog per parti-
cipant,to storechangedo the datastructure.Eachpar
ticipant nds databy consultingall logs, but performs
modi cations by appendingonly to its own log. This
decentralizedstructureallows L* to maintainmeta-data
consisteng withoutlockingandto isolateusers'’changes
from eachother an appropriatearrangementor unreli-
ableusers.

Applicationsusel* to maintainconsistentiatastruc-
tures. L* interleaves multiple logs deterministically
so that decentralizectlients can agreeon the order of
completedoperationsgvenif thoseoperationswereis-
suedconcurrently When the data structureis quies-
cent, L* guaranteethatclientsagreeon the stateof the
datastructure. L* optionally providesmutualexclusion
for applicationghat needto ensureatomicity for multi-
stepoperations.Thelvy le systembuilt ontop of L*,
demonstratethat L*'s consisteng guaranteeareuseful
andcanbeusedandimplementeckf ciently .

1 Introduction

Recentpeerto-peerdistributed hashtables(DHTS) [,
9, 11, 4, [16] promiseto supporta nen approachto
certain kinds of network storageapplications. These
DHTs provide a simple API allowing read and write
of key/value pairs (often called blocks). The DHT
typically takes careof nding a network hostto store
eachkey/valuepair; replicatingdatafor availability; and
checkingthat retrieved blocks have not beentampered
with. The DHT interfaceis fairly low level, muchlike
the sectorread/writeinterfaceof a disk drive. Thus,ap-
plicationsoften build complex datastructureson top of
DHTs, with blocks containingpointers(keys) to other
blocks.For example,CFS[] buildsa le systemontop

of a DHT, storingeach le anddirectoryin a separate
block; a directorycontainsa list of DHT keys referring
tothe les in thedirectory

While DHTs defendthe availability and integrity of
individual blocksagainstunreliableand maliciousDHT
nodesand clients, an applicationthat usesa DHT typ-
ically hasadditionalconsisteng invariantsthatit would
liketo maintainonthedatastructuret storesn theDHT.
For example, a client crashduring a le renamein a
DHT-basedle systemshouldnotleave the le system
in anincorrectstate.Becauselientsin a DHT-basedap-
plicationtypically manipulatea shareddatastructurein-
dependentlyi.e. without sendingoperationgo a single
sener or sener cluster),an applicationwith concurrent
clientsalsofacesthe challengeof providing consisteng
without direct use of serialization. Additionally, peer
to-peersystemsare often usedin situationswherecli-
entsdo not fully trusteachother; thusanothermproblem
is how to defendagainstclients who maliciously dam-
agethe shareddatastructure. Finally, DHTSs typically
replicatedatain suchaway thatmultiple partitionsmay
have a completecopy of the datastructureif a network
outageoccurs;thusapplicationsusingDHTs may exper
iencecon icting updatesn differentpartitions.

This paperpresentd.*, a setof techniquedor main-
tainingconsistentatastructuresn DHTs. L* represents
thedatastructureasalog of operationsn the DHT, with
a separatdog per client. Thatis, an applicationusing
L* doesnot directly storeits datastructurein the DHT;
insteadthedatastructures implied by the historyof op-
erationgn thelogs,andL* storedog recordsn theDHT.
ClientscommunicateghroughZL* andthe DHT; they do
notdirectly talk to eachotheror ary singlesener. A cli-
entupdateghedatastructureby appendingecordgo its
log; a client readsthe currentstateof the datastructure
by scanningall clients' logs. Logging allows clientsto
perform complex operationsatomically with respectto
client failure. Logging operationsuseof alog for each



client, anddeterministicog orderingmeanthat concur
rentupdatego the samedataproducesomeacceptable
outcomere ecting the operationsratherthana corrup-
teddatastructure.

Theheartof L* is its algorithmfor resolvingtheorder
of log recordsin differentclients' logs. This algorithm
deterministicallyproducesa single ordering of log re-
cords. Thatis, L* always chooseghe sameorder for
everytwo log recorddor all clients. Thispropertymeans
clientsagreeon the orderof completedupdatesgvenif
thoseupdatesvereissuedconcurrently

At a higherlevel, applicationsusethe L* API to im-
plementconsistentatastructuresWhenthe datastruc-
tureis quiescentL* guaranteeghatclientsagreeon the
stateof the datastructure. L* optionally provides mu-
tual exclusionfor applicationghatneedto ensureatom-
icity for multi-stepoperationsApplicationsbene t from
being able to choosewhich consisteng modelto use;
strongconsisteng incurshighercostandis typically not
necessary

We built a multi-userpeerto-peerread-write le sys-
tem,lvy [[6], thatusesL* to storeall le systemdataand
meta-dataThe useof perparticipantiogs allows Ivy to
supportconcurrenupdatego the le systemwithoutus-
ing locks, andyet still maintainmeta-dataconsisteng.
Ivy implementanost le systemoperationsvithout mu-
tual exclusion;the only exceptionsare le anddirectory
creation. File anddirectory creationrequiremutual ex-
clusionto avoid duplicate les or directories.Despiteits
useof logs, L* makesit easyto build applicationswith
goodperformancejvy cachesaggressiely, andchecks
thevalidity of thewhole cachgust by checkingwhether
ary logshave changedecently

Sectiord describedDHash,the DHT on which L* is
layered. Section@ describesthe structure of per
participantlogs and L*'s API. Sectiond describeshow
L* maintainsconsistentdatastructures. Sectiond de-
scribeshow L* dealswith stale-dataattacksfrom ma-
licious DHashsenersandnetwork partition. Sectiond
presentan exampleuseof L* to constructa senerless,
multi-user read/write le system. Section[d discusses
relatedwork andSectiorid concludes.

2 DHash

L* storesall its logsin DHash[1]. DHashis a distrib-
uted peerto-peerhashtable mappingkeys to arbitrary
values. DHash storeseachkey/value pair on a set of
Internethostsdeterminedoy hashingthe key. This pa-
per refersto a DHashkey/value pair asa DHashblock.
DHashreplicatesblocks to avoid losing themif nodes
crash.

DHashensuresheintegrity of eachblock with oneof
two methods.A content-hasliblock requiresthe block's
key to be the SHA-1 cryptographichashof the block's
value;this allows anyonefetchingthe block to verify the
valueby ensuringthatits SHA-1 hashmatcheghe key.
A public-key blodk requiregheblock'skey to beapublic
key, andthe valueto be signedusingthe corresponding
privatekey. DHashrefusedo storeavaluewhosehashor
signaturedoesnot matchthekey. L* checksthe authen-
ticity of all datait retrievesfrom DHash. Thesechecks
preventa maliciousor buggy DHashnodefrom forging
data, limiting it to derying the existenceof a block or
producinga stalecopy of a public-key block.

DHashoffersa simpleinterface: put (key,value) and
get (key). L* assumeshat, within any given network
partition,DHashprovideswrite-readconsisteng; thatis,
if put (k,v) completesa subsequenget (k) will yield v.
The currentDHashimplementatiorprovideswrite-read
consisteng exceptwhenpartitionsarehealing;however,
potentialsolutionsto this problemexist [12].

DHashassumeshat only one writer of a public-key
blockis active atatime. Eachpublic key blockincludes
a sequenceumberwhich DHashusesto prevent over-
writing newer datawith staledata.Furthermorefor con-
currentput (k,v) andget (k), get (k) returnseitherthe
valuebeforeor afterput (k,v).

L* is designedo alsowork with otheruntrustednet-
work storagetechnologieswith similar propertiessuch
asPAST [[L1], Tapestry1€], or Kademlia[d].

3 Per-participant Logs

L* representa datastructureusinga setof logs,onelog
per participant. A log describesall of one participants
changedo the datastructure. Eachparticipantappends
only to its own log, but readsfrom all logs.

L* usesDHash content-hastblocks to storelog re-
cords. Eachlog recordcontainsthe DHashkey of the
previouslog recordin the participantslog. A log record
is immutable;if alog recordwerechangedijts content-
hash,andhenceits DHashkey, would have to changeas
well. L* storesthe DHashkey of a participants most
recentlog recordin a mutableDHashpublic-key block,
calledthelog-head Thus,a participantslog canalways
be obtainedfrom the key usedto storethe participants
log-head Eachuserof adatastructuremayhave multiple
key pairsandlog-headblocks,onefor eachhostthatthe
useruses.Formally, we de ne a participantasfollows.

De nition 1. A participant is an entity with a public-
private key pair and a log-headblock. At mostonein-
stanceof a givenparticipantcanbeactiveat atime



Field Use

prev DHash key of next oldest log record
seq per-log sequence number

version | Version vector

head DHash key of the log-head

Tablel: Fieldsin all L* log-headbjectsandlog records.

log-head
view block AT J:[ ........ J:[ ........ Jj
log-head
........ S e e
N )
VT
log records

Figurel: Exampleof a L* view andlogs. White boxes
are DHashcontent-haslblocks; gray boxes are public-
key blocks.

Tablell describeselds that appearin log-headsand
log records. The prev eld containsthe previous re-
cord's DHashkey. Theseq eld is anincrementingper
log sequenceumber Theversion eld isaversionvec-
tor [8] that L* usesto decidehow to interleave multiple
logs. Thehead eld containgthe DHashkey of thelog-
head.

Participantghatshareadatastructureagreeonaview:
thesetof logsthatcomprisg¢hedatastructurenaintained
by that application. A view is storedin a view blod,
a DHash content-hastblock containingpointersto all
log-headsin the view. A view block with a given key
isimmutablewhena datastructures participantdecide
to accepta new participant,they mustall make a con-
sciousdecisionto trustthe new participantandto adopt
anew view block, with a new key, thatincludesthe new
participants log. The lack of supportfor automatically
addingnew participantto aview is intentional.

L* usestheview block key to verify the view block's
contents.Thecontentsarethe public keysthatnameand
verify the participants'log-heads.A log-headcontains
a content-hastkey that namesandveri es the mostre-
centlog record. It is this reasoningthat allows L* to
verify it hasretrieved correctlog recordsfrom the un-
trustedDHashstoragesystem.Figurelll summarizeshe
structureof perparticipaniogsandview block.

L* provides an API that applicationsuseto access
logs. A participantmodi es the datastructureby ap-
pendingnew log recordsto its log, then changingthe

log-headto point to the newestlog record. Multiple
participantscan modify the datastructureconcurrently
without acquiringlocks; eachparticipantonly modi es
its own log-head.A participantconstructsa responseo
a queryon the datastructureby readingall thelogs. To
avoid the expenseof repeatedlyreadingthe whole log,
participantscan createsnapshotsummarizingthe data
structure.

L* needgo imposeanorderon log recordsfrom dif-
ferentlogs. The order should obey causality(i.e. if
an updateA completesbefore anotherupdateB, A is
orderedearlierthan B) and shouldbe the samefor all
participants,even for concurrentlycreatedlog records.
L* createsuchanorderusingtheversionvectorin each
log record.

3.1 Combining Logs

Eachlog recordincludestwo piecesof informationthat
arelaterusedto ordertherecord.Theseq eld contains
anumericallyincreasingsequencaumber;eachog sep-
aratelynumbersts recordsrom zero. Thewversion eld
is a versionvector A log recordr's versionvectorre-
cordspointersto themostrecentrecordin eachlog atthe
timethatr wascreated.

Eachvectorcontainsa tuple (u,v) for eachlog in the
view (including the participants own log). u is the
DHashkey of the log-headof the log being described,
andyv is the DHashkey of thatlog's mostrecentrecord
atthetimetheversionvectoris created.L* savesDHash
keys ratherthanjust sequencaumberssoit canrecover
from corruptedogsandfrom amaliciousparticipantret-
roactively changingits log by pointingits log-headat a
newly-constructedog. For simplicity, therestof this pa-
perreplacesi with thenameof theparticipantandv with
anumericvaluethatrefersto the sequenceumbercon-
tainedin therecordpointedto by atuple.

De nition 2. For a versionvectorx and participant,
x[i] is eitherthe sequencaumberrecodedin x for par-
ticipanti'slog, or 0 if ¢ doesnotappearin z.

De nition 3. Version vector comparison: If = andy
are two versionvectos, thenz >, y iff for every parti-
cipanti, z[i] > y[i], andthere existsa participant; suc
that z[j] > y[j]. « andy are concurent,or x =, v, if
x Fyyandy F, . x>, yiffx >, y,orzisy, or
T Ry, Y.

For simplicity, for two log recordsr ands, this paper
usesr >, s, >, s, andr =, s to expressiorrelation-
shipbetweertheir versionvectors.For example,r >, s
is shortfor r.version >, s.version.



order (list of log-heads H, callback cb)
list of log records R
sort H in decreasing order by DHash key
for (i := 0;4 < H.size ();it++)
RJ[i] := DHash :: get (H|[i].prev)
for (3})
int latest
log record r := nil
8 for (i := 0;4 < R.size ();it++)
9 if (R[i] = nil)
10 continue
11 if (r =nil OR RJ[i] >v )
12 r:= RJi]
13 latest :==1
if (r =nil)
break
else
int retv := cb (r)
if (retv & 0)
return retv
if (r.prev = nil)
RJ[3] :=nil
else
RJ[i] := DHash :: get (r.prev)
if (R[i] = nil)
fatal (“cannot load block”)
return0

Figure 2: order () interleaves multiple logs in re-
verseorder, startingwith the most recentlog record.
order () callsapplicationcallbacksfor eachlog record.

Becausea log record containsonly a pointerto the
next oldestlog record, L* traverseseachlog in reverse
chronologicabrder, startingfrom the mostrecentlog re-
cord. An applicationsusesL* to readthelogsrecordby
recorduntil it nds theinformationit needs.

L* orderslog recordsbasedon causality If two log
recordsr and s have versionvectorsr >, s, thens
musthave beenin a participantslog whenr wascreated.
Thus>, re ects the causalitybetweerthesetwo log re-
cords.Whenparticipantsupdatetheir logs concurrently
the new log recordscontainconcurrentversionvectors.
An applicationmusttoleratewhateser order L* chooses
to imposeon concurrentog records but the application
may dependon L* alwaysorderingary two recordsin
the sameway for all the participants.Figureld describes
theorder () procedurehat,givenalist of log-headsin-
terleavesmultiple logsin reverseorder, startingwith the
mostrecentog record.order () takesin acallbackfunc-
tion from theapplication;order () callsthis functionfor
every log record. order () is similar to merging sorted

version_vector latest /I local to each participant
traverse (callback cb)
version_vector v
list of log-heads H
for each participant ¢ 2 the current view
hi := DHash :: get (i.key)
v[i] := hi.seq 1
H.push_back (hi)
if (v >y latest)
latest := v
return order (H, cb)

append (log-head ha, list of log records R)
foreachr 2 R
r.seq := ha.seq
r.version = latest
r.prev := ha.prev
r.head := ha.head
ha.seq := ha.seq + 1
ha.prev := SHA(r)
latest[a] := ha.seq 1
DHash :: put (ha.prev,r)
DHash :: put (SHA(ha.key), ha)

Figure 3: L* API: applicationsuse traverse () and
append() to maintaintheir datastructures.

lists.

order () works in three phases. In the rst phase,
order () sortsthe log-headshy the DHashkey of each
log-headhighestkey rst. It thenfetcheghemostrecent
log recordfrom eachlog into anarray R, in the sameor-
der asthelog-heads.In the secondphase,order () it-
eratesthrough R, looking for the most recentlog re-
cordr. BecauseR is orderedby the DHashkeys of the
log-heads,L* essentiallyorderslog recordswith con-
currentversionvectorsbasedon their log-headkeys. In
the third phaseorder () passes to the callbackfunc-
tion. If the callbackfunctiondoesnot stoplog traversal,
order () fetchesr.prev from DHash. order () repeats
thesecondphaseuntil all thelog recordshave beenpro-
cessed.

32 L AP

L* offersasimpleAPI with two proceduresraverse ()

andappend(). An applicationusestraverse () to per

form lookup operationson its datastructure. It con-
structsa responseo eachlookup after traversinglogs.
Applicationsuse append() to appendnew log records
andthenupdatethelog-head.A call to append(), in es-
sencemodi es thedatastructure Figure@ describeshe



traverse () andappend() procedures.

A programtypically modi es a data structureafter
performingalookup. For eachnew log record,append()
usesa versionvector, latest, createdby the previous
traverse () call. latest, maintainedinternally by L*,
capturegshe mostrecentstateof eachparticipantslog.

Becauselog-headfetch requestsarrive at different
DHash seners at different times, when several parti-
cipantsconcurrentlyupdatetheir logs, it is possiblethat
aparticipantscall to traverse () initially includesonly
asubsebf theconcurrentipdatesA shorttime later, an-
othercalltotraverse ()includestheremainingupdates,
but someof which are orderedbeforethe rst subset.
Sectiord describesiow to copewith this brief periodof
inconsisteny.

3.3 Network Partition

In thecaseof anetwork partition, L*'sdesignmaximizes
availability attheexpenseof consisteng by allowing up-
datedo proceedn all partitions.Thisapproaclis similar
to thatof Ficus[7].

L* is not directly aware of partitions,nor doesit dir-
ectly ensurethat every partition hasa completecopy of
all thelogs. Instead,L* dependson DHashto replicate
dataenoughtimes,andin enoughdistinctlocations that
eachpartition is likely to have a completeset of data.
Whetherthis succeedsn practicedependson the sizes
of the partitions, the degree of DHashreplication,and
thetotal numberof DHashblocksinvolvedin anapplic-
ation'sdatastructure . Theparticularcaseof a userinten-
tionally disconnectinga laptop from the network could
be handledby instructingthe laptop's DHashsener to
keepreplicasof all the log-headsandlog records;there
is currently no way to ask DHashto do this. Whena
partition doesnot containall the blocks neededby L*,
L* stopsworking.

When network partitions, DHash does not provide
write-readconsisteng. A get () in onepartitiondoesnot
returnthevaluewritten by aput () in anotherpartition.

After apartitionheals thefactthateachlog-headwas
updatedfrom just one hostpreventscon icts within in-
dividuallogs;it is sufcient for the healedsystento use
the newestversionof eachlog-head.Sectiorld describes
recovery from partitionin moredetail.

4 Consistency

This sectiondescribedow L* maintainsconsistentiata
structures. L* interleares multiple logs deterministic-
ally so that decentralizectlients can agreeon the or-
derof completedupdatesevenif thoseupdateswvereis-

suedconcurrently Whenthe datastructureis quiescent,
L* guaranteeghat clientsagreeon the stateof the data
structure. L* optionally provides mutual exclusion for
applicationghat needto ensureatomicity for multi-step
operationg(e.g. checkingif a le exists, then createit
if it doesnot). Applicationsbene t from beingableto
choosewhich consisteng modelto use;strongconsist-
eng incurshighercostandis typically not necessary
This sectionassumegooperatingDHashsenersand
full network connectvity. Recall that undertheseas-
sumptionsPHashprovideswrite-readconsisteny.

4.1 Ordering of Log Records

An applicationthatusesa singlesener or sener cluster
to maintainits datastructuredependson the sener or
sener clusterfor datastructureconsisteng. Typically,
a single sener executesoperationsserially, thus parti-
cipantscanalwaysagreeon thestateof thedatastructure
after eachoperation. A sener clusteroften guarantees
thatwithin aboundedime, distributedparticipantsagree
on the stateof the datastructure.lt would beimpossible
to maintaindatastructureconsisteng unless* offers
similar guaranteeto its applications.

When multiple participantsarein the middle of up-
dating their logs, it is possible that some calls to
traverse () seesomeof the updateswhile otherssee
a different set of updates. ConsequentlyL* doesnot
guaranteethat participantsseethe sameset of log re-
cords at ary given time. L* ensures,however, that
order () passedog recordsto the callbackfunctionin
the sameorder for every participant. Therefore,parti-
cipantsalwaysagreeon the orderof completedupdates
evenif the updatesvereissuedconcurrently We prove
this propertybelow.

For simplicity, we usez >, y whenorder () passes:
to thecallbackfunctionbeforeit passeg to thecallback
function. We usebig X to referto log recordz's log.
Recallthat, in order (), R[X] containsthe mostrecent
log recordin X thatorder () hasnot passedo thecall-
back. Also recallthat R is sortedbasedon the keys of
thelog-heads.

Lemmal. If x andy aretwolog recodssuc thatz >,
y, thenorder () alwaysordersz >, y.

Proof. Proofby contradiction. Assumethatorder () or-
dersy >, . Thusat somepoint prior to cb(z), y is in
R. We considenwo caseswhenz.head > y.head and
vice versa.For eachcasewe look at how theinnerloop
compare®achof R[i] against- (lines8-13).
First,assumehatz.head > y.head. Whentheinner
loop variable: refersto y's log, theloop hasalreadyex-



aminedz's log, sor >, R[X]. Becausecb(z) hasnot
beencalled,r >, x. Becauser >, v, it is alsothe case
thatr >, y. Hencer # y atthe endof the innerloop.
Thereforey >,. = is impossible Contradiction.

Next, assumehat y.head > z.head. Fory >, =z,
it mustbe that, at somepoint, r = y whenthe inner
loop variable: refersto z'slog. BecauseR[X] >, y as
longasch(z) hasnotbeencalled, R[ X ] replaces asthe
valueof r, aslong ascb(x) hasnotbeencalled.Hencey
cannotbeorderedbeforex. Contradiction. O

Lemma 2. Let z andy be two log recods with con-
currentversionvectos. If order () ordersz >, y, and
y.head > x.head, thenthere existsanotherlog recod
z, sudhthatz >, z andz.head > y.head,andz >, y.

Proof. Becauser >, y, atsomepoint prior to cb(y), x
isin R. Becausey.head > x.head, whentheinnerloop
variablei refersto z'slog, r >, R[Y]. Welook atthree
possiblevaluesof r atthis pointin time.

First,r isfrom Y. Because&b(y) hasnotbeencalled,
it mustbethatr >, y orr isy. In thiscasey >, z, and
hencer # x attheendof theinnerloop. Thus,z cannot
be orderedaheadf y. Contradiction.

If ris notfrom y'slog, eitherr >, y, orr =, y and
r.head > y.head. In theformercasebecause: =, v,
r >, x, andhencer # z atthe endof theinnerloop.
Thusz cannotbe orderedaheadof y. Contradiction.

Finally, we areleft with r.head > y.head andr =, y.
For z >, y to happenat somepoint, x >, r in oneof
the instancef the inner loop beforewe returnto the
rst case.Thusr ts thecriteriafor z. O

Theorem 1. If order () ever orders two log recods
andy asz >, y, thenit cannotordery >, z for any
participantat anytime

Proof. FromLemmall if x >, y ory >, z, thenthe
theoremholds. This proof shavs thatwhenx =, y, the
theoremalsoholds. Without lossof generality assume
y.head > x.head. We will shaw, using proof by con-
tradiction,thatit is impossibleto have bothz >, y and
Y >y .

FromLemmad3 if = >, y, thereexistsanothedog re-
cordz, suchthatx >, z, z >, y, andz.head > y.head.
Becauser >, z, if a participantseesz, it mustalso
seez. Otherwisewe have loss of dataandthe system
halts.fl We examinewhathappensvhenorder () orders
y >, x. Becausey.head > x.head, at somepointin
time,r = y whentheinnerloop variablei refersto z's

1Because log-head writes are not atomic, before the log-head write
that makes z visible completes, it is possible that a participant sees =
but not z. Because x refersto z in z'slog, the participant knows that a
stale version of z'slog has been fetched and re-tries until it sees z.

log. Then,for all w in R suchthatw.head > y.head,
y >, w. Butthis contradictswith the existenceof z,
sincez.head > y.head andz >, y. O

Theorenfllimpliesthatparticipantsagreeontheorder
of completedupdatesevenif theseupdatesvereissued
concurrently Theorenfll alsoimpliesthatafter partition
heals,updatesissuedin separateartitionsare ordered
deterministicallyaswell.

4.2 Relaxed Fetch-Modify Consistency

A commonconsisteng model that distributed systems
useis fetch-modifyconsisteng [5], which totally orders
all fetchesandmodi es on the sameobjectandguaran-
teesthata fetch seegheresultsof all modify operations
orderedoeforeit. traverse () andappend() offer sim-
ilar, but slightly wealer, semantics.

De nition 4. Theissuetime of traverse () iswhenthe
participant issuesthe r st log-headfetch request. The
completiontime of append() is whenthelog-headwrite
completesn append().

De nition 5. A call to append() occurs before a call
to traverse () iff append()'s completiontimeis earlier
thanthetraverse ()'sissuetime

Lemma 3. If a call to append() occurs before a call
to traverse (), thenwhentraverse () calls order (),
order () seesll thelog recodswritten bytheappend().

Proof. Letz betheparticipanthatissuedheappend().
Becauseappend() occurs before traverse (), when
traverse () issuesa fetchrequestor z's log-headz's
log-headhasalreadybeenchangedo point to the new
log records. BecauseDHash offers write-readconsist-
eng, order () seesall the log recordswritten by the

append(). O

Lemmal3 deviatesfrom fetch-modifyconsisteng [5]
becausea call to traverse () may also return log re-
cordsappendedftertheissuetimeof traverse (). Even
worse, becausdog-headfetch requestsarrive at differ-
entDHashsenersat differenttimes,whenmultiple par
ticipantsare in the middle of updatingtheir logs, calls
to traverse () by differentparticipantsmay returndif-
ferentlog records. Many sharedmemorymodelsoffer
similarly weak concurreng semantics:concurrentpro-
cessesnly agreeontheorderof updatesy oneprocess,
but not on the orderof updatesy concurrenprocesses.
L*differsfrom thesemodelsin thatwhile concurrenup-
datesare r st seenat differenttimes, participantsagree
on the orderingof the updates,and thereforethe nal
stateof the datastructure gventually



Theorem 2. If an application usestraverse () and
append() to perform operations on a data structure,

then, with full network connectivity after all updates
havebeencompletedeveryparticipantseesanidentical,
up-to-date stateof the datastructue.

Proof. FromLemma3andTheoren{ll O

In practice differentparticipantsypically updatedif-
ferent partsof the datastructure. If at the application
level theseupdatesdo not conict with a concurrent
lookup (e.g.,the updatemodi es les in a differentdir-
ectory),thenTheoren2 holdsfor thelookup.

TheoremB is adequatewhen operationsthat affect
eachother are issuedserially Applicationsthat need
atomicityfor multi-stepoperationsnustuseZ*'s mutual
exclusionalgorithm.

4.3 Mutual Exclusion

traverse () andappend() do not provide strongcon-
curreny guaranteesk-or example,a call to traverse ()
may not seelog recordswritten by a call to append()
if append() doesnot occurbeforetraverse (). As a
result,concurrentupdatedo the datastructurecantake
placewithout onenoticingthe effectsof the others.This
behaior canresultin non-sequentiadxecutiontraces.
Applicationscancopewith this weakconcurreng se-
manticswith mutual exclusion, also implementedus-
ing traverse () andappend). The mutual exclusion
algorithm usesthree non-datastructurespeci ¢ log re-
cords.A participantappends Prepare log recordto an-
nounceits intentionfor mutualexclusion. The Prepare
speci esahandlethatidenti es a partof the datastruc-
ture. A participanappendsnExclusive logrecordif it
achievesmutualexclusion. Finally, a Cancel log record
cancelghe previousPrepare or Exclusive logrecord.

De nition 6. A Prepare or Exclusive logrecodr in
participanta'slog is invalid iff

1. TherisaCancel logrecod c alsoin a'slog, ¢ >,
r, and ¢ andr identifythe samehandle Or,

2. N second$avepassedsincer was r stseen.

Otherwiser is valid.

The mutualexclusionalgorithmworksin two phases.

In the rst phasea participantz checksif anotherparti-
cipantwantsto or alreadyhasmutualexclusion.If not, z
announceds intentionfor mutualexclusionby append-
ing a Prepare log record. Otherwise x backsoff for a
randomamountof time andre-tries.In thesecondghase,

acquire (handleh)
log record p := null
check_conflict (log record r) f
if (r is a valid Prepare(h) or
Exclusive(h))and r & p
returnl
return0

g

int r := traverse (check_conflict)
if (r=1)
backoff for r seconds, r := (0, 10]
return acquire (h)
p := Prepare(h)
append (p)
r := traverse (check_conflict)

if (r=1)
append (Cancel(h))
backoff for r seconds, r := (0, 10]
return acquire (h)

append (Exclusive(h))

return OK

release (handleh)
append (Cancel(h))

Figure4: Participantsuseacquire () andrelease () to
implementmutual exclusion. acquire () passes call-
backto traverse () thatchecksfor contention.

x checksother participants'logs again. If anotherpar
ticipant wantsto or alreadyhasmutual exclusion, then
x backsoff andre-tries. Otherwise,z achiezesmutual
exclusionand appendsan Exclusive log record. The
mutualexclusionalgorithmassumesynchroty. Thatis,
it doesnotwork if network delay(i.e. lateng/ to DHash
seners)or processinglelay(i.e. lateng of codeprotec-
ted by the mutual exclusion) exceedsN seconds.This
sectionassumegshis is not the case. FigureM presents
thepseudocodef thealgorithm.

The rest of the section describes properties of
acquire () andrelease (). For now, we assumeparti-
cipantsonly updateonepartof thedatastructure Thatis,
Prepare, Exclusive , andCancel usethesamehandle.

Lemma 4. If » and 7’ are log recods of two different
participantssud thatr >, 7/, thenprior to appendr’),
no traverse () call by the sameparticipant calls the
callbadk with r.

Proof. Let z andy be participantswho wroter andr’.
Assumethatprior to appendr’), thereis atraverse ()
call by y that passedr to the callback. Hence after
traverse (), y.latest[x] > r.seq > r.wersion[z]. If



this is true, thenr’ .version|x] > r.wersion[z], which
contradictswith » >, r’. O

Lemmab5. Letx andy betwo participants.Lete, and
e, bex andy'sExclusive recows.If ¢, isalog recod
thatinvalidatese,;, andc, is alog recod thatinvalidates
ey, thenoneandonly oneof thefollowingis true,

1ocp >y €0 24 ¢y >y ey. O,
2. ¢y >y ey >y Cp >y eg.

Proof. It is clearthatc, >, e, andcy, >, e,. We shaw,
using proof by contradiction,thatc, >, e, >, e, is
impossible. Then,by similaragument,c, >, e, >, e,
isimpossibleaswell.

Assumec, >, e, >, e, is possible.Let p, andp,
bethe Prepare recordsfor e, ande,, respectiely. We
look atwhathappensn z's call to acquire ().

From Lemma, we know that, prior to appende,),
neithertraverse () call passed:, to the callback. This
in turnimpliesthatneithertraverse () call passea,, or
py to the callback becaus@therwiseappende,) would
notexecute.

If the traverse () call prior to appende,) did not
passp, to the callback, then the completiontime of
appendp,) must occur after the issue time of that
traverse (). This alsomeansthatthe completiontime
of appendp,) must occur after the completiontime
of appendp,). If this is the case,however, DHash
write-readconsisteng guaranteeshat the traverse ()
call afterappendyp,) passe9,. to the callback. Hence
appende,) would notexecute.Contradiction. O

De nition 7. A critical regionis a sequencef opera-
tions surroundedby calls to acquire () andrelease ()
that protect theseoperations. The critical region ex-
ecutesafter acquire () succeeds.Theduration of the
critical region extendsfromtheissuetime of the r stop-
erationin thesequencéo the completiortime of the last
opefationin thesequence

The following theoremproves that acquire () and
release () provides mutual exclusion for critical re-
gions.

Theorem 3. Assumingnetworkand processingdelays
do not exceedN secondsjf X andY are two critical

regionsprotectedby the samehandle thendurationsof
X andY donotoverlap.

Proof. Let the rst andlastoperationsn X be x, and
x1, andthe rst andlastoperationsn Y bey, andy;.
Let e;, cq, €y, andc, be Exclusive andCancel log
recordshatprotectX andY . Withoutlossof generality

assumer, >, e, >, ¢y >, ey (from Lemmal). This
meansx is issuedafter appende,), andy; is issued
beforeappendc,). Therefore;z isissuedaftery;. O

5 Forking

Sofarthis paperhasfocusedon the semanticof L* as-
sumingDHashprovideswrite-readconsisteng. This as-
sumptionbreaksundertwo scenariosFirst, while cryp-
tographictechniquesreusefulfor checkingintegrity of
datareturnedfrom untrusteddHashseners,they do not
ensurefreshnesof the data. An untrustedsener can
mounta stale-dateaattack[5] by servingan old copy of
alog-headblock. Secondparticipantscanalsoreceve
staledataif they operaten differentnetwork partitions.
We call bothscenariosforking”. This sectiondescribes
how to detectstale-datattacksandhow to recoserfrom
forking.

5.1 Detection

A DHashsener mountsa stale-datattackby servingan
old copy of alog-headblock. To obsene whathappens
during a stale-dataattack,supposeherearethreeparti-
cipants,z, y, and z, andthe participants log-headsh,,
hy, andh eachhassequenc&umber3. This meanghe
mostrecentlog recordin eachlog hassequenc@&umber
2. Lets,, sy, ands, betheDHashsenersthatsene h,,
hy, andh, respectrely. We considerthe following two
cases.

First, supposes, mountsa stale-datattackby giving
b’ to z, whereh’.seq = 2, andh, to y andz. In ef-
fect, s, tricks = into believing that the mostrecentlog
recordwritten by z hassequenceaumberl insteadof
2. While 2 cannotdetectthis attackimmediately the at-
tackis evidentif y appendsa log recordto y's log, and
x subsequentlyetchesanew h,. Becauses, is notma-
licious, h,.prev.version[z] = 2. z thennoticesthat
hy.prev.version|z] # h),.prev.seq.

In generalastale-datattackby somebut notall of the
senerscanbe detectedoy checkingfor inconsistencies
betweenlogs. If log recordsin onelog disagreewith
anotherdog's log-headon the mostrecentlog recordsin
the secondog, the log-headof the secondog is stale.
Becausdog-headwritesarenotatomic,aparticipantcan
also temporarilly fetch stalelog-headsin absenceof a
stale-datattack.

Next, consideran attackthat involves every DHash
sener that storesa log-head. For example,supposes,,,
sy, ands, colludesothats, ands, returnh/, andh; to
z, whereh,.seq = 2 andh; .seq = 2, andthelatestcopy
of h, andh, to x andy, andthats, returnsh’, to x and



y, whereh’ .seq = 2, andthe latestversionof 1. to z.
x, y, and z's logs remainconsistenbecausdhe attack
partitionsall of x andy'supdatedrom z, andvice-versa.
Fortunately suchan attack can be detectedusing out-
of-bandcommunicationsuchase-mailnoti cation after
updatesThis scenarids similarto thatdescribedn [5].

5.2 Recovery

After stale-dataattacksor network partitionmemge, par
ticipantsseeall the log recordswritten during the fork,
but mosthave concurrenversionvectors.L* orderssuch
versionvectorsusingorder (), soparticipantswill agree
onthestateof thedatastructureafterthe partition heals.

Assumingthat a participantwrites only in one par
tition, a data structures meta-data,the set of per
participaniogs,remaingnternallycorrectaftertheparti-
tion heals.Thatis, log recordsthatappeaiin logsbefore
thepartitionor addedduringthe partitionremainaccess-
ible afterthe partition.

At theapplicatiorlevel, however, somepartitionedup-
datesmay have affectedprogramcorrectnessL* leaves
conict detectionand resolutionto the application; it
only noti es theapplicatiorwhenit seedog recordswith
concurrentersionvectors.

6 Experience

We built amulti-userpeerto-peeread-write le system,
Ivy [6], using L*. Eachlvy log recordcontainsinform-
ation abouta single le systemmodi cation. For ex-
ample,a Link log recordcontaininformation suchas
“link le foo into directorybar”. To avoid unneces-
sarycon icts from concurrentupdateshy differentpar
ticipants,lvy log recordscontainthe minimumpossible
information. For example,a Write log recorddescribes
datawritten to a le. EachWrite recordcontainsthe
newly written data,but notthe le' snew lengthor modi-
cation time. Theseattributescannotbe computedcor-
rectly at the time the Write recordis createdsincethe
true stateof the le will only beknown afterall concur
rentupdatesare known. lvy computeghatinformation
incrementallywhentraversingthelogs.

Ivy usestraverse () and append() to implement
most le systemoperations. To answera lookup, Ivy
callstraverse (), stoppingscanninghelog onceit has
gatheredenoughdatato handlethe request. For ex-
ample,to perform a directory listing, Ivy accumulates
all le namesfrom relevant Link log records,taking
morerecentlog recordsthatremove or renameles into
account. lvy modi es the le systemusing append().
Most modify operationsfollow lookups. For example,

create (string n, handle dir)
check_exists (log record r) f
if file or directory named n exists
returnl
return0

g
acquire (dir)
int r := traverse (check_conflict)
if (r=1)
release (dir)
return EXISTS
R := list of log records to create n in dir
append (R)
release (dir)
return OK

Figure 5: Ivy usesmutual exclusionto implement le
creation. Applicationsthencreatelock les to serialize
operationgo thesamele or directory

prior to creatinga new le, Ivy checksif the le exists
already

Ivy implementsmost le systemoperationswithout
mutual exclusion. This designchoice doesnot affect
programcorrectnessvhenusersusetheseoperationgo
modify different les or directories.Concurrenupdates
tothesamele or directory however, mayresultin non-
sequentialkexecutionhistory. For example,if one pro-
gramissuesr enane(f 1, f 2) while anotherprogram
concurrenthyissuesunl i nk( f 1) , bothoperationgnay
succeed. If thesetwo operationsexecutesequentially
onefails. In eithercase however, the le systenremains
consistentjt looks asif the systemcalls were correctly
executedn oneorderor theother

Ivy usesmutualexclusionto implement le anddir-
ectory creation(Figure[d). File and directory creation
requirestrongconcurreng semanticso programscan-
not createduplicate les or directories. Also, applica-
tionscancreatdock les to serializecon icting updates,
suchasthe concurrent enane andunl i nk described
above.

Ivy achievesgood performancelg] throughaggress-
ive client-sidecaching. Eachparticipants lvy software
cacheshe entire stateof the le system. Use of logs
allows Ivy to easilyvalidatean entire cache;if the log-
headshave notchangedincethe cachewasupdatedthe
cacheis up-to-date. A typical lvy operationinvolves
fetching log-headsfrom DHash, fetching new log re-
cords(if any), andthencompletingtheoperatiorentirely
from thelocal cache.



7 Related Work

SpriteLFS [10] represents. le systemasalog of oper

ations,alongwith a snapshobf i-numberto i-nodeloc-

ation mappings. LFS usesa single log managecby a

singlesenerin orderto to speedup smallwrite perform-
ance. L* usesmultiple logs to let multiple participants
updatea datastructurewithout a centralsener or sener

cluster

Existing systemssuchasBayou[[14] andConit [15],
have exploredthe idea of meming operationlogs from
multiple clientsin orderto resole concurrenupdatego
a datastructure. The novel contribution of L* is to use
this ideato implementreal-timeaccesgo a shareddata
structure.

Bayou[14] representghangego a databasasa log
of updates Eachupdateincludesan application-speci ¢
meige procedue to resohe con icts. Eachnodemain-
tainsa local log of all the updatest knows about,both
its own andthoseby othernodes.Nodesoperateprimar
ily in a disconnectednode, and memge logs pairwise
whenthey talk to eachother The log andthe meme
proceduresllow a Bayounodeto re-huild its database
after addingupdatesmadein the pastby other nodes.
As updatesreacha specialprimary node, the primary
nodedecideghe nal andpermanenorderof log entries.
L* differsfrom Bayouin a numberof ways. L*'s per
clientlogsallow nodesto trusteachotherlessthanthey
have to in Bayou. L* usesa distributed algorithm to
orderthe logs, which avoids Bayou's potentially unre-
liable primary node. L* ensureghat updatedeave the
datastructureconsistentyhile Bayoushiftsmuchof this
burdento application-suppliedneme procedures. Fi-
nally, L*'s designfocuseson providing usefulsemantics
to connectectlients,while Bayoufocuseson managing
con icts causedy updategrom disconnectedlients.

TDB [3], S4[13, andPFS|17] useloggingand (for
TDB andPFS)collision-resistanhashego allow modi-
cations by malicioususersor corruptedstoragedevices
to be detectedand (with S4) undone; L* usessimilar
techniques.

8 Conclusion

This paperpresentsL*, a setof techniquesfor main-
taining consistentdatastructuresn DHTs. L* repres-
entsthe dataasa log of operationsn the DHT, with a
separatdog per participant. Participantscommunicate
throughZL* andtheDHT; they donotdirectlytalk to each
otheror ary singlesener. A participantupdateshe data
structureby appendingrecordsto its log; a participant
readsthe currentstateof the datastructureby scanning
the otherparticipants'logs. Log structure,anduseof a
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log for eachparticipantmeanghatconcurrentipdateso
the samedataresultin new log recordsin multiple logs,
ratherthana corrupteddatastructure.

L* interleaves multiple logs deterministicallyso that
decentralizedlientscanagreeontheorderof completed
updatesevenif thoseupdatesvereissuedconcurrently
Whenthe datastructureis quiescentL* guaranteeghat
clientsagreeon the stateof the datastructure. Applic-
ationscanalsoimplementmutualexclusionusing L* to
achieve strongerconcurreng semantics.

We built a multi-userpeerto-peerread-write le sys-
tem, vy, thatusesL* to storeall le systemdataand
meta-data. With aggressie client-side caching, Ivy
achievesgoodperformance.
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