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Abstract

L∗ is a techniquefor building multi-userdistributeddata
structuresout of untrustedpeer-to-peerdistributedhash
tables(DHTs). L∗ usesmultiple logs,onelog perparti-
cipant,to storechangesto thedatastructure.Eachpar-
ticipant �nds databy consultingall logs, but performs
modi�cations by appendingonly to its own log. This
decentralizedstructureallows L∗ to maintainmeta-data
consistency withoutlockingandto isolateusers'changes
from eachother, an appropriatearrangementfor unreli-
ableusers.

ApplicationsuseL∗ to maintainconsistentdatastruc-
tures. L∗ interleaves multiple logs deterministically
so that decentralizedclients can agreeon the order of
completedoperations,even if thoseoperationswereis-
suedconcurrently. When the data structureis quies-
cent,L∗ guaranteesthatclientsagreeon thestateof the
datastructure.L∗ optionallyprovidesmutualexclusion
for applicationsthatneedto ensureatomicity for multi-
stepoperations.TheIvy �le system,built on top of L∗,
demonstratesthatL∗'sconsistency guaranteesareuseful
andcanbeusedandimplementedef�ciently .

1 Introduction

Recentpeer-to-peerdistributed hashtables(DHTs) [1,
9, 11, 4, 16] promise to support a new approachto
certain kinds of network storageapplications. These
DHTs provide a simple API allowing read and write
of key/value pairs (often called blocks). The DHT
typically takes careof �nding a network host to store
eachkey/valuepair; replicatingdatafor availability; and
checkingthat retrieved blocks have not beentampered
with. The DHT interfaceis fairly low level, muchlike
thesectorread/writeinterfaceof a disk drive. Thus,ap-
plicationsoften build complex datastructureson top of
DHTs, with blocks containingpointers(keys) to other
blocks.For example,CFS[1] buildsa �le systemon top

of a DHT, storing each�le anddirectory in a separate
block; a directorycontainsa list of DHT keys referring
to the�les in thedirectory.

While DHTs defendthe availability and integrity of
individual blocksagainstunreliableandmaliciousDHT
nodesandclients,an applicationthat usesa DHT typ-
ically hasadditionalconsistency invariantsthat it would
liketo maintainonthedatastructureit storesin theDHT.
For example, a client crashduring a �le renamein a
DHT-based�le systemshouldnot leave the �le system
in anincorrectstate.Becauseclientsin aDHT-basedap-
plicationtypically manipulatea shareddatastructurein-
dependently(i.e. without sendingoperationsto a single
server or server cluster),an applicationwith concurrent
clientsalsofacesthechallengeof providing consistency
without direct useof serialization. Additionally, peer-
to-peersystemsare often usedin situationswherecli-
entsdo not fully trust eachother; thusanotherproblem
is how to defendagainstclientswho maliciouslydam-
agethe shareddatastructure. Finally, DHTs typically
replicatedatain sucha way thatmultiple partitionsmay
have a completecopy of the datastructureif a network
outageoccurs;thusapplicationsusingDHTsmayexper-
iencecon�icting updatesin differentpartitions.

This paperpresentsL∗, a setof techniquesfor main-
tainingconsistentdatastructuresin DHTs.L∗ represents
thedatastructureasa log of operationsin theDHT, with
a separatelog per client. That is, an applicationusing
L∗ doesnot directly storeits datastructurein theDHT;
instead,thedatastructureis impliedby thehistoryof op-
erationsin thelogs,andL∗ storeslog recordsin theDHT.
ClientscommunicatethroughL∗ andtheDHT; they do
notdirectly talk to eachotheror any singleserver. A cli-
entupdatesthedatastructureby appendingrecordsto its
log; a client readsthecurrentstateof thedatastructure
by scanningall clients' logs. Logging allows clientsto
performcomplex operationsatomicallywith respectto
client failure. Loggingoperations,useof a log for each
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client, anddeterministiclog orderingmeanthatconcur-
rent updatesto the samedataproducesomeacceptable
outcomere�ecting the operations,ratherthana corrup-
teddatastructure.

Theheartof L∗ is its algorithmfor resolvingtheorder
of log recordsin differentclients' logs. This algorithm
deterministicallyproducesa single orderingof log re-
cords. That is, L∗ always choosesthe sameorder for
everytwo log recordsfor all clients.Thispropertymeans
clientsagreeon theorderof completedupdates,even if
thoseupdateswereissuedconcurrently.

At a higherlevel, applicationsusetheL∗ API to im-
plementconsistentdatastructures.Whenthedatastruc-
tureis quiescent,L∗ guaranteesthatclientsagreeon the
stateof the datastructure. L∗ optionally providesmu-
tual exclusionfor applicationsthatneedto ensureatom-
icity for multi-stepoperations.Applicationsbene�t from
being able to choosewhich consistency model to use;
strongconsistency incurshighercostandis typically not
necessary.

We built a multi-userpeer-to-peerread-write�le sys-
tem,Ivy [6], thatusesL∗ to storeall �le systemdataand
meta-data.Theuseof per-participantlogsallows Ivy to
supportconcurrentupdatesto the�le systemwithoutus-
ing locks, andyet still maintainmeta-dataconsistency.
Ivy implementsmost�le systemoperationswithoutmu-
tual exclusion;theonly exceptionsare�le anddirectory
creation. File anddirectorycreationrequiremutualex-
clusionto avoid duplicate�les or directories.Despiteits
useof logs,L∗ makesit easyto build applicationswith
goodperformance;Ivy cachesaggressively, andchecks
thevalidity of thewholecachejust by checkingwhether
any logshavechangedrecently.

Section2 describesDHash,theDHT on which L∗ is
layered. Section 3 describesthe structure of per-
participantlogs andL∗'s API. Section4 describeshow
L∗ maintainsconsistentdatastructures. Section5 de-
scribeshow L∗ dealswith stale-dataattacksfrom ma-
licious DHashserversandnetwork partition. Section6
presentsanexampleuseof L∗ to constructa serverless,
multi-user, read/write�le system. Section7 discusses
relatedwork andSection8 concludes.

2 DHash

L∗ storesall its logs in DHash[1]. DHashis a distrib-
uted peer-to-peerhashtable mappingkeys to arbitrary
values. DHashstoreseachkey/value pair on a set of
Internethostsdeterminedby hashingthe key. This pa-
per refersto a DHashkey/valuepair asa DHashblock.
DHashreplicatesblocks to avoid losing them if nodes
crash.

DHashensurestheintegrity of eachblockwith oneof
two methods.A content-hashblock requirestheblock's
key to be the SHA-1 cryptographichashof the block's
value;thisallowsanyonefetchingtheblock to verify the
valueby ensuringthat its SHA-1 hashmatchesthekey.
A public-keyblock requirestheblock'skey to beapublic
key, andthevalueto be signedusingthecorresponding
privatekey. DHashrefusesto storeavaluewhosehashor
signaturedoesnot matchthekey. L∗ checkstheauthen-
ticity of all datait retrievesfrom DHash. Thesechecks
preventa maliciousor buggyDHashnodefrom forging
data,limiting it to denying the existenceof a block or
producinga stalecopy of a public-key block.

DHashoffersa simpleinterface:put (key,value) and
get (key). L∗ assumesthat, within any given network
partition,DHashprovideswrite-readconsistency; thatis,
if put (k,v) completes,a subsequentget (k) will yield v.
The currentDHashimplementationprovideswrite-read
consistency exceptwhenpartitionsarehealing;however,
potentialsolutionsto this problemexist [2].

DHashassumesthat only onewriter of a public-key
block is active at a time. Eachpublic key block includes
a sequencenumberwhich DHashusesto prevent over-
writing newerdatawith staledata.Furthermore,for con-
currentput (k,v) andget (k), get (k) returnseither the
valuebeforeor afterput (k,v).

L∗ is designedto alsowork with otheruntrustednet-
work storagetechnologieswith similar properties,such
asPAST [11], Tapestry[16], or Kademlia[4].

3 Per-participant Logs

L∗ representsadatastructureusingasetof logs,onelog
per participant. A log describesall of oneparticipant's
changesto the datastructure.Eachparticipantappends
only to its own log, but readsfrom all logs.

L∗ usesDHashcontent-hashblocks to storelog re-
cords. Eachlog recordcontainsthe DHashkey of the
previouslog recordin theparticipant's log. A log record
is immutable;if a log recordwerechanged,its content-
hash,andhenceits DHashkey, would have to changeas
well. L∗ storesthe DHashkey of a participant's most
recentlog recordin a mutableDHashpublic-key block,
calledthelog-head. Thus,a participant's log canalways
be obtainedfrom the key usedto storethe participant's
log-head.Eachuserof adatastructuremayhavemultiple
key pairsandlog-headblocks,onefor eachhostthatthe
useruses.Formally, wede�ne a participantasfollows.

De�nition 1. A participant is an entity with a public-
private key pair and a log-headblock. At mostonein-
stanceof a givenparticipantcanbeactiveat a time.
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Field Use
prev DHash key of next oldest log record
seq per-log sequence number
version version vector
head DHash key of the log-head

Table1: Fieldsin all L∗ log-headobjectsandlog records.

...

view block

log-head

log-head

log records

Figure1: Exampleof a L∗ view andlogs. White boxes
areDHashcontent-hashblocks; gray boxesarepublic-
key blocks.

Table1 describes�elds that appearin log-headsand
log records. The prev �eld containsthe previous re-
cord'sDHashkey. Theseq �eld is anincrementingper-
log sequencenumber. Theversion �eld is aversionvec-
tor [8] thatL∗ usesto decidehow to interleave multiple
logs. Thehead �eld containstheDHashkey of thelog-
head.

Participantsthatshareadatastructureagreeonaview:
thesetof logsthatcomprisethedatastructuremaintained
by that application. A view is storedin a view block,
a DHashcontent-hashblock containingpointersto all
log-headsin the view. A view block with a given key
is immutable;whenadatastructure'sparticipantsdecide
to accepta new participant,they mustall make a con-
sciousdecisionto trust thenew participantandto adopt
a new view block,with a new key, thatincludesthenew
participant's log. The lack of supportfor automatically
addingnew participantto a view is intentional.

L∗ usestheview block key to verify theview block's
contents.Thecontentsarethepublickeys thatnameand
verify the participants'log-heads.A log-headcontains
a content-hashkey that namesandveri�es the mostre-
cent log record. It is this reasoningthat allows L∗ to
verify it hasretrieved correctlog recordsfrom the un-
trustedDHashstoragesystem.Figure1 summarizesthe
structureof per-participantlogsandview block.

L∗ provides an API that applicationsuse to access
logs. A participantmodi�es the datastructureby ap-
pendingnew log recordsto its log, then changingthe

log-headto point to the newest log record. Multiple
participantscan modify the datastructureconcurrently
without acquiringlocks; eachparticipantonly modi�es
its own log-head.A participantconstructsa responseto
a queryon thedatastructureby readingall the logs. To
avoid the expenseof repeatedlyreadingthe whole log,
participantscancreatesnapshotssummarizingthe data
structure.

L∗ needsto imposeanorderon log recordsfrom dif-
ferent logs. The order should obey causality(i.e. if
an updateA completesbeforeanotherupdateB, A is
orderedearlier than B) and shouldbe the samefor all
participants,even for concurrentlycreatedlog records.
L∗ createssuchanorderusingtheversionvectorin each
log record.

3.1 Combining Logs

Eachlog recordincludestwo piecesof informationthat
arelaterusedto ordertherecord.Theseq �eld contains
anumericallyincreasingsequencenumber;eachlog sep-
aratelynumbersits recordsfrom zero.Theversion �eld
is a versionvector. A log recordr's versionvector re-
cordspointersto themostrecentrecordin eachlog at the
time thatr wascreated.

Eachvectorcontainsa tuple (u,v) for eachlog in the
view (including the participant's own log). u is the
DHashkey of the log-headof the log beingdescribed,
andv is theDHashkey of that log's mostrecentrecord
at thetimetheversionvectoris created.L∗ savesDHash
keys ratherthanjust sequencenumberssoit canrecover
from corruptedlogsandfrom amaliciousparticipantret-
roactively changingits log by pointing its log-headat a
newly-constructedlog. For simplicity, therestof thispa-
perreplacesu with thenameof theparticipantandv with
a numericvaluethat refersto thesequencenumbercon-
tainedin therecordpointedto by a tuple.

De�nition 2. For a version vectorx and participant i,
x[i] is eitherthesequencenumberrecordedin x for par-
ticipant i' s log, or 0 if i doesnotappearin x.

De�nition 3. Version vector comparison: If x and y

are two versionvectors, thenx >v y iff for everyparti-
cipanti, x[i] ≥ y[i], andthereexistsa participantj such
that x[j] > y[j]. x andy are concurrent,or x ≈v y, if
x ≯v y andy ≯v x. x ≥v y iff x >v y, or x is y, or
x ≈v y.

For simplicity, for two log recordsr ands, this paper
usesr >v s, r ≥v s, andr ≈v s to expressionrelation-
shipbetweentheir versionvectors.For example,r >v s

is shortfor r.version >v s.version.
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order (list of log-heads H , callback cb)
list of log records R

sort H in decreasing order by DHash key
for (i := 0; i < H.size (); i++)

R[i] := DHash :: get (H[i].prev)
for (;;)

int latest

log record r := nil
8 for (i := 0; i < R.size (); i++)
9 if (R[i] = nil)
10 continue
11 if (r = nil OR R[i] >v r)
12 r := R[i]
13 latest := i

if (r = nil)
break

else
int retv := cb (r)
if (retv 6= 0)

return retv

if (r.prev = nil)
R[i] := nil

else
R[i] := DHash :: get (r.prev)
if (R[i] = nil)

fatal (“cannot load block”)
return 0

Figure 2: order () interleaves multiple logs in re-
verseorder, starting with the most recent log record.
order () callsapplicationcallbacksfor eachlog record.

Becausea log recordcontainsonly a pointer to the
next oldestlog record,L∗ traverseseachlog in reverse
chronologicalorder, startingfrom themostrecentlog re-
cord. An applicationsusesL∗ to readthelogsrecordby
recorduntil it �nds theinformationit needs.

L∗ orderslog recordsbasedon causality. If two log
recordsr and s have versionvectorsr >v s, then s

musthavebeenin aparticipant'slog whenr wascreated.
Thus>v re�ects thecausalitybetweenthesetwo log re-
cords.Whenparticipantsupdatetheir logsconcurrently,
the new log recordscontainconcurrentversionvectors.
An applicationmusttoleratewhateverorderL∗ chooses
to imposeon concurrentlog records,but theapplication
may dependon L∗ alwaysorderingany two recordsin
thesameway for all theparticipants.Figure2 describes
theorder () procedurethat,givena list of log-heads,in-
terleavesmultiple logsin reverseorder, startingwith the
mostrecentlog record.order () takesin acallbackfunc-
tion from theapplication;order () callsthis functionfor
every log record. order () is similar to merging sorted

version vector latest // local to each participant
traverse (callback cb)

version vector v

list of log-heads H

for each participant i 2 the current view
hi := DHash :: get (i.key)
v[i] := hi .seq � 1
H.push back (hi )

if (v >v latest)
latest := v

return order (H, cb)

append (log-head ha , list of log records R)
for each r 2 R

r.seq := ha .seq

r.version := latest

r.prev := ha .prev

r.head := ha .head

ha .seq := ha .seq + 1
ha .prev := SHA(r)
latest[a] := ha .seq � 1
DHash :: put (ha .prev, r)

DHash :: put (SHA(ha .key), ha )

Figure 3: L∗ API: applicationsuse traverse () and
append() to maintaintheirdatastructures.

lists.
order () works in three phases. In the �rst phase,

order () sortsthe log-headsby the DHashkey of each
log-head,highestkey �rst. It thenfetchesthemostrecent
log recordfrom eachlog into anarrayR, in thesameor-
der as the log-heads.In the secondphase,order () it-
eratesthroughR, looking for the most recentlog re-
cordr. BecauseR is orderedby theDHashkeys of the
log-heads,L∗ essentiallyorderslog recordswith con-
currentversionvectorsbasedon their log-headkeys. In
the third phase,order () passesr to the callbackfunc-
tion. If thecallbackfunctiondoesnot stoplog traversal,
order () fetchesr.prev from DHash. order () repeats
thesecondphaseuntil all thelog recordshavebeenpro-
cessed.

3.2 L � API

L∗ offersasimpleAPI with twoprocedures,traverse ()
andappend(). An applicationusestraverse () to per-
form lookup operationson its data structure. It con-
structsa responseto eachlookup after traversinglogs.
Applicationsuseappend() to appendnew log records
andthenupdatethelog-head.A call to append(), in es-
sence,modi�es thedatastructure.Figure3 describesthe
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traverse () andappend() procedures.
A programtypically modi�es a data structureafter

performingalookup.For eachnew log record,append()
usesa version vector, latest, createdby the previous
traverse () call. latest, maintainedinternally by L∗,
capturesthemostrecentstateof eachparticipant's log.

Becauselog-headfetch requestsarrive at different
DHash servers at different times, when several parti-
cipantsconcurrentlyupdatetheir logs,it is possiblethat
a participant'scall to traverse () initially includesonly
asubsetof theconcurrentupdates.A shorttimelater, an-
othercall to traverse () includestheremainingupdates,
but someof which are orderedbeforethe �rst subset.
Section4 describeshow to copewith thisbrief periodof
inconsistency.

3.3 Network Partition

In thecaseof anetworkpartition,L∗'sdesignmaximizes
availability at theexpenseof consistency by allowing up-
datesto proceedin all partitions.Thisapproachis similar
to thatof Ficus[7].

L∗ is not directly awareof partitions,nor doesit dir-
ectly ensurethatevery partitionhasa completecopy of
all the logs. Instead,L∗ dependson DHashto replicate
dataenoughtimes,andin enoughdistinct locations,that
eachpartition is likely to have a completeset of data.
Whetherthis succeedsin practicedependson the sizes
of the partitions,the degreeof DHashreplication,and
thetotal numberof DHashblocksinvolvedin anapplic-
ation'sdatastructure.Theparticularcaseof auserinten-
tionally disconnectinga laptopfrom the network could
be handledby instructingthe laptop's DHashserver to
keepreplicasof all the log-headsandlog records;there
is currently no way to ask DHashto do this. When a
partition doesnot containall the blocksneededby L∗,
L∗ stopsworking.

When network partitions, DHash does not provide
write-readconsistency. A get () in onepartitiondoesnot
returnthevaluewrittenby a put () in anotherpartition.

After a partitionheals,thefactthateachlog-headwas
updatedfrom just onehostpreventscon�icts within in-
dividual logs; it is suf�cient for thehealedsystemto use
thenewestversionof eachlog-head.Section5 describes
recovery from partitionin moredetail.

4 Consistency

This sectiondescribeshow L∗ maintainsconsistentdata
structures. L∗ interleaves multiple logs deterministic-
ally so that decentralizedclients can agreeon the or-
derof completedupdates,evenif thoseupdateswereis-

suedconcurrently. Whenthedatastructureis quiescent,
L∗ guaranteesthat clientsagreeon thestateof the data
structure. L∗ optionally providesmutualexclusion for
applicationsthatneedto ensureatomicity for multi-step
operations(e.g. checkingif a �le exists, thencreateit
if it doesnot). Applicationsbene�t from beingableto
choosewhich consistency modelto use;strongconsist-
ency incurshighercostandis typically notnecessary.

This sectionassumescooperatingDHashserversand
full network connectivity. Recall that under theseas-
sumptions,DHashprovideswrite-readconsistency.

4.1 Ordering of Log Records

An applicationthatusesa singleserver or server cluster
to maintain its datastructuredependson the server or
server clusterfor datastructureconsistency. Typically,
a single server executesoperationsserially, thus parti-
cipantscanalwaysagreeonthestateof thedatastructure
after eachoperation. A server clusteroften guarantees
thatwithin aboundedtime,distributedparticipantsagree
on thestateof thedatastructure.It would beimpossible
to maintaindatastructureconsistency unlessL∗ offers
similarguaranteesto its applications.

When multiple participantsare in the middle of up-
dating their logs, it is possible that some calls to
traverse () seesomeof the updates,while otherssee
a different set of updates. Consequently, L∗ doesnot
guaranteethat participantsseethe sameset of log re-
cords at any given time. L∗ ensures,however, that
order () passeslog recordsto the callbackfunction in
the sameorder for every participant. Therefore,parti-
cipantsalwaysagreeon theorderof completedupdates
even if theupdateswereissuedconcurrently. We prove
this propertybelow.

For simplicity, weusex >r y whenorder () passesx
to thecallbackfunctionbeforeit passesy to thecallback
function. We usebig X to refer to log recordx's log.
Recall that, in order (), R[X ] containsthe mostrecent
log recordin X thatorder () hasnot passedto thecall-
back. Also recall that R is sortedbasedon the keys of
thelog-heads.

Lemma 1. If x andy aretwolog recordssuch thatx >v

y, thenorder () alwaysordersx >r y.

Proof. Proofby contradiction.Assumethatorder () or-
dersy >r x. Thusat somepoint prior to cb(x), y is in
R. We considertwo cases,whenx.head > y.head and
vice versa.For eachcase,we look at how theinnerloop
compareseachof R[i] againstr (lines8-13).

First, assumethatx.head > y.head. Whenthe inner
loop variablei refersto y's log, theloop hasalreadyex-
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aminedx's log, so r ≥v R[X ]. Becausecb(x) hasnot
beencalled,r ≥v x. Becausex >v y, it is alsothecase
that r ≥v y. Hencer 6= y at theendof the inner loop.
Thereforey >r x is impossible.Contradiction.

Next, assumethat y.head > x.head. For y >r x,
it must be that, at somepoint, r = y when the inner
loop variablei refersto x's log. BecauseR[X ] >v y as
longascb(x) hasnotbeencalled,R[X ] replacesy asthe
valueof r, aslongascb(x) hasnotbeencalled.Hencey
cannotbeorderedbeforex. Contradiction.

Lemma 2. Let x and y be two log records with con-
currentversionvectors. If order () orders x >r y, and
y.head > x.head, thenthere existsanotherlog record
z, such thatx >v z andz.head > y.head, andz ≥v y.

Proof. Becausex >r y, at somepoint prior to cb(y), x

is in R. Becausey.head > x.head, whentheinnerloop
variablei refersto x's log, r ≥v R[Y ]. We look at three
possiblevaluesof r at this point in time.

First,r is from Y . Becausecb(y) hasnot beencalled,
it mustbethatr >v y or r is y. In thiscase,r ≥v x, and
hencer 6= x at theendof theinnerloop. Thus,x cannot
beorderedaheadof y. Contradiction.

If r is not from y's log, eitherr >v y, or r ≈v y and
r.head > y.head. In the formercase,becausex ≈v y,
r ≥v x, andhencer 6= x at the endof the inner loop.
Thusx cannotbeorderedaheadof y. Contradiction.

Finally, weareleft with r.head > y.head andr ≈v y.
For x >r y to happenat somepoint, x >v r in oneof
the instancesof the inner loop beforewe return to the
�rst case.Thusr �ts thecriteriafor z.

Theorem 1. If order () ever orders two log records x

and y as x >r y, thenit cannotorder y >r x for any
participantat anytime.

Proof. From Lemma1, if x >v y or y >v x, thenthe
theoremholds.This proof shows thatwhenx ≈v y, the
theoremalsoholds. Without lossof generality, assume
y.head > x.head. We will show, usingproof by con-
tradiction,that it is impossibleto have bothx >r y and
y >r x.

FromLemma2, if x >r y, thereexistsanotherlog re-
cordz, suchthatx >v z, z ≥v y, andz.head > y.head.
Becausex >v z, if a participantseesx, it must also
seez. Otherwisewe have lossof dataand the system
halts.1 We examinewhathappenswhenorder () orders
y >r x. Becausey.head > x.head, at somepoint in
time, r = y whenthe inner loop variablei refersto x's

1Because log-head writes are not atomic, before the log-head write
that makes z visible completes, it is possible that a participant sees x

but not z. Because x refers to z in z’s log, the participant knows that a
stale version of z’s log has been fetched and re-tries until it sees z.

log. Then,for all w in R suchthatw.head > y.head,
y >v w. But this contradictswith the existenceof z,
sincez.head > y.head andz ≥v y.

Theorem1 impliesthatparticipantsagreeontheorder
of completedupdates,evenif theseupdateswereissued
concurrently. Theorem1 alsoimpliesthatafterpartition
heals,updatesissuedin separatepartitionsare ordered
deterministicallyaswell.

4.2 Relaxed Fetch-Modify Consistency

A commonconsistency model that distributed systems
useis fetch-modifyconsistency [5], which totally orders
all fetchesandmodi�es on thesameobjectandguaran-
teesthata fetchseestheresultsof all modify operations
orderedbeforeit. traverse () andappend() offer sim-
ilar, but slightly weaker, semantics.

De�nition 4. Theissuetime of traverse () is whenthe
participant issuesthe �r st log-headfetch request. The
completiontime of append() is whenthelog-headwrite
completesin append().

De�nition 5. A call to append() occurs before a call
to traverse () iff append()' s completiontimeis earlier
thanthetraverse ()' s issuetime.

Lemma 3. If a call to append() occurs before a call
to traverse (), thenwhentraverse () calls order (),
order () seesall thelog recordswrittenbytheappend().

Proof. Let x betheparticipantthatissuedtheappend().
Becauseappend() occurs before traverse (), when
traverse () issuesa fetch requestfor x's log-head,x's
log-headhasalreadybeenchangedto point to the new
log records. BecauseDHashoffers write-readconsist-
ency, order () seesall the log recordswritten by the
append().

Lemma3 deviatesfrom fetch-modifyconsistency [5]
becausea call to traverse () may also return log re-
cordsappendedaftertheissuetimeof traverse (). Even
worse,becauselog-headfetch requestsarrive at differ-
entDHashserversat differenttimes,whenmultiple par-
ticipantsare in the middle of updatingtheir logs, calls
to traverse () by differentparticipantsmay returndif-
ferent log records. Many sharedmemorymodelsoffer
similarly weakconcurrency semantics:concurrentpro-
cessesonly agreeontheorderof updatesby oneprocess,
but not on theorderof updatesby concurrentprocesses.
L∗differsfrom thesemodelsin thatwhile concurrentup-
datesare�r st seenat differenttimes,participantsagree
on the orderingof the updates,and thereforethe �nal
stateof thedatastructure,eventually.
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Theorem 2. If an application usestraverse () and
append() to perform operations on a data structure,
then, with full network connectivity, after all updates
havebeencompleted,everyparticipantseesanidentical,
up-to-date, stateof thedatastructure.

Proof. FromLemma3 andTheorem1.

In practice,differentparticipantstypically updatedif-
ferent partsof the datastructure. If at the application
level theseupdatesdo not con�ict with a concurrent
lookup (e.g.,theupdatemodi�es �les in a differentdir-
ectory),thenTheorem2 holdsfor thelookup.

Theorem2 is adequatewhen operationsthat affect
eachother are issuedserially. Applications that need
atomicityfor multi-stepoperationsmustuseL∗'smutual
exclusionalgorithm.

4.3 Mutual Exclusion

traverse () and append() do not provide strongcon-
currency guarantees.For example,a call to traverse ()
may not seelog recordswritten by a call to append()
if append() doesnot occur beforetraverse (). As a
result,concurrentupdatesto the datastructurecantake
placewithoutonenoticingtheeffectsof theothers.This
behavior canresultin non-sequentialexecutiontraces.

Applicationscancopewith this weakconcurrency se-
manticswith mutual exclusion, also implementedus-
ing traverse () and append(). The mutual exclusion
algorithmusesthreenon-datastructurespeci�c log re-
cords.A participantappendsaPrepare log recordto an-
nounceits intentionfor mutualexclusion.ThePrepare
speci�esa handlethat identi�es a partof thedatastruc-
ture.A participantappendsanExclusive log recordif it
achievesmutualexclusion.Finally, a Cancel log record
cancelsthepreviousPrepare or Exclusive log record.

De�nition 6. A Prepare or Exclusive log record r in
participanta' s log is invalid iff

1. There is a Cancel log record c alsoin a' s log, c >v

r, andc andr identifythesamehandle. Or,

2. N secondshavepassedsincer was�r st seen.

Otherwise, r is valid.

Themutualexclusionalgorithmworks in two phases.
In the�rst phase,a participantx checksif anotherparti-
cipantwantsto or alreadyhasmutualexclusion.If not,x
announcesits intentionfor mutualexclusionby append-
ing a Prepare log record. Otherwise,x backsoff for a
randomamountof timeandre-tries.In thesecondphase,

acquire (handle h)
log record p := null

check conflict (log record r) f
if (r is a valid Prepare(h) or
Exclusive(h)) and r 6= p

return 1
return 0

g
int r := traverse (check conflict)
if (r = 1)

backoff for r seconds, r := (0, 10]
return acquire (h)

p := Prepare(h)
append (p)
r := traverse (check conflict)
if (r = 1)

append (Cancel(h))
backoff for r seconds, r := (0, 10]
return acquire (h)

append (Exclusive(h))
return OK

release (handle h)
append (Cancel(h))

Figure4: Participantsuseacquire () andrelease () to
implementmutualexclusion. acquire () passesa call-
backto traverse () thatchecksfor contention.

x checksotherparticipants'logs again. If anotherpar-
ticipant wantsto or alreadyhasmutualexclusion, then
x backsoff andre-tries. Otherwise,x achievesmutual
exclusionandappendsan Exclusive log record. The
mutualexclusionalgorithmassumessynchrony. Thatis,
it doesnot work if network delay(i.e. latency to DHash
servers)or processingdelay(i.e. latency of codeprotec-
ted by the mutualexclusion)exceedsN seconds.This
sectionassumesthis is not the case. Figure 4 presents
thepseudocodeof thealgorithm.

The rest of the section describes properties of
acquire () andrelease (). For now, we assumeparti-
cipantsonlyupdateonepartof thedatastructure.Thatis,
Prepare, Exclusive , andCancel usethesamehandle.

Lemma 4. If r and r′ are log records of two different
participantssuch thatr >v r′, thenprior to append(r′),
no traverse () call by the sameparticipant calls the
callback with r.

Proof. Let x andy be participantswho wrote r andr′.
Assumethatprior to append(r′), thereis a traverse ()
call by y that passedr to the callback. Henceafter
traverse (), y.latest[x] ≥ r.seq > r.version[x]. If
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this is true, then r′.version[x] > r.version[x], which
contradictswith r >v r′.

Lemma 5. Let x andy betwo participants.Let ex and
ey bex andy' sExclusive records. If cx is a log record
that invalidatesex, andcy is a log record that invalidates
ey, thenoneandonlyoneof thefollowing is true,

1. cx >v ex ≥v cy >v ey. Or,

2. cy >v ey ≥v cx >v ex.

Proof. It is clearthatcx >v ex andcy >v ey. We show,
usingproof by contradiction,that cy >v ex ≥v ey is
impossible.Then,by similar argument,cx >v ey ≥v ex

is impossibleaswell.
Assumecy >v ex ≥v ey is possible.Let px andpy

bethePrepare recordsfor ex andey, respectively. We
look at whathappensin x's call to acquire ().

From Lemma4, we know that, prior to append(ex),
neithertraverse () call passedcy to thecallback.This
in turn impliesthatneithertraverse () call passedey or
py to thecallback,becauseotherwiseappend(ex) would
notexecute.

If the traverse () call prior to append(ex) did not
passpy to the callback, then the completion time of
append(py) must occur after the issue time of that
traverse (). This alsomeansthat thecompletiontime
of append(py) must occur after the completion time
of append(px). If this is the case,however, DHash
write-readconsistency guaranteesthat the traverse ()
call after append(py) passespx to the callback. Hence
append(ey) would notexecute.Contradiction.

De�nition 7. A critical region is a sequenceof opera-
tionssurroundedby calls to acquire () andrelease ()
that protect theseoperations. The critical region ex-
ecutesafter acquire () succeeds.Theduration of the
critical regionextendsfromtheissuetimeof the�r st op-
eration in thesequenceto thecompletiontimeof thelast
operation in thesequence.

The following theoremproves that acquire () and
release () provides mutual exclusion for critical re-
gions.

Theorem 3. Assumingnetworkand processingdelays
do not exceedN seconds,if X and Y are two critical
regionsprotectedby thesamehandle, thendurationsof
X andY donotoverlap.

Proof. Let the �rst andlast operationsin X be x0 and
x1, andthe �rst andlast operationsin Y be y0 andy1.
Let ex, cx, ey, and cy be Exclusive andCancel log
recordsthatprotectX andY . Without lossof generality,

assumecx >v ex ≥v cy >v ey (from Lemma5). This
meansx0 is issuedafter append(ex), and y1 is issued
beforeappend(cy). Therefore,x0 is issuedaftery1.

5 Forking

Sofar this paperhasfocusedon thesemanticsof L∗ as-
sumingDHashprovideswrite-readconsistency. Thisas-
sumptionbreaksundertwo scenarios.First, while cryp-
tographictechniquesareusefulfor checkingintegrity of
datareturnedfrom untrustedDHashservers,they do not
ensurefreshnessof the data. An untrustedserver can
mounta stale-dataattack[5] by servingan old copy of
a log-headblock. Second,participantscanalsoreceive
staledataif they operatein differentnetwork partitions.
We call bothscenarios“forking”. This sectiondescribes
how to detectstale-dataattacksandhow to recover from
forking.

5.1 Detection

A DHashservermountsastale-dataattackby servingan
old copy of a log-headblock. To observe whathappens
duringa stale-dataattack,supposetherearethreeparti-
cipants,x, y, andz, andthe participant's log-headshx,
hy, andhz eachhassequencenumber3. Thismeansthe
mostrecentlog recordin eachlog hassequencenumber
2. Let sx, sy, andsz betheDHashserversthatservehx,
hy, andhz, respectively. We considerthefollowing two
cases.

First, supposesz mountsa stale-dataattackby giving
h′

z
to x, whereh′

z
.seq = 2, andhz to y andz. In ef-

fect, sz tricks x into believing that the most recentlog
recordwritten by z hassequencenumber1 insteadof
2. While x cannotdetectthis attackimmediately, theat-
tack is evident if y appendsa log recordto y's log, and
x subsequentlyfetchesa new hy. Becausesy is not ma-
licious, hy.prev.version[z] = 2. x then noticesthat
hy.prev.version[z] 6= h′

z
.prev.seq.

In general,astale-dataattackbysomebut notall of the
serverscanbe detectedby checkingfor inconsistencies
betweenlogs. If log recordsin one log disagreewith
anotherlog's log-headon themostrecentlog recordsin
the secondlog, the log-headof the secondlog is stale.
Becauselog-headwritesarenotatomic,aparticipantcan
also temporarilly fetch stale log-headsin absenceof a
stale-dataattack.

Next, consideran attack that involves every DHash
server that storesa log-head.For example,supposesx,
sy, andsz colludesothatsx andsy returnh′

x
andh′

y
to

z, whereh′

x
.seq = 2 andh′

y
.seq = 2, andthelatestcopy

of hx andhy to x andy, andthatsz returnsh′

z
to x and
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y, whereh′

z
.seq = 2, andthe latestversionof hz to z.

x, y, andz's logs remainconsistentbecausethe attack
partitionsall of x andy'supdatesfrom z, andvice-versa.
Fortunately, suchan attackcan be detectedusing out-
of-bandcommunication,suchase-mailnoti�cation after
updates.Thisscenariois similar to thatdescribedin [5].

5.2 Recovery

After stale-dataattacksor network partitionmerge,par-
ticipantsseeall the log recordswritten during the fork,
but mosthaveconcurrentversionvectors.L∗ orderssuch
versionvectorsusingorder (), soparticipantswill agree
on thestateof thedatastructureafterthepartitionheals.

Assumingthat a participantwrites only in one par-
tition, a data structure's meta-data,the set of per-
participantlogs,remainsinternallycorrectaftertheparti-
tion heals.Thatis, log recordsthatappearin logsbefore
thepartitionor addedduringthepartitionremainaccess-
ible afterthepartition.

At theapplicationlevel,however, somepartitionedup-
datesmayhave affectedprogramcorrectness.L∗ leaves
con�ict detectionand resolutionto the application; it
onlynoti�es theapplicationwhenit seeslog recordswith
concurrentversionvectors.

6 Experience

Webuilt amulti-userpeer-to-peerread-write�le system,
Ivy [6], usingL∗. EachIvy log recordcontainsinform-
ation abouta single �le systemmodi�cation. For ex-
ample,a Link log recordcontain information suchas
“link �le foo into directorybar”. To avoid unneces-
sarycon�icts from concurrentupdatesby differentpar-
ticipants,Ivy log recordscontaintheminimumpossible
information.For example,a Write log recorddescribes
datawritten to a �le. EachWrite recordcontainsthe
newly writtendata,but not the�le' snew lengthor modi-
�cation time. Theseattributescannotbe computedcor-
rectly at the time theWrite recordis created,sincethe
truestateof the�le will only beknown afterall concur-
rent updatesareknown. Ivy computesthat information
incrementallywhentraversingthelogs.

Ivy uses traverse () and append() to implement
most �le systemoperations. To answera lookup, Ivy
calls traverse (), stoppingscanningthe log onceit has
gatheredenoughdata to handle the request. For ex-
ample, to perform a directory listing, Ivy accumulates
all �le namesfrom relevant Link log records,taking
morerecentlog recordsthatremoveor rename�les into
account. Ivy modi�es the �le systemusingappend().
Most modify operationsfollow lookups. For example,

create (string n, handle dir)
check exists (log record r) f

if file or directory named n exists
return 1

return 0
g
acquire (dir)
int r := traverse (check conflict)
if (r = 1)

release (dir)
return EXISTS

R := list of log records to create n in dir

append (R)
release (dir)
return OK

Figure 5: Ivy usesmutual exclusion to implement�le
creation.Applicationsthencreatelock �les to serialize
operationsto thesame�le or directory.

prior to creatinga new �le, Ivy checksif the �le exists
already.

Ivy implementsmost �le systemoperationswithout
mutual exclusion. This designchoicedoesnot affect
programcorrectnesswhenusersusetheseoperationsto
modify different�les or directories.Concurrentupdates
to thesame�le or directory, however, mayresultin non-
sequentialexecutionhistory. For example,if one pro-
gramissuesrename(f1,f2) while anotherprogram
concurrentlyissuesunlink(f1), bothoperationsmay
succeed. If thesetwo operationsexecutesequentially,
onefails. In eithercase,however, the�le systemremains
consistent;it looks asif thesystemcalls werecorrectly
executedin oneorderor theother.

Ivy usesmutualexclusionto implement�le anddir-
ectory creation(Figure 5). File and directory creation
requirestrongconcurrency semanticsso programscan-
not createduplicate�les or directories. Also, applica-
tionscancreatelock �les to serializecon�icting updates,
suchastheconcurrentrename andunlink described
above.

Ivy achievesgoodperformance[6] throughaggress-
ive client-sidecaching. Eachparticipant's Ivy software
cachesthe entire stateof the �le system. Use of logs
allows Ivy to easilyvalidatean entirecache;if the log-
headshavenotchangedsincethecachewasupdated,the
cacheis up-to-date. A typical Ivy operationinvolves
fetching log-headsfrom DHash, fetching new log re-
cords(if any), andthencompletingtheoperationentirely
from thelocal cache.
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7 Related Work

SpriteLFS [10] representsa �le systemasa log of oper-
ations,alongwith a snapshotof i-numberto i-nodeloc-
ation mappings. LFS usesa single log managedby a
singleserver in orderto to speedupsmallwrite perform-
ance. L∗ usesmultiple logs to let multiple participants
updatea datastructurewithout a centralserver or server
cluster.

Existingsystems,suchasBayou[14] andConit [15],
have explored the ideaof merging operationlogs from
multipleclientsin orderto resolveconcurrentupdatesto
a datastructure.The novel contribution of L∗ is to use
this ideato implementreal-timeaccessto a shareddata
structure.

Bayou[14] representschangesto a databaseasa log
of updates.Eachupdateincludesanapplication-speci�c
merge procedure to resolve con�icts. Eachnodemain-
tainsa local log of all the updatesit knows about,both
its own andthoseby othernodes.Nodesoperateprimar-
ily in a disconnectedmode, and merge logs pairwise
when they talk to eachother. The log and the merge
proceduresallow a Bayounodeto re-build its database
after addingupdatesmadein the pastby other nodes.
As updatesreacha specialprimary node, the primary
nodedecidesthe�nal andpermanentorderof log entries.
L∗ differs from Bayouin a numberof ways. L∗'s per-
client logsallow nodesto trusteachotherlessthanthey
have to in Bayou. L∗ usesa distributed algorithm to
order the logs, which avoids Bayou's potentially unre-
liable primary node. L∗ ensuresthat updatesleave the
datastructureconsistent,while Bayoushiftsmuchof this
burden to application-suppliedmerge procedures. Fi-
nally, L∗'sdesignfocusesonproviding usefulsemantics
to connectedclients,while Bayoufocuseson managing
con�icts causedby updatesfrom disconnectedclients.

TDB [3], S4 [13], andPFS[12] useloggingand(for
TDB andPFS)collision-resistanthashesto allow modi-
�cations by malicioususersor corruptedstoragedevices
to be detectedand (with S4) undone;L∗ usessimilar
techniques.

8 Conclusion

This paperpresentsL∗, a set of techniquesfor main-
taining consistentdatastructuresin DHTs. L∗ repres-
entsthe dataasa log of operationsin the DHT, with a
separatelog per participant. Participantscommunicate
throughL∗ andtheDHT; they donotdirectlytalk to each
otheror any singleserver. A participantupdatesthedata
structureby appendingrecordsto its log; a participant
readsthe currentstateof thedatastructureby scanning
theotherparticipants'logs. Log structure,anduseof a

log for eachparticipant,meansthatconcurrentupdatesto
thesamedataresultin new log recordsin multiple logs,
ratherthana corrupteddatastructure.

L∗ interleavesmultiple logs deterministicallyso that
decentralizedclientscanagreeontheorderof completed
updates,evenif thoseupdateswereissuedconcurrently.
Whenthedatastructureis quiescent,L∗ guaranteesthat
clientsagreeon the stateof the datastructure.Applic-
ationscanalsoimplementmutualexclusionusingL∗ to
achievestrongerconcurrency semantics.

We built a multi-userpeer-to-peerread-write�le sys-
tem, Ivy, that usesL∗ to storeall �le systemdataand
meta-data. With aggressive client-side caching, Ivy
achievesgoodperformance.
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