Performance of Multihop Wireless Networks:
Shortest Path is Not Enough

Douglas S. J. De Couto Daniel Aguayo Benjamin A. Chambers

Robert Morris

M.I.T. Laboratory for Computer Science
f decouto, aguayo, bac, rtmg@Ics.mit.edu

Abstract

Existingwirelessadhocroutingprotocolstypically nd routeswith
the minimum hop-count. This paperpresentsexperimentalevi-
dencefrom two wirelesstest-bedsvhich shavs thatthereareusu-
ally multiple minimum hop-countpaths,mary of which have poor
throughput As aresult,minimum-hop-countoutingoftenchooses
routesthat have signi cantly lesscapacitythanthe bestpathsthat
existin thenetwork. Much of thereasorfor thisis thatmary of the
radiolinks betweemodeshave lossrateslow enoughthattherout-
ing protocolis willing to usethem,but high enoughthat much of
the capacityis consumedy retransmissionsTheseobsenrations
suggestthat more attentionbe paid to link quality when choos-
ing ad hocroutes;the paperpresentsneasuredink characteristics
likely to beusefulin devising a betterpathquality metric.

1. Intr oduction

Ad hoc networking has grown into a large and diverse eld of

researchwhich spanstopics from power control to privagy and
security There hasbeenmuch work on routing in ad hoc net-
works, and protocolssuchas DSR [12], AODV [19], Grid [15],

andDSDV [20] have beenshawvn in simulationto work very well

on small to mediumnetworks [15, 3]. However, our experience
with two wirelessnetworksleadsusto believe thattherearesignif-

icantchallengedeft in nding andchoosingusableroutes,evenin

smalladhocnetworkswhich arestatic.

To explore how ad hoc protocolswork whenimplementecas part

of acompletesysteme built two experimentalvirelessnetworks.

The rst, calledthe “indoor” net, has18 small PCsas nodeson

the fth andsixth oors of our building, as shavn in Figure 1.

We chosenodelocationsthat would keepthe network connected,
while alsoproviding spatialdiversity Eachindoor PChasa Cisco

Aironet 340 wirelessadapter[1]; theseadapteramplementthe

IEEE 802.11bDirect Sequencé&pread-Spectrumprotocol[7], and

have 30 mW of outputpower.

Thesecondrooftop” network [4] hassevennodesspreadover one
squarekilometer nearour lab, as shovn in Figure4. Thisis a
denseresidentialareawith primarily two- and three-storybuild-
ings. Nodeshave external omni-directionalantennasattachedto
chimnegy-tops, exceptfor Node 30, which is on the ninth oor of
our lab building and hasa directionalantennaaimed roughly at
Node7. This network usesCisco350wirelessadapterswhich are
like the 340s,but with 100mW of outputpower.

This researchwas supportedby grantsfrom NTT Corporation
underthe NTT-MIT collaboration. More details aboutthe Grid
projectareavailableat http://www.pdos.lcs.mit.edu/grid.

Both networks run our implementatiorof the DSDV protocol. We
thoughtthat DSDV would be a goodchoicebecausehe networks
arestatic,andDSDV seemedo be oneof the simplerprotocolsto
implement.Indeed,in simulationscenariowith little to no mobil-
ity, like our staticnetworks, DSDV hasbeenshavn to deliver the
samenumberof pacletsasprotocolssuchasDSRandAODV [3].
Unfortunately our daily experiencewith the indoor network has
beendisappointing:taskslike interactive logins and le transfers
areoftenunusablyslow.

Our rst hypothesisvasthattheremight be no high-quality paths
connectingsomepartsof the network. Althoughthereis a wide
rangeof link qualitiesin the network, it turnsout thatthe network
is still well connectedvith links thatdeliver morethan90% of the
paclets. For example Figure2 shavsthesubsebdf inter-noderadio
links thathadlossrateslessthan10%at a particulartime; with the
exceptionof onenode theselinks form a connectedyraph.

To nd anapproximatdower boundon how well arouting proto-
col shouldbe ableto do, wetriedto nd the pathwith the highest
throughputbetweeneachpair of nodesin the network. For each
pair of nodeswe generatedll possiblepathsof lengthlessthanor
equalto four hops. We prunedthe large numberof resultingpaths
by eliminating pathscontaininglinks with low delivery rates,as
determinedy earlierlink measurement&Ve thenrandomlychose
amongthe remainingpathsso that eachpair of nodeshad a few
pathsof eachlengthin eachdirection. For eachpath,the source
nodesentsource-routeg@acletsasfastaspossibleover thatpathto
the destinationnodefor 30 secondsihe destinationmeasuredhe
arrival ratefor eachpath. Theblackpointsin Figure3 indicatethe
bestthroughputfor eachpair of nodes. We ran a similar experi-
mentusingDSDV to nd routesandforwardpacletsbetweereach
pair of nodes.Thegrey pointsin Figure3 shaw the throughputof
trafc routedby DSDV for eachnodepair. For almostall of the
nodepairs, DSDV routedpaclets over pathsthat were consider
ably slower thanthe bestpath. DSDV sometimegperformecbetter
thanthe“best” routebecaus¢hetwo experimentaverenecessarily
run at differenttimes,so network conditionswerenotidentical;in
addition,sincewe only testedsomeof the possiblepathsbetween
eachpair, we may have missedtheactualbestpathin somecases.

This resultwassurprising:all elsebeingequal,multi-hop pathca-
pacity is determinedby hop count[14], andDSDV nds shortest
paths.But of courseall elseis notequal.Figure6 shavsthepaclet
transmissiorratesof three-hoppathsfrom node10to 18, from an
earlierexperiment.Theseareoftenthe shortespathsthatarouting
algorithmcould nd from 10to 18. It is clearfrom the graphthat
if arouting protocolmadea randomchoiceamongthesepaths,it
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Figure 1: A map of the indoor network. The circlesare nodes;the squaresmarked "AP' are accesoints, labeledwith their channel.
Our experimentsdo not usethe APs, but they may have affectedthe results.6th oor nodesand APsare marked with “+'.

Figure 2: Indoor network links with greater than 90% delivery rate in both directionsshow that the network is well connected
(8-Feb-13:30-50-byt¢. Node 24 was not functioning during this experiment. For clarity, node positions have beenslightly changed
from Figure 1.
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Figure 3: DSDV and beststatic route thr oughput for pairs of nodesin the indoor network, sorted by the DSDV thr oughput of each
pair. DSDV doesworseon 152out of the 185pairs. DSDV thr oughputis shawn in gray, static route thr oughputin black (DSDV data
from 30-Sep-22:10static route data from 19-Aug-28-Aug). Packetshad 124 bytesof 802.11payload.
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Figure4: A map of the outdoor rooftop network.

would be unlikely to choosehe pathwith the bestpaclet through-
put. In fact,in this casearandomlychoserpathwould achieve less
than half of the maximumpaththroughputmore than half of the
time. Althoughwe do not have asdetaileddatafor all othernode
pairs,initial resultsimply thatwe canexpectto seesimilar beha-

ior for othernodepairs: awide rangein paclet throughputamong
the shortespathsbetweereachpair.

Therestof the paperusedink quality measurement® explain the
obsered differencesin quality of the pathsbetweengiven node
pairs. It alsopresentsletailedwirelesslink measurementshich
outline someof the dif culties thatwould be involved in nding

goodpaths.The measurementsicludethe distribution of link-by-

link loss statistics,to seehow accuratelywe needto distinguish
links; the extent to which link quality differs dependingon link

direction; the rateat which link quality changewith time, which
determineghe usefulnesof averagingtechniques;and the rela-
tionshipbetweersignalstrengthreportedby 802.11cardsandloss
rate. We concludethe paperby outlining somepotentiallyfruitful

avenuef research.

2. RelatedWork

Onesolutionto low link quality is to improve the apparengjuality
with someform of redundang. Forward error correction,MAC-
level acknavledgmentand retransmissionand solutionssuch as
Snoop-TCH2] and Tulip [18] all take this approach.Even with
thesetechniquest is preferabldo usehigh-qualityratherthanlow-
quality links: retransmissiongor otherredundanyg) reduceuseful
link capacityand generatéanterference. For thesereasonsgrror
correctionshouldbecombinedwith routeselectiorthatavoidslow-
quality links whenpossible.

A numberof existing ad hoc wirelessrouting algorithmscollect
perlink signalstrengthinformationandapply a thresholdto elim-

inate low-quality links [10, 9, 21, 8, 13]. This approachhastwo

dravbacks.First, thresholdingmay eliminatelinks thatareneces-
saryfor connectiity, or includelinks of dubiousquality; both of

thesearelikely to beissuesf mary links areof intermediatequal-

ity. Second,Section3.3 shaws that, in the caseof some802.11
cards reportedsignalstrengthis a poorpredictorof lossrate.
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Figure 6: Measured capacity on various 3-hop pathsfrom node
10to node 18(27-Jun-17:00). The units are packetsper second;
eachpacket contains 124 bytesof 802.11payload.

WirelessQuality-of-Service(QoS) algorithmsapproachroute se-
lection from the top dowvn. Sometechniquesexplicitly schedule
transmissiorslotsin time or frequeng division MAC layersto pro-
vide bandwidthguaranteefl 1, 6, 16,17, 24], while otherstreatthe
MAC asopaque andrely uponit for bandwidthand delay infor-
mationandconstraintg5, 23, 22]. Theseapproacheareonly suc-
cessfulif the lower layerscanprovide accuratanformationabout
the actuallinks, suchasthe averagenumberof usabletransmis-
sion slots, or the achievable throughput. However, noneof these
approachesonsideithe caseof lossylinks.

3. Link Behavior

We carried out several experimentsto evaluatethe link charac-
teristics, particularly loss rate, betweenevery pair of nodes. In

eachcompleteexperiment,eachnodein turn broadcasts series
of equally-sizedpacletsat a constantate;the othernodesrecord
which pacletsthey receie. Becausewe wantedto discover the
underlyinglink behaior, we usedbroadcasts$o avoid the 802.11
ACK andRTS/CTSmechanismsyhich hidethereallossrates.

No routing protocolis runningduring theseexperiments:only ex-

perimentpacletsaresentor recevedon eachnodes wirelessinter-

face. Theinterfacesarerunningin 802.11ad hoc mode. Paclets
were sentat about0.4 Mbps, which is well belonv the minimum

802.11capacityof 1 Mbps. However, on someoccasionsodes
werenot ableto broadcastt the desiredrate, perhapsbecausef

802.11trafc outsideour control, or interferenceappearingo the
cardascarrier

3.1 Distribution of Link Quality

Thelink qualitydistributionwill affectthewaywe distinguishgood
links from bad. Most currentad hocrouting protocolsassumehat
link quality follows a bi-modaldistribution, wherelinks areeither
very good or very bad. Protocolsassumethat if a link cansuc-
cessfullydeliver aroutingcontrol paclet, thenthelink is usefulfor
delivering data. In this case protocolsdon't needa very accurate
link classi er becauséf alink seemsat all usable,it is likely to
bevery good. On the otherhand,thelink quality distribution may
be very spreadout. In this case protocolswill needto accurately
differentiategoodlinks from links thatarent suitablefor data,but
still deliver somecontrol paclets. Our experimentsindicatethat
thedistribution is spreadcout.
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Figure 5: Delivery rates for eachlink pair in the indoor network (8-Feb-13:30-50-byt¢. The y valuesof the two endsof eachline
indicate the delivery rate in eachdirection; the numeric labels indicate the sendingnode for that delivery rate. Links with zero

delivery rate in both dir ectionsare omitted. 91 links are shown.
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Figure 7: Delivery rates on each link pair for the outdoor
rooftop network (6-Mar-18:30-50-bytg, asin Figure5. 16links
are shown.

We conducteda setof experimentswith the indoor testbedusing
50-byteUDP paclets (8-Feb-13:30-50-by)e Eachnodetransmit-
ted 1024 paclets per secondfor 300 seconds.Figure5 shavs the
resultsfor eachlink pair, excludinglink pairswhich werenotable
to communicatatall. About30%of thelink pairsshavn arecom-
pletelyunusablealthoughthey mightdeliverafew routingpaclets.
Thebest40%of link pairsdeliverabout90%or moreof their pack-
ets;thesearethelinks we would like to usein routes.Thedelivery
ratesof the remaininglinks are spreadout. Otherexperimentson
differentdays atdifferenttimes,andwith differentparameterson-
rm thatin generakhelinks in the network exhibit awide rangeof
deliveryrates.

Link pairsthatarevery goodin onedirectiontendto be goodin
bothdirections,andpairsthatarevery badin onedirectiontendto
be badin both directions. However, atleast30% of thelink pairs
shavn have asymmetricdelivery rates,de ned as a differenceof
morethan20%betweertheratesin eachdirection.

Figure7 summarizesinidenticalsetof experimentscarriedouton
our rooftop network (6-Mar-18:30-50-bytg Like the indoor net-
work, the rooftop network haswidely varying delivery rates,with
noticeableasymmetry Experimentsover several days exhibited
similar distributions of delivery rates. The wide variationin de-
livery ratesfor both networks suggestshat routing protocolsmay
oftenchoosdinks thatarehigh enoughquality to passrouting pro-
tocol paclets,but which still have substantialossrates.

3.2 Link Variation over Time

Oneway to determindink quality is to measuret by countingthe
numberof pacletsrecevedover aperiodof time. However, theac-
curay of thisapproachs sensitve to lengthof time overwhichthe
deliveryrateis measuredror example, Figure8 shavsthesecond-
by-secondielivery ratesfor two links (8-Feb-13:30-50-byde The
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Figure 8: Example per-secondvariation in link delivery rates
(8-Feb-13:30-50-bytg. Each point is the delivery rate over one
second. The delivery rate of the link from 18to 19 uctuates
quickly, while the link from 21to 20is comparatively stable.

graphsshav thatwhile delivery ratesaregenerallystable they can
sometimeshangevery quickly. Averagingmay work well onthe
link from node21to 20, but it is likely to hidemuchof thedetailed
behaior of thelink from node18to 19.

Figure9 summarizewvariationin lossrateover time for all links.
For eachlink, we calculatedthe meanand standarddeviation of
the 1- and 10-secondoss ratesover the whole experiment. The
graphshaws the cumulative distribution of thesestandarddevia-
tions,normalizedby the respectie meansWe uselossratesrather
than delivery ratesfor this analysisto emphasizehe changesn
the delivery rateon links with low loss, sincevery lossylinks are
uselesdor datatrafc regardlesf their variation.

Resultsfor 1- and10-secondvindows shaw thatquite a few links
vary greatlyon thesetimesscales.For example,half of the links
had standarddeviationsin their 1-secondossratesthat exceeded
half of the meanl-secondossrate. This suggestghat wireless
routing protocolsshoulduseagile predictorsof link lossrates.
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Figure 9: The indoor network' s cumulative distrib ution of the
standard deviation of short-term link lossrates. For eachlink,
the lossrate is calculatedover 1- and 10-secondntervals, and
the standard deviation is normalized by the link' s mean loss
rate (8-Feb-13:30-50-byt¢. Many links show signi cant varia-
tion in short-term lossrates over time.

Figurel0shavsthevariationin short-termossratesfrom thesame
experimentasin Figure9, but carriedout on the rooftop network
(6-Mar-18:30-50-byte This gure shavsthatshort-termossrates
in therooftop network vary muchlik e thosein theindoornetwork.

In additionto looking at short-termlossrates,we measurechov
link delivery rateschangethroughoutheday Figurellshavs de-
livery ratesfor two links over a24-hourweekdayperiodin January
Every half-hour eachnodetried to broadcasfi001024-bytepack-
etsper secondfor 30 seconds.The resultsfor the link from node
6 to node 23 are particularly interesting;the fact that the quality
increasesiramaticallyat 8 am suggestghat openingof ce doors
in themorningincreasedink quality.

3.3 Link Signal Strength

Signalstrengthcould potentiallybe helpfulin predictinglink qual-
ity. To explorethis possibility, we recordedsignalstrength(dBm)
from theradiointerfacefor eachrecevedpacletduringthelink ex-
periments Figure12 shavs how the short-termdelivery ratevaries
with thesevaluesfor a few examplelinks. Unfortunatelythereis

no goodcorrelationbetweerdelivery rateandtheradio's measure-

ments.Insteadthedatare ect thephysicalfactthatrecevedsignal
strengthis mostly a function of the distancebetweennodes. The
link from 18to 19is along link with low signalstrength andasa
resultis very susceptibléo noise.Sincethe successfuteceptionof
apaclet depend®n the signalto noiseratio (SNR) at therecever,
this link's delivery rate variessigni cantly. In contrast,the link
from 18to 11 is a shortlink. Becauset hasa very high receved
signalstrengthjt is robustto noiseandhashighdeliveryrates.The
links from 23to0 19 and27to 11 aremediumrangelinks which still
deliver mostpaclets. Sinceour radiosdon't provide a noiseesti-
matewith which to computethe SNR, we cannotdeterminemuch
aboutthelinks from the signalstrengthestimate.

4. Reseach Agenda

Basedon the measurementgresentedere,we intendto develop
techniquego help ad hoc routing protocolschoosehigh-quality
routes. The main challengesinvolve practical estimatesof link
quality and techniquesto combinelink metricsinto useful path
metrics.
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Figure 10: The rooftop network' s cumulative distrib ution of
the normalized standard deviation of short-term link lossrates
over 1- and 10-secondintervals, calculated as in Figure 9
(6-Mar-18:30-50-bytd.
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Figure 12: Delivery rates over 100 msecsversusaveragesignal
strength of receied packets for four examplelinks on the in-
door network (6-Mar-18:30-50-bytg. For clarity, only 1 in 50
of the data points are shawn for eachlink. Signalstrengthmore
accuratelyre ects link distancethan delivery rate.



Oneobstacldo usingdeliveryrateasalink metricis thatit requires
mary paclet transmissionso measurethis is a problemif nodes
move or if the ervironmentchangegapidly. Signal-to-noiseatio
mightbeusefulasafastpredictorof delivery rates|f it is available
from theradiohardware.

Combiningroute metricsto form a path metric is not straightfor
ward. For example,the productof the delivery ratesof the links
in a pathdoesnot predictarything usefulwhen802.11link-layer
retransmissionareused. Self-interferencdy successie nodesin
aroute[14] maysometimesnake long routeswith goodlinks less
attractie thanshortrouteswith lessgoodlinks. We are currently
evaluatinguseof the expectedtotal numberof transmission®f a
pacletalonga path(includingforwardingandretransmissionasa
pathmetric. Thismetrichasanumberof adwantagesit captureshe
route’s impacton the spectrumjt canbe computedncrementally
from link delivery rates,andit penalizedongerroutes.

Finally, we planto explore how protocolssuchasDSRandAODV

handlethe link quality distribution seenon our testbeds. These
protocolsarenot simply shortest-patiprotocols:they noticewhen
arouteis usinga very low-quality link andtry to nd a different
route.We intendto comparethequality of theroutesthey nd with

the quality of “best” routesfound by exhaustve search.
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