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Abstract

This thesisdescribesAfora, amulti-hopwirelessadhocroutingalgorithmthat�nds work-
ing routesdespitemisbehaving participants. If one or more routesfrom a sourceto a
destinationexist thatareentirelyout of radiorangeof any attacker, Afora will eventually
�nd anduseoneof them;this is thebestthataroutingprotocolcando. Thispropertyholds
even if misbehaving nodesgenerateor forge routing information,andeven if they lie on
theshortestpathbetweensourceanddestination.

Afora doesnot directly useor requireany public key or certi�cate infrastructure.In-
stead,it assumesthatapplications(or higher-level protocolssuchasIPSec)verify whether
they aretalking to thedesiredpeer, andthat they notify Afora whenthis is (or is not) the
case.Afora usesthesenoti�cations to decidewhetherto keeptrying alternateroutesuntil
it �nds onethatworks. Afora's key contribution is its ability to �nd alternateroutesin the
faceof misbehaving nodesthatactively generatefalseroutinginformation.

ThesisSupervisor:RobertMorris
Title: AssistantProfessor
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Chapter 1

Introduction

1.1 Moti vation

Currentadhocroutingprotocolsarevulnerableto maliciousparticipants.Suchparticipants

coulddropor corruptpacketsinsteadof forwardingthemproperly, jamthetransmissionsof

nearbynodes,or generateincorrector forgedroutingprotocolpackets.Thebesta routing

protocolcando in thefaceof maliciousnodesis �nd a routethatconsistsof benignnodes

andis out of radiorange(i.e. jammingrange)of all maliciousnodes.This thesisproposes

Afora, a new multi-hopadhocwirelessroutingalgorithmthatis guaranteedto �nd sucha

route,if it exists;it cando thisdespitethekindsof misbehavior listedabove.

Afora's basicapproachis to keeptrying differentroutesuntil it �nds a safe route, one

thatdeliverspacketscorrectly. Afora facestwo problems.First, it mustbeableto �nd all

routesin thefaceof incorrectrouting informationgeneratedby maliciousnodes.Second,

it mustbeableto determinewhetherit hasfoundasaferoute.

An Afora sourcelooking for a routeto a target �oods a queryover thewholenetwork,

in a mannersimilar to DynamicSourceRouting[1, 10]. Thesequeriesdo not accumulate

sourceroutes;their only purposeis to reliably reachthe target. The target �oods a reply

back to the sourceon receiptof a query, and the repliesaccumulatesourceroutes. A

probabilisticchoiceby eachnodeof which reply to forward ensuresthat the sourcesees

a randomselectionof routesin responseto eachquery, evenif adversariesaregenerating

incorrectrouting packets. A sourcesendsrepeatedqueriesto discover different routes,
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until oneof themis found to deliver datapacketscorrectly. The key propertyof Afora's

probabilisticrouteselectionis that if a saferouteexists,Afora is guaranteedto eventually

�nd it.

Afora doesnot itself attemptto determinewhethera routeit hasfoundis safe.Instead,

it assumesthatsomehigherlevel softwarewill tell it whetherpacketsarearriving success-

fully at the intendeddestination.In a simplesystem,TCP could notify Afora whetherit

is receiving acknowledgments.However, this would allow the possibility that Afora had

found a working routeto a malicioushostmasqueradingasthe desireddestination.For

this reason,applicationsthatsupporta notionof authenticityshouldthemselvestell Afora

whetherthey are(or arenot) ableto positively verify that they aretalking to the desired

destination.Alternately, a cryptographicprotocollayersuchasIPSeccould inform Afora

of whethertwo-waycommunicationwith thecorrectdestinationhasbeenestablished.

Afora could have provided its own cryptographicauthenticationmechanism,in order

to decidewhenit hadfounda working routeto theauthenticownerof thedestinationhost

address.However, suchan arrangementwould be unlikely to provide authenticationrel-

evant to many applications.For example,ssh[14] andSFSRO [5] authenticateusersand

data,respectively, andhave limited usefor hostauthentication.Instead,Afora lets appli-

cationsmake theauthenticationdecisions,andconcentratesinsteadon �nding routesthat

satisfytheseapplications.Further, Afora only requiresthat sourceanddestinationpeers

authenticateeachother; it doesnot requireauthenticationof the intermediateforwarding

nodes.

Afora successfullyresistsa wide rangeof maliciousor faulty behavior: droppingdata

or routingprotocolpackets;forgingor modifyingroutingprotocolpackets;radiojamming;

multiple colluding attackers;attackerson the shortestor fastestpathbetweensourceand

destination;andtableexhaustionor bandwidthattacksinvolving largequantitiesof routing

packets.As longasasaferouteexists,Afora will eventually�nd it despiteany combination

of theseattacks.

Afora hasbeenimplementedin the NS [4] simulator. This thesispresentssimulation

resultsthatexplorehow long it takesAfora to �nd saferoutesundervariouscircumstances.

Afora is relatively slow, sinceit hasto searchmany paths.This suggeststhat it shouldnot
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beusedasa network's mainroutingprotocol,but only whena moreconventionalrouting

protocolhasfailedto �nd aworking route.

1.2 Background: DSR

TheDynamicSourceRouting(DSR)protocol[1, 10] is importantto thiswork in two ways.

First, thestartingpoint in Afora's designwasa much-simpli�ed versionof DSR.Second,

aDSR-basedadhocnetwork is agoodcontext in which to considerthepotentialeffectsof

maliciousnodes.WeuseDSRasanexamplebecauseit is widely understood,not because

it speciallyor uniquelyvulnerable.

A DSR sourcethat wishesto senddatato a target mustobtaina sourceroute to the

target. To do this, the source�oods the network with route request packets. Eachroute

requestpacket containsa uniquerequest identifier. The original routerequestpacket is

receivedonly by thenodeswithin theradiorangeof thesource.Every nodethat receives

a requestforwardsit if it is not thetargetandif it hasnot yet seentherequest's identi�er.

Eachrelaynodeappendsits addressontotheroute record of therouterequestpacketbefore

re-broadcasting.

A targetthatreceivesarouterequestsendsaroute reply packetbackto thesource.This

reply containstherouterecordedin therequest,which thesourcewill usein orderto send

subsequentdatapacketsto thetarget.Thetargetreturnsjust the�rst copy it receivesof any

particularrequest.Thesourcereceivesthereply, extractsthesourceroute,andattachesthe

sourcerouteto subsequentdatapacketsit sendsto thetarget.

A maliciousnodecould successfullyattackDSR in a numberof ways. If the mali-

ciousnodeis within radio rangeof thesourceor target, it canjam themandpreventany

communication.If the maliciousnodeis on (or within jammingrangeof) the routethat

DSRchooses,themaliciousnodecanpreventdatafrom �o wing alongthat route. A ma-

licious nodethat isn't nearthe shortestpathcould generateincorrectrepliesin response

to thesource's queries;if themaliciousnodeis closerthanthe target is to thesource,the

maliciousnode'sreplieswill arrive�rst andpreventthesourcefrom usingthecorrectroute

providedby thetarget.
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This descriptionhasgreatlysimpli�ed DSR's mechanisms,but it capturestheessence

requiredto understandAfora.

1.3 Assumptionsand Properties

This sectionbrie�y describesthekinds of attacksthatAfora canandcannotsuccessfully

resist.

Themaliciousnodesconsideredin this thesisareassumedto consistof ordinaryhard-

warerunningsoftwarethatdoesnot obey theroutingprotocol. Thelimitation to ordinary

hardwaremeansthat theradio transmissionsof maliciousnodescanonly beheardwithin

some�nite range.Maliciousnodescantake advantageof non-maliciousnodesto forward

their packets,but only within therulesof theroutingprotocol,sincenon-maliciousnodes

follow thoserules.In addition,maliciousnodesareassumednot to beableto corruptnon-

maliciousnodes,except to the extent that the rulesof the routing protocolmight allow.

Maliciousnodesareassumedto beableto usejammingto preventany nodewithin radio

rangefrom receiving any packets.Theseassumptionsaremeantto capturethecapabilities

of oneor moremalicioushumanswho re-programtheir laptopor 802.11radio�rmw are.

Evenwith theabove restrictionson maliciousnodes,therearesomeattacksthatAfora

cannotresist.If amaliciousnodeis within radiorangeof thesourceor destination,commu-

nicationbetweenthemis not possible(dueto jamming). Similarly, if every pathbetween

sourceandtargetincludesanodewithin radiorangeof somemaliciousnode,communica-

tion is alsoimpossible.It is not likely thatany routingprotocolcouldsucceedundersuch

conditions.

Afora will eventuallysucceedin �nding a safepathaslong asoneexists,andaslong

asmaliciousnodessatisfytheaboveassumptions.This meansthatAfora will resistavery

broadspectrumof attacks.Two examplesareparticularlyinteresting.First,Afora can�nd

alternateroutesaroundmaliciousnodesthatareon the shortestpathbetweensourceand

destination. Afora probabilisticallyexploresall suchroutes,so it is enoughif just one

saferouteexists, however circuitous. Second,Afora can�nd thosealternaterouteseven

if maliciousnodesaregeneratingforgedqueriesor forgedrepliesin responseto Afora's
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queries,andevenif themaliciousnodesarecloserthanthetargetis to thesource.

1.4 ThesisOrganization

The remainderof this thesisis organizedas follows. Chapter2 describesthe Afora al-

gorithm in detail. Chapter3 arguesthat Afora will successfully�nd saferoutesdespite

maliciousnodes.Chapter4 presentssimulationresults.Chapter5 outlinesfutureimprove-

mentswe expectto make to thebasicAfora design.Chapter6 discussesrelatedwork. We

concludewith Chapter7.
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Chapter 2

Design

Afora is designedto �nd and usea saferoutebetweena sourceand a target, if sucha

routeexists. The sourcenodecontrolsAfora's high level operation. The sourcerepeat-

edly attemptsto �nd a routeto the target, until the applicationindicatesthat it is ableto

communicatewith thedesiredtarget.

Whena sourcewantsto �nd a new routeto a target, thesource�oods a querypacket

over the whole network. The querypacket merely indicatesthat a route to the target is

desired.Whenthetargetseesthequerypacket, it respondsby �ooding a replypacketover

the whole network. The instancesof the reply that traversedifferent routesaccumulate

sourceroutes.Whenthesourceseesa reply, it canusethe includedsourcerouteto send

datapackets. The key to the protocol's ability to resistmaliciousattacksis the decision

madeateachnodeaboutwhetherto forwarda replypacket.

A querypacket containsa queryidenti�er, thesourcenode's network address,andthe

targetnode's network address.A reply packet containstheidenti�er from thecorrespond-

ing querypacket, thesourceandtargetnetwork addresses,anda list of nodesthereplyhas

traversed.

�����������
	��
�������
������������������������� ������!�"

�����������#���%$'&����
������������������������� �����(�
) �
��������* !�"

The following discussiondescribesthe operationof Afora, organizedby the packet
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Figure2-1: Sourcesendpseudo-code.

processingthattakesplacein thesource,in relaynodes,andin thetarget.A full justi�cation

for thedesignis deferreduntil Section3.

2.1 Initiating the Query

Figure2-1showsthepseudo-codethatasourceusesto sendadatapacket.

If the sourcealreadyknows a routeto the target (in the �
�����
��� table),andthe appli-

cation hasnot indicatedthat it is dissatis�edwith the route, the sourcecontinuesusing

thatroute.Theapplication'sdecisionwould ideallybemadeon thebasisof cryptographic

authenticationwith a peerapplicationon thetarget. If theapplicationdoesnot supportau-

thentication,it couldusea packet lossthresholdinstead,or arrangefor Afora to bedriven

by TCP timeouts;but in both casesa maliciousnodecould masqueradeas the intended

target.

If the applicationis not happy with thecurrentroute,thesourcemust�nd a different

route. It formatsa querypacket andbroadcastsit to its neighbors.The sourceusesthe
$
�����'����� tableto keeptrackof which targetsit is currentlyqueryingfor.
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Figure2-2: Relayqueryforwardingpseudo-code.
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Figure2-3: Targetquery/replypseudo-code.

2.2 Forwarding the Query

Figure2-2 shows the pseudo-codethat nodesuseto forward querypackets. Eachnode

maintainsa table( 	���� ) &�� ) that recordswhich queriesit hasforwarded;a nodeonly for-

wardsqueriesit hasnotalreadyseen.This tableis indexedby two keys: thesourceaddress

andtheroutequeryidenti�er.

2.3 Replying to the Query

Figure2-3 shows thepseudo-codethata nodeusesto respondto queriesdirectedto it. A

targetrespondsto eachqueryonly once,usingthesame	��
� ) &�� mechanismasin Figure2-

2. The target broadcastsa reply packet to its neighbors,initializing the recordedrouteto

containjust thetarget'saddress.
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Figure2-4: Relayreply forwardingpseudo-code.
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Figure2-5: Sourcereplyprocessingpseudo-code.

2.4 Forwarding the Reply

Figure2-4showshowsanodehandlesa routereplypacket.

Eachnodemaintainsatable( ���
� ) &�� ) thatrecordswhichreplypacketsit hasforwarded.

Replypacketswith thesamesourceandID sharethesame� ��� ) &�� entry, soat mostone

of themwill beforwarded,evenif they havedifferentrecordedroutes.If a nodereceivesa

reply packet,andit hasnot alreadyforwardedthepacket, thenwith probability � it broad-

caststhepacket to its neighborsafteraddingitself to therecordedroute.Thismeansthata

nodewill dropareplypacketwith probability ��� � evenif it hasnotseenthereplybefore.

As a result,thequerythatanodeforwardsis notalwaysthe�rst reply thatarrives.

2.5 SourceReply Processing

Figure2-5showshow anodeprocessesrepliesto querypacketsthatit originated.A source

acceptsa reply only if the $������'����� tableindicatesthat it is waiting for a routewith the
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targetandID indicatedby thereply. Thesourceonly acceptsthereply with probability � .

If a sourceacceptsa reply, it setsits routing tableentry for the target to thesource-route

accumulatedin thereply. Thismeansthatfuturedatapacketssentto thetargetby thecode

in Figure2-1will usethatroute.

2.6 Choiceof �

The�nal pieceof thedesignis thechoiceof � . Afora nodesignorereplieswith probability

� � � in order that every possibleroutebetweensourceanddestinationhasa non-zero

chanceof beingtheonethatthesourcechooses.ThismechanismallowsAfora to �nd safe

routesevenif maliciousnodescontrol theshortestroutes.It alsoallows Afora to �nd safe

routesevenif maliciousnodesaregeneratingmisleadingreplies.

� must be less than one; otherwisea maliciousnodenear the sourcecould always

arrangefor thesourceto acceptits reply �rst. Smallervaluesof � have two effects.First,

they increasethechancethatno legitimaterepliesat all will berelayedall theway to the

source.Second,if maliciousnodescloseto thesourceareableto generatemany replies,

smallvaluesof � makeit morelikely thatlegitimatenodeswill ignorethoserepliesandwait

for correctreplies.� needsto below enoughthatthesourcehasareasonableprobabilityof

ignoringtherepliesfrom all but thelastneighbor. Thismeansthatthechoiceof � presents

a tradeoff betweenspeedin thecasethatthereareno or few maliciousnodes,andspeedin

thecasein which therearemany maliciousnodessendingbogusreplies.

21



22



Chapter 3

Analysis

The goal of Afora is to ensurethat, if a saferoute from a sourceto a target exists, the

sourcewill eventuallydiscoverit. ThischapterarguesthatAfora achievesthisgoal,despite

maliciousnodes'efforts to thecontrary.

Thesourcekeepsre-queryinguntil it �nds a routethatdeliverspackets(seeFigure2-

1). As long aseachquerymakesan independentroutechoice,andeachsaferoutehasa

non-zeroprobabilityof beingchosenby eachquery, Afora will eventually�nd asaferoute.

In orderto show thateachsaferoutehasa non-zeroprobabilityof beingchosenby each

query, thefollowing claimsmustbetrue:

1. Query Liveness: If there'sasaferoute,aquerypacket from thesourcearrivesat the

targetwith non-zeroprobability.

2. Reply Liveness: A reply packet follows eachsaferoutefrom targetbackto source

with non-zeroprobability.

3. Source Choice: A non-zerofraction of the repliesthat arrive back at the source

containsaferoutes.

Thechief way in which theclaimsmight befalseis if maliciousnodescouldforcethe

probabilitiesinvolvedto bezeroor vanishinglysmall,perhapsby �ooding sourceor target

with bogusreplies. The following sectionsdemonstratethat the claimsare true despite

suchattacks.
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3.1 Query Li veness

If there's a saferoute,thesource's querywill follow it to the destinationaslong aseach

nodeon the route forwardsa copy of the query. Supposethat node ��� on a saferoute

broadcastsa querypacket, andthatnode ��� is thenext nodeon thatroute.Thereareonly

two waysa maliciousnodecouldprevent ��� from forwardingthequery:by disruptingthe

radio transmissionfrom ��� , or by ensuringthat ��� 's 	���� ) &�� (seeFigure2-2) alreadyhas

anentryfor thequery.

Sincetheroutein questionis safe,noneof thenodesontheroutearemalicious,andno

nodewithin radiorangeof therouteis malicious.Thismeansthatamaliciousnodecannot

directly jam ��� 's transmission.

A maliciousnodemight try to generatelarge volumesof traf�c that non-malicious

nodeswill forward into radiorangeof ��� . ThewirelessMAC's fairnessmechanismswill

likely preventthisfrom beinganeffectivedenial-of-serviceattack;if they donot,themech-

anismproposedin Section5.1will work.

Finally, �	� will not forwardthequeryif its 	���� ) &�� alreadyhasanentryfor this query.

Theonly way for a maliciousnodeto cause��� to have a 	���� ) &�� entryfor thequeryis for

the maliciousnodeto have alreadysentan identicalquery. The querymustbe identical,

sincethe 	���� ) &�� is indexed by all �elds of the query. In this case,node ��� will have

alreadyforwardeda copy of thequery. Theonly reasonthis couldbeundesirableis if the

maliciousnodeforgedthe querybeforethe sourcesentit out. Randomchoiceof query

identi�ers from a largeidenti�er spacemakesit very unlikely thatanattacker couldguess

thesource'squeryID in advance.

3.2 Reply Li veness

The previous sectionshowed that a maliciousnodecannotreliably prevent a queryfrom

reachingthe target, as long asa saferouteexists. The target code(Figure 2-3) always

producesabroadcastreplypacket in responsetoaquery. To seethatacopy of thereplywill

beforwardedalongeachsaferoutebackto thesourcewith non-zeroprobability, consider
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oneof thesaferoutes.It is enoughif eachnodealongtherouteforwardsacopy of thereply

with non-zeroprobability. Again, supposethat � � broadcastsa copy of thereply, andthat

�	� is thenext nodeon thesaferoute(towardsthesource).

For thereasonsmentionedin theprevioussection,a maliciousnodecannotdirectly or

indirectly interferewith thereply transmission,andthuscannotprevent ��� from receiving

acopy of thereplypacket.

�	� will forward the reply with non-zeroprobability � unless��� alreadyhasan entry

for thereply in its ����� ) &�� (seeFigure2-4). A maliciousnodecouldcausethis to betrue

by sendingbogusreplies(with correctsourceand id �elds) to neighborsof ��� . Since

thoseneighborsarenon-malicious,eachwill forwardat mostonebogusreply, dueto the

neighbor's ����� ) &�� . Thusthe numberof bogusrepliesthat ��� receivesbeforeit receives

thesafereply from ��� is limited by thenumberof neighborsit has.Since��� dropseachof

thosebogusreplieswith probability � � � , thereis anon-zeroprobabilitythat ��� will drop

all the bogusrepliesandforward the safereply. The key observation is that a malicious

nodehaslimited ability to in�uence thisprobability.

3.3 SourceChoice

Theprevioussectionshowedthatareplywill arriveat thesourcefrom eachsaferoutewith

non-zeroprobability. The sourceacceptsonly onereply, chosenrandomly. In orderthat

it try a saferoutewith non-zeroprobability, it mustbe the casethat the numberof bad

routesit receivesis bounded.Theargumentfor thispropertyis thesameasin theprevious

section:sincethesource'sneighborsarenon-malicious,thetotalnumberof repliesasource

will receive is boundedby its numberof neighbors.Thusmaliciousnodescannotforcethe

probabilityof thesourcechoosingasaferoutearbitrarily closeto zero.
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Chapter 4

Experiments

While Chapter3 demonstratedthatAfora will eventually�nd a saferouteif oneexists, it

did notdescribehow longthatprocesswould take. ThisChapterusesns version2.1b8a[4]

to explorethenumberof queriesit takesAfora to �nd asaferoutein variouscircumstances.

Thesimulatorimplementsthedesignasdescribedin Chapter2.

ThesimulatorimplementsAfora over the802.11MAC layer, with a �x edradiorange

of 250meters.

Unlessnoted,thesimulationparametersareasfollows. Thesimulateduniverseis 800

metersby 800meters.Thetotal numberof nodesis 50, which turnsout to put eachnode

in radiorangeof anaverageof 15 othernodes.Thenodesdo not move. Thedefault value

of � is 0.5.

Eachdatapoint in the graphsbelow summarizes400 simulationruns with different

randomnumbergeneratorseeds.Most of the graphspresentthe median,10th, and90th

percentilesof therunsin eachcon�guration.

In eachsimulationrun, thereis onesourceandonetarget in thenetwork. Thesource

is randomlyplacedin theleft-handquarterof thesquareuniverse.Thetarget is randomly

placedin theright-handquarterof theuniverse.Therestof the48relaynodesarerandomly

placedacrosstheuniverse.

In eachsimulationrun, the sourcekeepsre-queryinguntil it �nds a saferouteto the

destination;at that point the simulationrun is over. The sourcegivesup after 720 tries.

Most of the graphsshown below include only the runs that produceda saferoute; the
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Figure4-1: Thepercentageof runsin whichasafepathexists,asa functionof thenumber
of passivemaliciousnodes.Thegraphalsoincludes,for therunsthathavea safepath,the
percentageof suchrunsin which Afora andDSR,respectively, �nd a safepath. Thedata
arefrom thesamesimulationsasFigure4-2.

unsuccessfulrunsarediscussedseparately.

Wesimulatetwo kindsof maliciousnodes(eachexperimentaldescriptionwill describe

whichwasused).A passive maliciousnodeforwardsqueryandreplypacketscorrectly, but

dropsall datapacketsandjamsits neighbors'radios.An active maliciousnodegenerates

incorrectreply packetswhenever it receivesa querypacket, aswell asdroppingandjam-

mingdata.Suchanodegenerates50 repliesfor eachqueryit receives;eachreplycontains

a different(but incorrect)pathto thedesiredtarget. Maliciousnodesarerandomlychosen

from thepoolof 48 nodes.

4.1 Number of PassiveMalicious Nodes

Figures4-1and 4-2show theeffectof varyingthenumberof passivemaliciousnodes.

Figure 4-1 shows the fraction of simulationruns in which a saferoute existed, and

of thoseruns,the fraction in which Afora andDSR found a saferoute,respectively. As
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Figure4-2: Themediannumberof queriesrequiredto �nd asafepath,asa functionof the
numberof passive maliciousnodes.Theerrorbarsindicate10thand90thpercentiles;the
90thpercentilefor 4 nodesis 80. Only successfulrunsareincludedhere;Figure4-1shows
whatfractionof runsaresuccessful.
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the numberof maliciousnodesincreases,the total expectedareacoveredby their radios

increases,and the likelihoodof even a single saferoute existing decreases.Figure 4-1

shows thatwith threeor fewer maliciousnodes,Afora �nds asaferoutein nearlyall cases

in whichoneexists.As abase-linefor comparison,DSR(whichwasnotdesignedto resist

maliciousbehavior) �nds saferoutesmuch lessoften thanAfora; DSR effectively �nds

saferoutesin just thecasesin which theshortestpathis safe.

Figure4-2showsthenumberof queriesit takesAfora to �nd asaferouteprovidedone

exists. The � valuerepresentsthemediannumberof queriesrequiredto �nd a saferoute.

Theerrorbarsrepresent10thand90thpercentiles.

Whenthereareno maliciousnodes,Afora almostalways�nds a routewith just one

query. As thenumberof maliciousnodesincreases,thenumberof saferoutesdecreases,

andmorequeriesaretypically requiredto �nd one. With � ve or moremaliciousnodes,

however, saferoutesbecomeso rarethat resultsconcerningthosefew that arefound are

not very meaningful.With 5 or moremaliciousnodes,theoccasionalsaferoutethatdoes

exist tendsto be a short,direct andeasyto �nd routefrom sourceto target, sincelonger

routesareextremelylikely to encountera maliciousnodeon their path.Thisexplainswhy

it is comparatively easierandfasterto �nd shorterroutesthat do exist asthe numberof

maliciousnodesgrowsbeyond � .

4.2 Total Number of Nodes

Figure4-3showstheeffectof varyingthetotalnumberof nodes.Thesizeof theuniverseis

variedto keeptheaveragenodedensityconstant.2% of thenodesarepassively malicious.

As thenumberof nodesgrows, Afora requiresmorequeriesto �nd a saferoute. This

is becausethe routeshave morehopsin large systems,anda reply's probabilityof being

droppedby the � mechanismincreaseswith the numberof hops. On the otherhand,the

numberof waysareplycantravel fromdestinationtosourceincreaseswith thetotalnumber

of nodes.Thesetwo effectspartiallyoffseteachother.

Approximately50% of the simulationresultsin this experimentwere omitted from

Figure4-3asnosaferouteswerefoundin thosesimulations.
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Figure4-3: The mediannumberof successive queriesrequiredto �nd a safepath,asa
functionof the total numberof nodes.The error barsindicate10th and90th percentiles.
2% of thenodesarepassively malicious.

Figure4-3 shows thatevenasthenetwork grows up to 350nodes,themediannumber

of queriesrequiredby anAfora sourcestayslow.

4.3 Effect of ActiveMisbehavior

Figures4-4and 4-5show theeffectsof varyingthenumberof active maliciousnodes.

The resultsaresimilar to thoseobtainedin Section4.1, except that the active nodes

make it harderto �nd asaferoute.Eachmaliciousnodegeneratesenoughfake repliesthat

its neighborsarevery likely to forward a few of them. A queryonly succeedsif all the

badrepliesaredroppedby the � mechanismandat leastonegoodreply isn't dropped;the

probabilityof this is not high. As a result,Afora needsto sendmorequeriesto �nd a safe

route,asFigure4-5shows.

As in Section4.1,only averysmallfractionof simulationrunsaresuccessfulwith four

or moremaliciousnodes. For the samereasons,the right half of Figure4-5 is not very
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Figure4-5: The mediansuccessive queriesrequiredto �nd a safepath,asa function of
numberof maliciousnodes.Datafor bothpassive andactive maliciousnodesareshown.
Thereare50nodesin eachexperimentand� is 0.5.

meaningful,andtheoccasionalroutesthatdo exist tendto beshortandeasyto �nd.

Thoughthe numbersof queriesin Figure4-5 may seemlarge for active adversaries,

recall thatwe areplacingfew restrictionson themaliciousnodes.We areallowing a sig-

ni�cant fractionof thenodesto bemalicious. The scenariosmake it likely that thereare

multiple maliciousnodescloserto thesourcethanthedestinationis, andthusableto get

fakerepliesto thesourcebeforetherealrepliescanarrive.Themaliciousnodesareallowed

to generatea largevolumeof fake replies;in reallife this would beprettyobviousandthe

maliciousnodescouldeasilybedetected.

4.4 Choiceof �

Figure4-6 shows theeffect of varying � on themediannumberof queriesit takesfor the

sourceto �nd asafepath.Oneof the50 nodesin eachsimulationis actively malicious.

When � is near1.0, themostlikely outcomeis that thesourcereceivesa reply aftera
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Figure4-6: The mediannumberof successive queriesrequiredto �nd a safepath,asa
functionof � . Theerrorbarsindicate10thand90thpercentiles.Thereare50nodesin total
in eachsimulation,of which oneis actively malicious.

singlequery, but that the reply is likely to have originatedfrom the maliciousnode. The

sourcemusttry many queriesbeforeit �nds a paththat is safe. This explainsthe higher

90thpercentilewhen � approaches1.0. When � is very small, theprobability is high that

every reply (goodandbad)is droppedbeforereachingthesource.At intermediatevalues

of � thereis anoticeablechancethatall thebadrepliesaredropped,leaving anopportunity

for agoodreply to arrive.
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Chapter 5

Future Work

Thischapteroutlinesa few waysin whichweexpectto improvethebasicAfora design.

5.1 Avoiding TableExhaustion

The 	���� ) &�� and ����� ) &�� arepotentiallyvulnerableto denial-of-serviceattacksin which

a maliciousnodegenerateslargenumbersof queryor reply packets,eachwith a different

sourceand/orquery ID. In the designaspresentedin Chapter2, somefraction of these

would be�ooded over thewholenetwork, consumingtablespaceandbandwidth.A suf�-

cientlyenergeticattacker couldexhaustthenetwork's resources.

The basicAfora designdoesprovide weak resistanceto this kind of attack,sinceit

probabilisticallydropssomereplies.Thefartheranodeis from anattacker, thefewerbogus

packetsthenodewill receive. We canstrengthenthis ideainto a completedefense:each

nodeshouldsimply limit therateatwhich it is willing to forwardqueryor replypacketsto

somerelatively smallnumberof packetspersecond.

As aresult,if amaliciousnodegeneratesrandomizedqueryor replypackets,thenodes

next to it will be rendereduseless;their allowed forwardingratewill becompletelycon-

sumedby theboguspackets. (This is not a new problem,sincethemaliciousnodecould

directly jam their radios.)However, theneighbornodeswill only forwardtheboguspack-

etsat the allowed rate. Thusnodesmore thanonehop away from the maliciousnodes

receive theboguspacketsat a boundedrate.Sincetheallowedrateis known, therate,the
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maximumtablesizes,andthe tableentry lifetimes canbe chosentogetherto ensurethat

thetablesnever over�ow. In addition,theboundedrateof boguspacketsmeansthat the �

mechanismis likely to choosemoreor lessfairly betweenboguspacketsandvalid packets.

5.2 ReducedCommunication Costs

Sincethe �ooding processusedto obtaina routecanpotentially involve far morenodes

thanwould bepartof therouteitself, andit couldhave to berepeatedseveraltimesbefore

a saferouteis obtained,thereexists the risk of the routeselectionprotocolbecomingthe

mainconsumerof bandwidthin thenetwork. It is thereforeimportantto attemptto reduce

theamountof communicationinvolvedto aminimum.

Loop formationis automaticallyavoidedby Afora sinceevery relay nodepropagates

only oneroute;becausewe do not needfull routesat relay nodesto checkfor loops,we

canthenavoid sendingthe full route(the largestamountof informationbroadcastin the

protocolfor largenetworks)backin ����� ����� � �������
� ��� 	��
��� � and����&���� � �
�%� %
��� � ���%$'&%� .

Uponhearinga node � broadcastinga reply, a relaynode � needonly storetheidentity of

� in a table ����������� indexedlike the 	���� ) &�� andthe � ��� ) &�� , andthen,in placeof thefull

routefrom thetargetto itself, broadcastonly its own identity. Only if andwhenthesource

decidesto usearoutefrom aparticularneighbor, it canaskthatneighborfor therestof the

route- thatneighborcanin turn recursively asktherestof therouteto thenext node,until

the target (identi�ed by a null �
��� ��� � entry) is reached.Or the sourcecould directly use

theroute”implicitly” without learningit, having everynodesendingdatato thenext node

togetherwith therouteid, in a waysimilar to thatproposedby [7].

5.3 Adapting �

As describedin Section2.6, the bestvaluefor � dependson whethertherehappento be

maliciousnodeson the shortestpathor nearthe source,on whethermaliciousnodesare

generatingbogusreplies,andon the numberof neighborseachnodehas. Thusit makes

sensefor thevalueof � to bechosendynamicallyfor eachqueryby thesource.
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Thesourcecanspreadthedesiredvalueof � by makingit partof thequeryid �eld. In

this way, it canguaranteethatmaliciousnodeswill not beableto tamperwith it. In fact,

queriesandreplieswith differentIDs will not interferewith eachotheron the target and

relaynodes,andthesourcewill acceptonly replieswith thesameid (andtherefore� ) as

the lastqueryto that target it hasissueditself. Thenany maliciousnodewho changesthe

valueof � in aquery/replywill beeffectively droppingthatquery/replyandbroadcastinga

differentone,anattackwehavealreadyshown (in 5.1)to beineffective.

A heuristicfor adaptively choosinganappropriatevalueof � which seemsto beeffec-

tive is thefollowing:

� Begin with � � � . This guaranteesbestperformancein theabsenceof misbehaving

nodes.

� Whenever the sourcesendsa query and doesnot obtain any route, increase� by
����� � . Whenever the sourcesendsa queryandreceivesa routewhich provesto be

ineffective,decrease� by
����� � .

In this way the source,if it doesnot �nd a saferoutequickly, approachesa steadystate

whereit will obtain a route on abouthalf the queries,thus striking a balancebetween

allowing a fair probabilitythatshortbut unsaferoutesbediscardedandactuallyobtaining

asuf�cient numberof new routesto try.
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Chapter 6

Related Work

ZhouandHaas[18] identi�ed � veattributesof asecureadhocnetwork: availability, con�-

dentiality, integrity, authentication,andnon-repudiation.To satisfythe�rst attribute(avail-

ability), they acknowledgedthatroutingprotocolsmustbesecure,andsuggestedthat tak-

ing advantageof multiple routesbetweennodesis importantin defendingagainstsecurity

threats.Afora is a realizationof this idea.

Marti etal. proposeatechniquethatidenti�es misbehaving nodesin anadhocnetwork

andselectsroutesthat avoid thosenodes[12]. A nodedetectsmisbehavior in oneof its

neighborsby observingthattheneighborfails to forwarddatapackets.Thisschemeworks

well aslong asmaliciousnodesarelimited to droppingdatapackets; it may not work if

nodesgeneratemaliciousprotocolpackets.For example,a maliciousnodecouldgenerate

DSR replieswith sourceroutesthat include the maliciousnodeand thena non-existent

node. The last non-maliciousnodewould observe the maliciousnodeforwarding data

packetsto thesupposednext node,andbelievethatall waswell. Afora resistsawiderclass

of attacks,thoughit is lessef�cient.

The Ariadne[8] routing protocol,which is basedon DSR, preventsmaliciousnodes

from tamperingwith routingqueriesandreplies.It useshop-by-hopsymmetriccryptogra-

phy to protecttheroutingpackets;asa resultit is far moreef�cient at this taskthanAfora.

However, Ariadnemakessomecompromisesto achieve its ef�ciency. Ariadnedoesnot

systematicallyexplore thenetwork for alternateuncompromisedpaths,so it is vulnerable

to a maliciousnodeon or nearthe shortestpath. Ariadnerequiresthat every nodeshare
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cryptographickey materialwith every othernode;this is a sourceof complexity aswell

aspotentialcompromise.Ariadneassumestheexistenceof a securetime synchronization

facility. Afora, while slower, is moregeneralin thesensethat it doesexplorefor alternate

pathsandmakesfewer assumptions.

The Ariadne authorsintroducean attacker taxonomyuseful in judging a protocol's

resistanceto maliciousnodes. In their termsAfora is secureagainstActiveX, ActiveC,

ActiveCX, andActiveCCX attacks.Theseareattacksin which attackersinject malicious

packetsinto thenetwork, andin which attackersknow theper-nodecryptographickeys of

many nodes(but not thesourceor destinationnodes).Afora resiststhelatterattacksin the

sensethat it doesnot dependon intermediatenodeshaving cryptographickeys. Theonly

typeof attackAfora cannotdefendagainstis ActiveVC, in whichattackerscontrolall paths

from sourceto target.

TheSARprotocolviewssecureadhocroutingasaQuality-of-Serviceissue[16]. SAR

groupsnodesinto variouslevels of trust, andallow only nodeswith the sametrust level

to form a route. SAR nodesat thesametrust level shareanencryptionkey. SAR, unlike

Afora, requiresnodesateachtrustlevel to trusteachother.

ARAN [3] is anon-demand,AODV-likeprotocolthatprovidesauthentication,integrity,

andnon-repudiation.ARAN relieson theexistenceof a trustedserviceto issuecerti�cates

to all participatingnetwork nodes.ARAN nodesusenestedhop-by-hopsignaturesto pro-

tect queryandreply packets. While ARAN preventsa maliciousnodethat is not on the

shortestpath from re-routingpackets throughitself, it doesnot help in caseswherethe

maliciousnodeis on theshortestpath. Afora, in contrast,canhandlemaliciousnodeson

theshortestpath.

Hubauxet al. suggestthe useof a virtual currency to promotecooperationamong

nodes[9, 2]. Nodesin theadhocnetwork payeachotherwith thecurrency for forwarding

packets. Tamper-resistanthardwarein eachnodemaintainsthe integrity of the currency,

andpreventsforgeryandre-use.

GuerreroproposesSAODV, an extensionto AODV [17], which authenticatesAODV

controlpacketsusingdigital signatures,andveri�es thehopcountsusingahashchain[11].

SAODV assumesthat every nodein the ad hoc network hassomeway of obtainingthe
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publickeysof all othernodes.

An on-demandprotocolproposedby PapadimitratosandHaas,SRP[13], assumesthe

existenceof a sharedsecretbetweeneachsourceanddestination.Sourceanddestination

authenticatequeryandreplymessagesusingMACskeyedwith thesharedsecret.Multiple

queriestraversingoverdistinctroutescanreachthedestination.While SRPpreventsmali-

ciousnodesfrom modifying or forging routingpackets,it doesnot attemptto avoid nodes

thatfail to forwarddatapacketsproperly.

Theideaof having all nodesin anadhocnetwork probabilisticallydropafractionof the

packetsthey receive hasrecentlyreceivedattentionin theadhocnetworking community,

but for purposesdifferent from ours. For example,Vadhatand Becker [15] study it in

connectionwith unicastroutingattemptingto ensurethatmessagesareeventuallydelivered

evenif thereis neveraconnectedpathbetweensourceandtargetatany givenpoint in time.

Haas,Alpern andLi [6] proposeit asa techniqueto reducetotal traf�c when�ooding a

messageover a densenetwork. To the bestof our knowledge,this is the �rst time this

techniqueis usedto ensurecommunicationin thefaceof maliciousnodes.
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Chapter 7

Conclusion

The Afora protocol�nds routesin ad hoc networks despitethe presenceof misbehaving

nodes. It candefendagainstattackers that drop packets, jam radio reception,and forge

or modify routingprotocolpackets. If pathexists that is outsideof jammingrangeof any

attacker, Afora will eventually�nd it.

Afora hasa numberof limitations. It cannotdefendagainstattackerswith radioranges

thatcover all routesbetweena sourceanddestination,or againstattackerswho canbreak

into innocentnodesand corrupt them. It requiressomehigher network layer to tell it

whetherdatais beingdeliveredto the correctrecipient;this essentiallymeansthe higher

layer must useend-to-endcryptographicauthentication.A �nal limitation is that Afora

providesprobabilisticguarantees;it proceedsin a numberof rounds,eachof which has

someprobability of resultingin a saferoute. In large networks the numberof roundsis

likely to belarge.
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