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Abstract

Thisthesisdescribe#fora, amulti-hopwirelessadhocroutingalgorithmthat nds work-
ing routesdespitemisbehaing participants. If one or more routesfrom a sourceto a
destinatiorexist thatareentirely out of radiorangeof ary attacler, Afora will eventually
nd anduseoneof them;thisis thebestthataroutingprotocolcando. This propertyholds
evenif misbehaing nodesgenerateor forge routing information,andevenif they lie on
theshortespathbetweersourceanddestination.

Afora doesnot directly useor requireary public key or certi cate infrastructure.In-
steadjt assumeshatapplicationgor higherlevel protocolssuchasIPSec)verify whether
they aretalking to the desiredpeer andthatthey notify Afora whenthisis (or is not) the
case.Afora usesthesenoti cations to decidewhetherto keeptrying alternateroutesuntil
it nds onethatworks. Afora's key contrikbutionis its ability to nd alternateroutesin the
faceof misbehaing nodegshatactively generatdalseroutinginformation.
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Chapter 1

| ntroduction

1.1 Motivation

Currentadhocroutingprotocolsarevulnerableio maliciousparticipants Suchparticipants
coulddropor corruptpacletsinsteadf forwardingthemproperly jamthetransmissionsf
nearbynodes,or generatencorrector forgedrouting protocolpaclets. The besta routing
protocolcandoin the faceof maliciousnodess nd aroutethatconsistsof benignnodes
andis out of radiorange(i.e. jammingrange)of all maliciousnodes.This thesisproposes
Afora, a new multi-hopadhocwirelessroutingalgorithmthatis guaranteeto nd sucha
route,if it exists;it cando this despitethe kinds of misbehaior listedabove.

Afora’s basicapproachs to keeptrying differentroutesuntil it nds asafe route, one
thatdeliverspacletscorrectly Afora facestwo problems.First,it mustbe ableto nd all
routesin thefaceof incorrectroutinginformationgeneratedy maliciousnodes.Second,
it mustbeableto determinenvhetherit hasfounda saferoute.

An Afora sourcedooking for arouteto atarget oods a queryoverthewhole network,
in amannersimilarto DynamicSourceRouting[1, 10]. Thesequeriesdo notaccumulate
sourceroutes;their only purposeis to reliably reachthe target. Thetarget oods areply
back to the sourceon receiptof a query and the repliesaccumulatesourceroutes. A
probabilisticchoiceby eachnodeof which reply to forward ensureghat the sourcesees
arandomselectionof routesin responsdo eachquery evenif adwersariesaaregenerating

incorrectrouting paclets. A sourcesendsrepeatedjueriesto discover differentroutes,
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until oneof themis foundto deliver datapacletscorrectly The key propertyof Afora's
probabilisticrouteselectionis thatif a saferouteexists, Afora is guaranteedo eventually
nd it.

Afora doesnotitself attemptto determinevhetherarouteit hasfoundis safe.Instead,
it assumeshatsomehigherlevel softwarewill tell it whethempacletsarearriving success-
fully at the intendeddestination.In a simple system, TCP could notify Afora whetherit
is receving acknavledgments.However, this would allow the possibility that Afora had
found a working routeto a malicioushostmasqueradings the desireddestination. For
this reasonapplicationghat supporta notion of authenticityshouldthemselestell Afora
whetherthey are (or arenot) ableto positively verify thatthey aretalking to the desired
destination.Alternately a cryptographigrotocollayer suchasIPSeccouldinform Afora

of whethertwo-way communicatiorwith the correctdestinatiornasbeenestablished.

Afora could have providedits own cryptographicauthenticatiormechanismin order
to decidewhenit hadfoundaworking routeto the authenticowner of the destinatiorhost
address.However, suchan arrangementvould be unlikely to provide authenticatiorrel-
evantto mary applications.For example,ssh[14] andSFSPRO [5] authenticataisersand
data,respectiely, andhave limited usefor hostauthentication.Instead Afora lets appli-
cationsmake the authenticatiordecisionsandconcentrategisteadon nding routesthat
satisfy theseapplications. Further Afora only requiresthat sourceand destinationpeers
authenticateeachother; it doesnot requireauthenticatiorof the intermediateforwarding

nodes.

Afora successfullyesistsa wide rangeof maliciousor faulty behaior: droppingdata
or routingprotocolpaclets;forging or modifying routingprotocolpaclets;radiojamming;
multiple colluding attaclers; attaclers on the shortestor fastesipath betweensourceand
destinationandtableexhaustiornor bandwidthattacksnvolving large quantitiesof routing
paclets.Aslongasasaferouteexists,Aforawill eventually nd it despiteary combination
of theseattacks.

Afora hasbeenimplementedn the NS [4] simulator This thesispresentsimulation
resultsthatexplorehow longit takesAforato nd saferoutesundervariouscircumstances.

Afora is relatively slow, sinceit hasto searchmary paths.This suggestshatit shouldnot
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be usedasa network's mainrouting protocol,but only whena morecorventionalrouting

protocolhasfailedto nd aworkingroute.

1.2 Background: DSR

TheDynamicSourceRouting(DSR)protocol[1, 10] is importantto thiswork in two ways.
First, the startingpointin Afora's designwasa much-simpli ed versionof DSR. Second,
aDSR-baseddhocnetwork is agoodcontext in whichto considerthe potentialeffectsof
maliciousnodes.We useDSR asanexamplebecausét is widely understoodnot because
it speciallyor uniquelyvulnerable.

A DSR sourcethat wishesto senddatato a target mustobtaina sourcerouteto the
target. To do this, the source oods the network with route request paclets. Eachroute
requestpaclet containsa uniquerequest identifier. The original route requestpaclet is
receved only by the nodeswithin the radio rangeof the source.Every nodethatreceves
arequesforwardsit if it is notthetargetandif it hasnot yet seenthe requestidenti er.
Eachrelaynodeappendsts addres®ntotheroute record of therouterequespacletbefore
re-broadcasting.

A tamgetthatrecevesarouterequessendsaroute reply pacletbackto thesource.This
reply containstherouterecordedn therequestwhich the sourcewill usein orderto send
subsequerdatapacletsto thetarget. Thetargetreturngustthe rst copy it recevesof ary
particularrequest.Thesourcerecevesthereply, extractsthe sourceroute,andattacheshe
sourcerouteto subsequentatapacletsit senddo thetarget.

A maliciousnodecould successfullyattackDSR in a numberof ways. If the mali-
ciousnodeis within radio rangeof the sourceor tamget, it canjam themand preventary
communication.If the maliciousnodeis on (or within jammingrangeof) the route that
DSR choosesthe maliciousnodecan preventdatafrom o wing alongthatroute. A ma-
licious nodethatisn't nearthe shortestpath could generatancorrectrepliesin response
to the sources queries;if the maliciousnodeis closerthanthetametis to the source the
maliciousnodesreplieswill arrive rst andpreventthe sourcefrom usingthecorrectroute

providedby thetarget.
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This descriptionhasgreatlysimpli ed DSR's mechanismshut it captureshe essence

requiredto understandifora.

1.3 Assumptionsand Properties

This sectionbrie y describeghe kinds of attacksthat Afora canandcannotsuccessfully
resist.

Themaliciousnodesconsideredn this thesisareassumedo consistof ordinaryhard-
warerunningsoftwarethat doesnot obey the routing protocol. The limitation to ordinary
hardwaremeanghattheradiotransmission®f maliciousnodescanonly be heardwithin
some nite range.Malicious nodescantake advantageof non-malicioushodesto forward
their paclets,but only within therulesof the routing protocol,sincenon-maliciousnodes
follow thoserules.In addition,maliciousnodesareassumechot to beableto corruptnon-
maliciousnodes,exceptto the extent that the rules of the routing protocol might allow.
Malicious nodesareassumedo be ableto usejammingto preventary nodewithin radio
rangefrom receving ary paclets. Theseassumptionaremeantto capturethe capabilities
of oneor moremalicioushumanswvho re-prograntheir laptopor 802.11radio rmw are.

Evenwith the above restrictionson maliciousnodestherearesomeattacksthat Afora
cannotresist.If amaliciousnodeis within radiorangeof thesourceor destinationcommu-
nicationbetweenthemis not possible(dueto jamming). Similarly, if every pathbetween
sourceandtargetincludesa nodewithin radiorangeof somemaliciousnode,communica-
tion is alsoimpossible.lt is not likely thatany routing protocolcould succeedindersuch
conditions.

Afora will eventuallysucceedn nding asafepathaslong asoneexists,andaslong
asmaliciousnodessatisfythe above assumptionsThis meanghat Afora will resistavery
broadspectrunof attacks.Two examplesareparticularlyinteresting.First, Afora can nd
alternateroutesaroundmaliciousnodesthat are on the shortestpath betweensourceand
destination. Afora probabilistically exploresall suchroutes,soit is enoughif just one
saferoute exists, however circuitous. SecondAfora can nd thosealternaterouteseven

if maliciousnodesare generatingorged queriesor forgedrepliesin responsdo Afora's
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gueriesandevenif themaliciousnodesarecloserthanthetargetis to thesource.

1.4 ThesisOrganization

The remainderof this thesisis organizedasfollows. Chapter2 describeghe Afora al-
gorithm in detail. Chapter3 arguesthat Afora will successfullynd saferoutesdespite
maliciousnodes.Chapter4 presentsimulationresults.Chapters outlinesfutureimprove-
mentswe expectto make to the basicAfora design.Chapter6 discusseselatedwork. We

concludewith Chapter7.
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Chapter 2
Design

Afora is designedo nd andusea saferoute betweena sourceand a tamet, if sucha
route exists. The sourcenodecontrolsAfora's high level operation. The sourcerepeat-
edly attemptsto nd arouteto the tamget, until the applicationindicatesthatit is ableto
communicatavith thedesiredarget.

Whena sourcewantsto nd anew routeto a target, the source oods a querypaclet
over the whole network. The query paclet merelyindicatesthat a route to the tamgetis
desired. Whenthetargetseeshe querypaclet, it responddy ooding areply pacletover
the whole network. The instancesof the reply that traversedifferentroutesaccumulate
sourceroutes. Whenthe sourceseesa reply, it canusetheincludedsourcerouteto send
datapaclets. The key to the protocol's ability to resistmaliciousattacksis the decision
madeat eachnodeaboutwhetherto forwardareply paclet.

A querypaclet containsa queryidenti er, the sourcenodes network addressandthe
targetnodes network addressA reply paclet containstheidenti er from the correspond-
ing querypaclet, thesourceandtargetnetwork addressesindalist of nodesthereply has

traversed.

struct query <id, source, target>;
struct reply <id, source, target,
{ route }>;

The following discussiondescribeshe operationof Afora, organizedby the paclet

17



source.send_data(target t, data)
route = routes[t];
if (route # null and
app says route is OK)

send data to t via route;
else if pending[t] == null

// look for a new route

routes[t] = null;

query q =
<random(), source, t>;
pending[t] = q.id;
broadcast(q);
end;
end;

Figure2-1: Sourcesendpseudo-code.

processinghattakesplacein thesourcejn relaynodesandin thetarget. A full justi cation

for the designis deferreduntil Section3.

2.1 |Initiating the Query

Figure2-1 showvsthe pseudo-codéhata sourceuseso senda datapaclet.

If the sourcealreadyknows a routeto the target (in the routes table),andthe appli-
cation hasnot indicatedthat it is dissatis edwith the route, the sourcecontinuesusing
thatroute. The applications decisionwould ideally be madeon the basisof cryptographic
authenticatiorwith a peerapplicationon thetarget. If the applicationdoesnot supportau-
thentication,jt could usea pacletlossthresholdinstead,or arrangefor Afora to be driven
by TCP timeouts;but in both casesa maliciousnodecould masqueradasthe intended

target.

If the applicationis not hapygy with the currentroute,the sourcemust nd a different
route. It formatsa query paclet andbroadcastdt to its neighbors. The sourceusesthe

pending tableto keeptrackof whichtarmetsit is currentlyqueryingfor.
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relay.forward_query(query q)
if qtable[q.source][q.id] == false
qtable[q.source] [q.id] = true;
broadcast (q) ;
end;
end;

Figure2-2: Relayqueryforwardingpseudo-code.

target.receive_query(query q)
if qtable[q.source] [q.id] == false
qtable[q.source] [q.id] = true;
reply r = <q.id, q.source,
q.target, {target }>;
broadcast(r) ;
end;
end;

Figure2-3: Targetquery/replypseudo-code.

2.2 Forwarding the Query

Figure 2-2 shows the pseudo-codéhat nodesuseto forward query paclets. Eachnode
maintainsa table (qtable) thatrecordswhich queriesit hasforwarded;a nodeonly for-

wardsqueriedt hasnotalreadyseen.Thistableis indexedby two keys: thesourceaddress

andtheroutequeryidenti er.

2.3 Replying to the Query

Figure 2-3 shavs the pseudo-cod¢hata nodeusesto respondo queriesdirectedto it. A
targetrespondso eachqueryonly once,usingthesamegtable mechanisnasin Figure2-

2. Thetamgetbroadcasta reply paclet to its neighborsjnitializing the recordedrouteto

containjustthetarget'saddress.
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relay.forward_reply(reply r)
if rtable[r.sourcel] [r.id] == false
then with probability p
rtable[r.source] [r.id] = true;
prepend relay to r.route;
broadcast(r) ;
end;
end;

Figure2-4: Relayreply forwardingpseudo-code.

source.receive_reply(reply r)
if (routes[r.target] == null and
pending[r.target] == r.id)
then with probability p
pending[r.target] = null;
routes[r.target] = r.route;
end;
end;

Figure2-5: Sourcereply processingpseudo-code.
2.4 Forwarding the Reply

Figure2-4 shavs hows anodehandlesaroutereply paclet.
Eachnodemaintainsatable(rtable) thatrecordswvhichreply pacletsit hasforwarded.
Reply pacletswith the samesourceandID sharethe samertable entry soat mostone
of themwill beforwarded.evenif they have differentrecordedoutes.If anoderecevesa
reply paclet, andit hasnot alreadyforwardedthe paclet, thenwith probability p it broad-
castshepacletto its neighborsafteraddingitself to therecordedoute. This meanghata
nodewill dropareply pacletwith probability1 — p evenif it hasnotseerthereply before.

As aresult,thequerythata nodeforwardsis notalwaysthe rst reply thatarrives.

2.5 SourceReply Processing

Figure2-5shovshow anodeprocesserepliesto querypacletsthatit originated.A source

acceptsa reply only if the pending tableindicatesthatit is waiting for a route with the
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targetandID indicatedby thereply. Thesourceonly acceptghe reply with probability p.
If a sourceacceptsa reply, it setsits routing tableentry for the targetto the source-route
accumulatedh thereply. This meanghatfuture datapacletssentto thetargetby thecode

in Figure2-1 will usethatroute.

2.6 Choiceof p

The nal pieceof thedesignis thechoiceof p. Afora nodesignorereplieswith probability
1 — p in orderthat every possibleroute betweensourceand destinationhasa non-zero
chanceof beingthe onethatthesourcechoosesThis mechanisnallows Aforato nd safe
routesevenif maliciousnodescontrolthe shortestoutes.It alsoallows Aforato nd safe
routesevenif maliciousnodesaregeneratingnisleadingeplies.

p mustbe lessthan one; otherwisea malicious node nearthe sourcecould always
arrangefor the sourceto acceptits reply rst. Smallervaluesof p have two effects. First,
they increasethe chancethat no legitimaterepliesat all will berelayedall the way to the
source.Secondjf maliciousnodescloseto the sourceareableto generatemary replies,
smallvaluesof p makeit morelik ely thatlegitimatenodeswill ignorethoserepliesandwait
for correctreplies.p needdo below enoughthatthe sourcehasareasonabl@robability of
ignoringtherepliesfrom all but thelastneighbor This meanghatthe choiceof p presents
atradeof betweerspeedn the casethatthereareno or few maliciousnodesandspeedn

the casein which therearemary maliciousnodessendingoogusreplies.
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Chapter 3
Analysis

The goal of Afora is to ensurethat, if a saferoute from a sourceto a target exists, the
sourcewill eventuallydiscoverit. ThischapterarguesthatAfora achiezesthisgoal,despite
maliciousnodes'efforts to the contrary

The sourcekeepsre-queryinguntil it nds aroutethatdeliverspaclets(seeFigure2-
1). As long aseachquerymakesanindependentoute choice,and eachsaferoutehasa
non-zergorobabilityof beingchoserby eachquery Afora will eventually nd asaferoute.
In orderto show that eachsaferoute hasa non-zeroprobability of beingchosenby each

guery thefollowing claimsmustbetrue:

1. Query Liveness: If theresasaferoute,aquerypaclketfrom thesourcearrivesatthe
targetwith non-zeroprobability.

2. Reply Liveness: A reply paclet follows eachsaferoutefrom targetbackto source

with non-zergprobability.

3. Source Choice: A non-zerofraction of the repliesthat arrive back at the source

containsaferoutes.

The chiefway in which the claimsmight befalseis if maliciousnodescouldforcethe
probabilitiesinvolvedto be zeroor vanishinglysmall,perhapsy ooding sourceor target

with bogusreplies. The following sectionsdemonstrateéhat the claims are true despite

suchattacks.
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3.1 Query Liveness

If theres a saferoute,the sources querywill follow it to the destinationaslong aseach
nodeon the route forwardsa copy of the query Supposehat noden; on a saferoute
broadcasts querypaclet, andthatnoden, is the next nodeon thatroute. Thereareonly
two waysa maliciousnodecould preventn, from forwardingthe query: by disruptingthe
radiotransmissiorfrom ny, or by ensuringthatn,'s qtable (seeFigure2-2) alreadyhas
anentryfor thequery

Sincetheroutein questions safe,noneof thenodesontheroutearemalicious,andno
nodewithin radiorangeof therouteis malicious.This meanghata maliciousnodecannot
directlyjamn,'stransmission.

A maliciousnode might try to generatdarge volumesof trafc that non-malicious
nodeswill forwardinto radiorangeof n,. ThewirelessMAC's fairnessmechanismsvill
likely preventthis from beinganeffective denial-of-servicattack;if they donot,themech-
anismproposedn Section5.1 will work.

Finally, n, will notforwardthe queryif its qtable alreadyhasanentryfor this query
Theonly way for a maliciousnodeto causen, to have aqtable entryfor thequeryis for
the maliciousnodeto have alreadysentanidenticalquery The querymustbe identical,
sincethe qtable is indexed by all elds of the query In this case,noden, will have
alreadyforwardeda copy of thequery The only reasorthis could be undesirablas if the
maliciousnodeforgedthe query beforethe sourcesentit out. Randomchoiceof query
identi ers from alargeidenti er spacemakesit very unlikely thatanattacler couldguess

thesources queryID in adwance.

3.2 ReplyLiveness

The previous sectionshaved that a maliciousnodecannotreliably preventa queryfrom
reachingthe tamget, aslong as a saferoute exists. The target code (Figure 2-3) always
producesbroadcasteply pacletin responséo aquery To seethata copy of thereplywill

be forwardedalongeachsaferoutebackto the sourcewith non-zergprobability, consider
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oneof thesaferoutes.It is enoughf eachnodealongtherouteforwardsa copy of thereply
with non-zeroprobability Again, supposéhatn; broadcasts copy of thereply, andthat
no is the next nodeon the saferoute(towardsthe source).

For thereasongnentionedn the previous section,a maliciousnodecannotdirectly or
indirectly interferewith thereply transmissionandthuscannotpreventn, from receving
acopy of thereply paclet.

ny Will forward the reply with non-zeroprobability p unlessn, alreadyhasan entry
for thereplyin its rtable (seeFigure2-4). A maliciousnodecould causethis to betrue
by sendingbogusreplies (with correctsourceandid elds) to neighborsof n,. Since
thoseneighborsarenon-maliciousgachwill forward at mostonebogusreply, dueto the
neighbors rtable. Thusthe numberof bogusrepliesthatn, recevesbeforeit receves
thesafereply from n, is limited by the numberof neighborst has.Sincen, dropseachof
thosebogusreplieswith probability1 — p, thereis anon-zergprobabilitythatn, will drop
all the bogusrepliesandforward the safereply. The key obsenationis thata malicious

nodehaslimited ability to in uence this probability.

3.3 SourceChoice

Theprevioussectionshovedthatareplywill arrive atthesourcefrom eachsaferoutewith

non-zeroprobability. The sourceacceptonly onereply, choserrandomly In orderthat
it try a saferoutewith non-zeroprobability, it mustbe the casethat the numberof bad
routesit recevesis bounded.Theamgumentfor this propertyis the sameasin the previous
section:sincethesources neighborsarenon-maliciousthetotalnumberof repliesasource
will receveis boundeddy its numberof neighbors Thusmaliciousnodescannotforcethe

probability of the sourcechoosinga saferoutearbitrarily closeto zero.
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Chapter 4

Experiments

While Chapter3 demonstratethat Afora will eventually nd asaferouteif oneexists, it
did notdescribenow long thatprocessvouldtake. This Chaptemusess version2.1b8a4]
to explorethenumberof queriest takesAforato nd asaferoutein variouscircumstances.
The simulatorimplementghe designasdescribedn Chapter2.

The simulatorimplementsAfora over the 802.11MAC layer, with a x edradiorange
of 250 meters.

Unlessnoted,the simulationparametersrreasfollows. The simulateduniverseis 800
metersby 800 meters.The total numberof nodesis 50, which turnsout to put eachnode
in radiorangeof anaverageof 15 othernodes.Thenodesdo not move. The default value
of pis0.5.

Eachdatapoint in the graphsbelov summarizet00 simulationrunswith different
randomnumbergeneratoiseeds.Most of the graphspresenthe median,10th, and 90th
percentileof therunsin eachcon guration.

In eachsimulationrun, thereis onesourceandonetargetin the network. The source
is randomlyplacedin the left-handquarterof the squareuniverse.Thetargetis randomly
placedn theright-handquarterof theuniverse.Therestof the48relaynodesarerandomly
placedacrosgheuniverse.

In eachsimulationrun, the sourcekeepsre-queryinguntil it nds a saferouteto the
destination;at that point the simulationrun is over. The sourcegivesup after 720 tries.

Most of the graphsshavn below include only the runs that produceda saferoute; the
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Figure4-1: Thepercentagef runsin which a safepathexists,asafunctionof the number
of passve maliciousnodes.Thegraphalsoincludes for therunsthathave a safepath,the
percentag®f suchrunsin which Afora andDSR, respectiely, nd a safepath. Thedata
arefrom the samesimulationsasFigure4-2.

unsuccessfulunsarediscussedeparately

We simulatetwo kindsof maliciousnodegeachexperimentaldescriptiorwill describe
whichwasused).A passive maliciousnodeforwardsqueryandreply pacletscorrectly but
dropsall datapacletsandjamsits neighbors'radios. An active maliciousnodegenerates
incorrectreply paclketswheneer it recevesa querypaclet, aswell asdroppingandjam-
ming data.Suchanodegenerate$0 repliesfor eachqueryit receves;eachreply contains
adifferent(but incorrect)pathto the desiredtarget. Maliciousnodesarerandomlychosen

from thepool of 48 nodes.

4.1 Number of Passve Malicious Nodes

Figures4-1and 4-2 show the effect of varyingthe numberof passve maliciousnodes.
Figure 4-1 shaws the fraction of simulationrunsin which a saferoute existed, and

of thoseruns, the fractionin which Afora and DSR found a saferoute, respectrely. As
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Figure4-2: Themediannumberof queriesrequiredto nd asafepath,asafunctionof the
numberof passve maliciousnodes.The errorbarsindicate10thand90th percentilesthe
90thpercentilefor 4 nodeds 80. Only successfutunsareincludedhere;Figure4-1showns
whatfractionof runsaresuccessful.
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the numberof maliciousnodesincreasesthe total expectedareacoveredby their radios
increasesand the likelihood of even a single saferoute existing decreasesFigure 4-1
shaws thatwith threeor fewer maliciousnodes Afora nds a saferoutein nearlyall cases
in which oneexists. As abase-lindor comparisonDSR (which wasnot designedo resist
maliciousbehaior) nds saferoutesmuchlessoftenthan Afora; DSR effectively nds
saferoutesin justthe casesn which the shortespathis safe.

Figure4-2 shavsthenumberof queriest takesAforato nd asaferouteprovidedone
exists. They valuerepresentshe mediannumberof queriesrequiredto nd a saferoute.
TheerrorbarsrepreseniOthand90th percentiles.

Whenthereare no maliciousnodes,Afora almostalways nds a routewith just one
guery As the numberof maliciousnodesincreasesthe numberof saferoutesdecreases,
and more queriesare typically requiredto nd one. With ve or more maliciousnodes,
however, saferoutesbecomeso rarethatresultsconcerninghosefew thatarefoundare
not very meaningful. With 5 or moremaliciousnodes the occasionakaferoutethatdoes
exist tendsto be a short,directandeasyto nd routefrom sourceto target, sincelonger
routesareextremelylik ely to encountea maliciousnodeon their path. This explainswhy
it is comparatiely easierandfasterto nd shorterroutesthat do exist asthe numberof

maliciousnodesgrows beyond5.

4.2 Total Number of Nodes

Figure4-3showvstheeffectof varyingthetotal numberof nodes.Thesizeof theuniverses
variedto keepthe averagenodedensityconstant2% of the nodesarepassvely malicious.

As the numberof nodesgrows, Afora requiresmorequeriesto nd a saferoute. This
is becausehe routeshave morehopsin large systemsanda reply's probability of being
droppedby the p mechanisnincreasewith the numberof hops. On the otherhand,the
numberof waysareply cantravel from destinatiorto sourcancreasesvith thetotalnumber
of nodes.Thesetwo effectspartially offseteachother

Approximately 50% of the simulationresultsin this experimentwere omitted from

Figure4-3 asno saferouteswerefoundin thosesimulations.

30



160 T T T T T T T

140 g

120 - b

100 1

80 | T 1

60 —

Successive Queries Required

40 | 4

20 E

0 50 100 150 200 250 300 350
Number of nodes

Figure 4-3: The mediannumberof successie queriesrequiredto nd a safepath,asa
function of the total numberof nodes. The error barsindicate10th and 90th percentiles.
2% of thenodesarepassvely malicious.

Figure4-3 shaws thatevenasthe network grows up to 350 nodes the mediannumber

of queriesrequiredby an Afora sourcestayslow.

4.3 Effect of Active Misbehavior

Figures4-4 and 4-5 shaw the effectsof varyingthe numberof active maliciousnodes.

The resultsare similar to thoseobtainedin Section4.1, exceptthat the active nodes
make it harderto nd asaferoute.Eachmaliciousnodegenerategnoughfake repliesthat
its neighborsare very likely to forward a few of them. A queryonly succeedsf all the
badrepliesaredroppedby the p mechanismandat leastonegoodreply isn't droppedihe
probability of thisis not high. As aresult,Afora needso sendmorequeriesto nd asafe
route,asFigure4-5 shaws.

Asin Sectiord.1,only avery smallfractionof simulationrunsaresuccessfulith four

or more maliciousnodes. For the samereasonsthe right half of Figure4-5 is not very
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Figure4-4: Thepercentagef runsin which a safepathexists,asafunctionof the number
of active maliciousnodes.The graphalsoincludes,for therunsthat have a safepath,the
percentag®f suchrunsin which Afora andDSR, respectiely, nd a safepath. Thedata
arefrom the samesimulationsasFigure4-5.
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Figure4-5: The mediansuccessie queriesrequiredto nd a safepath,asa function of
numberof maliciousnodes.Datafor both passve andactive maliciousnodesareshown.
Thereare50nodesin eachexperimentandp is 0.5.

meaningfulandthe occasionaftoutesthatdo exist tendto be shortandeasyto nd.
Thoughthe numbersof queriesin Figure 4-5 may seemlarge for active adwersaries,
recallthatwe areplacingfew restrictionson the maliciousnodes.We areallowing a sig-
ni cant fraction of the nodesto be malicious. The scenariosnake it likely thatthereare
multiple maliciousnodescloserto the sourcethanthe destinations, andthusableto get
fakerepliesto thesourcebeforetherealrepliescanarrive. Themaliciousnodesareallowed
to generate large volumeof fake replies;in reallife this would be pretty obviousandthe

maliciousnodescouldeasilybe detected.

4.4 Choiceof p

Figure4-6 shaws the effect of varyingp onthe mediannumberof queriesit takesfor the
sourceto nd asafepath.Oneof the50 nodesn eachsimulationis actively malicious.

Whenp is nearl.0, the mostlikely outcomeis thatthe sourcerecevesa reply aftera
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Figure 4-6: The mediannumberof successie queriesrequiredto nd a safepath,asa
functionof p. Theerrorbarsindicatel0thand90thpercentilesThereare50 nodesn total
in eachsimulation,of which oneis actively malicious.

singlequery but thatthereply is likely to have originatedfrom the maliciousnode. The
sourcemusttry mary queriesbeforeit nds a paththatis safe. This explainsthe higher
90th percentilewhenp approache&.0. Whenp is very small, the probability is high that
every reply (goodandbad)is droppedbeforereachingthe source.At intermediatevalues
of p thereis anoticeablechancehatall thebadrepliesaredropped)eaving anopportunity

for agoodreplyto arrive.
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Chapter 5

Future Work

This chaptemoutlinesa few waysin which we expectto improve the basicAfora design.

5.1 Avoiding Table Exhaustion

The gtable andrtable arepotentiallyvulnerableto denial-of-serviceattacksin which
amaliciousnodegeneratesarge numbersof queryor reply paclets,eachwith a different
sourceand/orqueryID. In the designas presentedn Chapter2, somefraction of these
would be ooded overthewhole network, consumingablespaceandbandwidth.A suf-
ciently enegeticattacler could exhaustthe network's resources.

The basicAfora designdoesprovide weak resistancdo this kind of attack, sinceit
probabilisticallydropssomereplies. Thefartheranodeis from anattacler, thefewerbogus
pacletsthe nodewill receve. We canstrengtherthis ideainto a completedefense:each
nodeshouldsimply limit therateatwhichit is willing to forwardqueryor reply pacletsto
somerelatively smallnumberof pacletspersecond.

As aresult,if amaliciousnodegeneratesandomizedjueryor reply paclets,thenodes
next to it will be rendereduselesstheir allowed forwardingratewill be completelycon-
sumedby the boguspaclets. (This is not a nenv problem,sincethe maliciousnodecould
directly jam their radios.)However, the neighbomodeswill only forwardthe boguspack-
etsat the allowed rate. Thus nodesmore than one hop away from the maliciousnodes

receve the boguspacletsat a boundedate. Sincethe allowedrateis known, therate,the
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maximumtable sizes,andthe table entry lifetimes canbe chosentogetherto ensurethat
thetablesnever over ow. In addition,the boundedateof boguspacletsmeanghatthe p

mechanisnis likely to choosemoreor lessfairly betweerboguspacletsandvalid paclets.

5.2 ReducedCommunication Costs

Sincethe ooding processusedto obtaina route can potentiallyinvolve far more nodes
thanwould be partof therouteitself, andit couldhave to berepeatedeveraltimesbefore
a saferouteis obtained thereexists the risk of the route selectionprotocolbecomingthe
mainconsumenf bandwidthin the network. It is thereforeimportantto attemptto reduce
theamountof communicationinvolvedto a minimum.

Loop formationis automaticallyavoided by Afora sinceevery relay nodepropagates
only oneroute; becauseave do not needfull routesat relay nodesto checkfor loops,we
canthenavoid sendingthe full route (the largestamountof informationbroadcastn the
protocolfor largenetworks)backin target .receive_query andrelay.forward_reply.
Uponhearinga nodez broadcasting reply, arelaynodey needonly storethe identity of
x in atablenext[] indexedlike the qgtable andthertable, andthen,in placeof the full
routefrom thetargetto itself, broadcasbnly its own identity. Only if andwhenthe source
decidedo usearoutefrom a particularneighborit canaskthatneighborfor therestof the
route- thatneighborcanin turn recursvely asktherestof therouteto the next node,until
the target (identi ed by a null next[] entry)is reached.Or the sourcecould directly use
theroute”implicitly” without learningit, having every nodesendingdatato the next node

togethemwith therouteid, in away similar to thatproposedy [7].

5.3 Adapting p

As describedn Section2.6, the bestvaluefor p dependn whethertherehappento be
maliciousnodeson the shortestpath or nearthe source,on whethermaliciousnodesare
generatingoogusreplies,and on the numberof neighborseachnodehas. Thusit makes

sensdor thevalueof p to be choserdynamicallyfor eachqueryby the source.
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The sourcecanspreadhedesiredvalueof p by makingit partof thequeryid eld. In
this way, it canguaranteehat maliciousnodeswill not be ableto tamperwith it. In fact,
gueriesandreplieswith differentIDs will not interferewith eachotheron the tamgetand
relay nodes,andthe sourcewill acceptonly replieswith the sameid (andthereforep) as
thelastqueryto thattargetit hasissueditself. Thenany maliciousnodewho changeshe
valueof p in aquery/replywill beeffectively droppingthatquery/replyandbroadcasting
differentone,anattackwe have alreadyshown (in 5.1) to beineffective.

A heuristicfor adaptvely choosinganappropriatevalueof p which seemgo be effec-

tiveis thefollowing:

e Begin with p = 1. This guaranteebestperformancen the absencef misbehaing

nodes.

e Wheneer the sourcesendsa query and doesnot obtainarny route, increasep by
0.05. Wheneer the sourcesendsa queryandrecevesa route which provesto be

ineffective, decrease by 0.05.

In this way the source,if it doesnot nd a saferoute quickly, approachesa steadystate
whereit will obtain a route on abouthalf the queries,thus striking a balancebetween
allowing afair probability thatshortbut unsaferoutesbe discardedandactuallyobtaining

asufcient numberof new routesto try.
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Chapter 6

Related Work

ZhouandHaag[18] identi ed veattributesof asecureadhocnetwork: availability, con -

dentiality, integrity, authenticationandnon-repudiationTo satisfythe rst attribute (avail-

ability), they acknavledgedthatrouting protocolsmustbe secure andsuggestedhattak-
ing advantageof multiple routesbetweemodess importantin defendingagainstsecurity
threats Afora is arealizationof thisidea.

Marti etal. proposeatechniquehatidenti es misbeh&ing nodesn anadhocnetwork
and selectsroutesthat avoid thosenodes[12]. A nodedetectsmisbehaior in oneof its
neighborsby observinghatthe neighborfails to forward datapaclets. This schemeavorks
well aslong asmaliciousnodesarelimited to droppingdatapaclets; it may not work if
nodesgeneratamaliciousprotocolpaclets. For example,a maliciousnodecould generate
DSR replieswith sourceroutesthat include the maliciousnodeand then a non-«istent
node. The last non-maliciousnode would obsene the malicious node forwarding data
pacletsto thesupposedext node,andbelieve thatall waswell. Aforaresistsawiderclass
of attacksthoughit is lessef cient.

The Ariadne[8] routing protocol, which is basedon DSR, preventsmaliciousnodes
from tamperingwith routingqueriesandreplies.It useshop-by-hopsymmetriccryptogra-
phyto protecttherouting paclets;asaresultit is far moreef cient atthistaskthanAfora.
However, Ariadne makes somecompromisedo achieve its ef ciency. Ariadne doesnot
systematicallyexplore the network for alternateuncompromisegbaths,soit is vulnerable

to a maliciousnodeon or nearthe shortestpath. Ariadnerequiresthat every nodeshare
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cryptographickey materialwith every othernode;this is a sourceof compleity aswell
aspotentialcompromise Ariadneassumeshe existenceof a securetime synchronization
facility. Afora, while slower, is moregeneralin the sensehatit doesexplorefor alternate
pathsandmakesfewer assumptions.

The Ariadne authorsintroducean attacler taxonomyuseful in judging a protocols
resistanceo maliciousnodes. In their termsAfora is secureagainstActiveX, ActiveC,
ActiveCX, andActiveCCX attacks.Theseareattacksin which attaclersinject malicious
pacletsinto the network, andin which attaclersknow the pernodecryptographideys of
mary nodes(but notthe sourceor destinatiomodes).Afora resiststhe latterattacksn the
sensehatit doesnot dependon intermediatenodeshaving cryptographidkeys. The only
typeof attackAfora cannotdefendagainsis ActiveVC, in whichattaclerscontrolall paths
from sourceto taget.

The SAR protocolviews secureadhocroutingasa Quality-of-Servicassue[16]. SAR
groupsnodesinto variouslevels of trust, andallow only nodeswith the sametrust level
to form aroute. SAR nodesat the sametrustlevel sharean encryptionkey. SAR, unlike
Afora, requiresnodesat eachtrustlevel to trusteachother

ARAN [3] isanon-demandAODV-lik e protocolthatprovidesauthenticationintegrity,
andnon-repudiationARAN relieson the existenceof atrustedserviceto issuecerti cates
to all participatingnetwork nodes. ARAN nodesusenestechop-by-hopsignaturedo pro-
tectqueryandreply paclets. While ARAN preventsa maliciousnodethatis not on the
shortestpath from re-routing paclets throughitself, it doesnot help in caseswherethe
maliciousnodeis on the shortestpath. Afora, in contrast,canhandlemaliciousnodeson
theshortespath.

Hubauxet al. suggestthe useof a virtual currengy to promotecooperationamong
noded?9, 2]. Nodesin theadhocnetwork payeachotherwith thecurreng for forwarding
paclets. Tampetresistanthardwarein eachnodemaintainsthe integrity of the curreng,
andpreventsforgeryandre-use.

GuerreroproposesSAODV, an extensionto AODV [17], which authenticateA\ODV
controlpaclketsusingdigital signaturesandveri es thehopcountsusingahashchain[11].

SAODV assumeshat every nodein the ad hoc network hassomeway of obtainingthe

40



public keys of all othernodes.

An on-demangrotocolproposedy Papadimitrato@andHaas,SRP[13], assumeshe
existenceof a sharedsecretbetweeneachsourceanddestination.Sourceanddestination
authenticatgueryandreply messagessingMA Cskeyedwith the sharedsecret Multiple
gueriegraversingover distinctroutescanreachthe destination While SRPpreventsmali-
ciousnodesfrom modifying or forging routing paclets,it doesnot attemptto avoid nodes
thatfail to forward datapacletsproperly

Theideaof having all nodesn anadhocnetwork probabilisticallydropafractionof the
pacletsthey receve hasrecentlyreceved attentionin the ad hoc networking community
but for purposedifferentfrom ours. For example, Vadhatand Becker [15] studyit in
connectiorwith unicastroutingattemptingo ensureahatmessageareeventuallydelivered
evenif thereis neveraconnectegathbetweersourceandtargetatary givenpointin time.
Haas,Alpern andLi [6] proposeit asa techniqueto reducetotal trafc when ooding a
messagever a densenetwork. To the bestof our knowledge,this is the rst time this

techniquds usedto ensurecommunicationn thefaceof maliciousnodes.
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Chapter 7

Conclusion

The Afora protocol nds routesin ad hoc networks despitethe presencesf misbehaing
nodes. It candefendagainstattaclersthat drop paclets, jam radio reception,and forge
or modify routing protocolpaclets. If pathexiststhatis outsideof jammingrangeof ary
attacler, Afora will eventually nd it.

Afora hasa numberof limitations. It cannotdefendagainstattaclerswith radioranges
thatcover all routesbetweena sourceanddestinationor againstattaclerswho canbreak
into innocentnodesand corruptthem. It requiressomehigher network layer to tell it
whetherdatais beingdeliveredto the correctrecipient;this essentiallyneansthe higher
layer must use end-to-endcryptographicauthentication.A nal limitation is that Afora
provides probabilisticguaranteesit proceedsn a numberof rounds,eachof which has
someprobability of resultingin a saferoute. In large networks the numberof roundsis

likely to belarge.
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